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AHani3 niaxoaiB Ao BNpoBamKeHHSA KibepnoniroHiB y nigroroBui
cdaxiBuiB 3 Kibep3axucTty
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AHoTanisi. Y mpencraBieHId CTarTi 3iHCHEHO
BCeOIUHMI aHaJIi3 CydaCHHUX CTpaTerii 3aCTOCYBaHHS
kibepmomironis (Cyber Ranges) sik iHTeIeKTyambHIX
mIaTGopM I PO3BUTKY IPODECIiTHIX KOMIICTCHITii
y cdepi kibepOesneku. JlOCTIKESHHS OXOILTIOE
€BOITIOIIIO B/l CTATHYHUX BipTyallbHUX JTaboparopiit
0 JOUHAMIYHUX EKOCHCTEM, Mo O0a3yrThCs Ha
XMapHHX TEXHOJIOTiSAX Ta UUPPOBHX JBIHHHKAX
peanpHux  iHQpacTpykTyp.  OcobnuBa  yBara
MpUAICHa iHTErpalii IepemoBHX IeaaroTrigHuX
KOHIICTII[IM, TaKMX SIK TaKCOHOMis Biiyma Ta muki
Konba, i3 ramyseBumu crangapTamu (HhpeiiMBOpKY
NICE. Y poGotri neranbHO pPO3MISHYTO PpOJb
aBTOMaru3allii uyepe3 areHTHi cuctemu Retrieval-
Augmented Generation (ARCeR) Ta GararoareHTHe
HaB4aHHs 3 miakpimerasM (MARL), mo go3Bosnse

CTBOPIOBATH  aJaNTUBHI  CIICHApii  HABYAHHSL.
Pesynbratn JIOCHIDKEHHS I KPECITIOI0ThH
BaKJIUBICTD BHUKOPUCTAHHSA OararoMomanbHOT

AHATITUKH, BKIIFOYAFOYU O10METPUYHHN MOHITOPHHT
cTpecy, s 00'€KTUBHOT OI[iIHKY TOTOBHOCTI (haXiBIIiB
70 /Tl Y KPH30BUX CUTYaIisIX.

Kuarouosi caoBa: KiGeprnonironn, kibep3axucr,
¢petimBopk  NICE, Ttakconomiss bayma, areHrtHi
cuctremu RAGQG, OaratoareHTHe HaBYaHHSI 3
MiAKPITUIEHHSIM, TUQPOBI JBIHHUKK, CUTYyalliliHa
0013HaHICTh, aBTOMATH3AIlisI CIIEHAPIiB.

BCTVII

CrpiMka mudpoBizamis CyCcmibcTBa Ta
IHTerpalis ITYYHOTO 1HTEJIEKTY B
MOBCAKACHHI OI13HEC-TIPOIIECH TIPU3BEIN 0
pO3LIMpEHHS  TOBEpxHI  Kibep3arpo3 0
robanpHux MacmrTadiB. CranoMm Ha 2024-2025
POKHU CBITOBa €KOHOMiKa 3a3Ha€ 30UTKIB BiJ
KIOEp3JIOUMHHOCTI, 110 TMepeBUIIylOTh 9,5
Tpunbiiona nonapiB CILIA mopoxky. [Ipu nipomy

Makcum [leneM60BCLKUM
3aB. kacenpm kibepbesnekn Ta
KOMIMT'IOTEPHOI iHXeHepii

K.T.H., AOL.

Ceprin NHaTiok
npopektop [epxaBHOro
yHiBepcuTeTy «KniBCbkui
aBiauiiHUA IHCTUTYT»
O.T.H., Npod.

Bopuc KopHinuyk

OOLEeHT kadenpu NpodecinHoi
OCBITU

K.T.H., OOLL.

m100anbHUM 1eiuuT KBaMi(piKOBaHUX KaApiB Y
ctepi kibepOe3neku csarae OIU3bKo 4 MiTbHOHIB
npamiBHUKIB. TpaauiiitHi akageMiuyHl METOH,
mo 0a3yloTbCsl TMEPEeBAKHO HA TEOPETUUHUX
JIEKIIISIX, IEMOHCTPYIOTh CBOIO HECITPOMO>KHICTh
MiArOTYBaTH TEPCOHAN 0 MPOTHIIi CydacHUM
MOJIIMOP(HUM aTakam.

KiGepronironn BHpIIIYIOTH 110 MPOOIEMY,
HaJarouu 130J1b0BaH1, BUCOKOHA1HI BIpTyalbHi
CepeoBUINA Ul NMPAKTUYHOTO BiMpAIlOBAaHHS
HAaBUYOK BHSBIICHHS Ta pearyBaHHsS Ha
iHuaentd.  CywacHi  minaropMu  CTalOTh
KPUTUYHO BAXKJIMBUMH 1HCTpYMEHTaMH, SKi
JI03BOJIAIOTH (haxiBLSIM OTPUMYBATH «OOHOBHIN
JOCBIT 0€3 PHU3HUKY I pealbHUX CHCTEM
oprasizarii.

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 4(17), 2025, 4-11


mailto:serhii.hnatiuk@npp.nau.edu.ua
https://doi.org/10.32347/st.2025.4.1201

Information technologies

OCHOBHI ITOJIOXKEHHA

1. ApxiTekTypHi Mojesi Ta TeXHOJIOriYHA
0a3a ki0epmnoJiiroHis

EdexruBHicTh Kibeproirona SIK
HABYQJIBHOIO 1HCTPYMEHTA BU3HAUYAE€THCA TUM,
HACKUIbKH MIEPEKOHIIMBO cepeoBUILe
BIITBOPIOE pealibHI YMOBH (DyHKIIIOHYBaHHS
U(PPOBUX CUCTEM. Y MPAKTHII TOCIIIKEHb Ta
IIPOEKTYBaHHSA JOLIIbHO PO3IVISAJATH HOHATTS
BIPHOCTI MOZIETIIOBAHHS sIK OararoBuMipHe. BoHo
OXOILUTIOE  (PYHKIIIOHAJIBHY TPaBIONOIIOHICTh
araK 1 3axuCTy, TEXHOJIOTIYHY BiJIOBIIHICTh
CTEKY, PEaJICTUYHICTh YaCOBUX XapaKTEPHUCTUK,
orepaiiHui KOHTEKCT opraHizaniiHux
IpOLElyp, a TAKOXK KOTHITUBHE HAaBAaHTAKCHHS
Ha y4aCHUKa I11]] 4aC BUKOHAHHS BIIPABU.

Y HaykoBili JiTeparypi Ta Taly3eBHX
MiIX0MaX HaWyacTime BUIUISIOTH  YOTHPH
Mmozeni kibeprorironiB (puc. 1). Cumynsiiiai
1aTOpMU BIATBOPIOIOTH MOBEIHKY CUCTEM Ha
piBHI TpOrpamMHOI JIOTIKH Ta MOJEIbOBAHUX
00’exTiB, 10 3abe3rneuye MaciiTabOBaHICTh 1
HU3BKY TOTpeOy B amapaTHUX pecypcax.
Emynsamiitni mnargopmMu po3ropTaroTh peanbHi
omeparfiiiHi CUCTeMH, CIyKOU Ta MepexKeBl
KOMIIOHEHTH y  BipTyalizoBaHoMy  a0o
KOHTEWHEPU30BAHOMY BHUIJIAJI, IO Ii/IBUILYE
aBTEHTUYHICTh 1 [I03BOJIE€ BiANpPAIlbOBYBAaTU
npodeciiiHi  mpoueaypu — HpakTUYHO — 0e3
cnpoueHb. Haxiagni miaxonu OyayroTbes Ha
peanbHii 1HPPACTPYKTYpl Ta JOTMOBHIOIOTHCS
BIPTyaJIbHUMH KOMIIOHEHTaMM [UId O€3MeYHOro
MOJICTIIOBaHHS crieHapiiB. [10puanHi miaxoau
KOMOIHYIOTh BIIACTUBOCTI CHUMYMSIT, €Myl
Ta HAKJIAJaHHS, IO J03BOJISLE€ OaJaHCyBaTH
peaJti3M, BapTIiCTb 1 KEPOBAHICTb.

JUisi  CHCTEMAaTHYHOTO OISy  BaXKIJIMBO
MiKPECITUTH, 10 mi MoJel JacTo
3aCTOCOBYIOTHCSI OJHOYACHO B MeEXKaxX OIHi€q
wiatdopmu. Hampukiian, eMynsmiiHuiA KOHTYp
Mo’Ke 3a0e3IeuyBaTi JOMEHHY 1HPPACTPYKTYpY,
poboui cranmii, SIEM Ta EDR, Tomi sx
CUMYJISILIIS reHepye ¢dboHoBUI Tpadik
KOpPHUCTYBa4iB, TUTIOBI MEPEXEBI ITYMOBI MOIi Ta
“noOyToBy”” akTUBHICTh. CaMe Taka KOMITO3UIIIs
JI03BOJISIE CTBOPUTH HaBYaJbHE CEPEJOBHUIIE, Y
SKOMY JIeTEKI[isl 1 pearyBaHHs Bi0yBalOTbCS B
yMOBax HemoBHOI iH(popMmamii Ta BeIHKOi
KUTBKOCTI XHOHUX a00 MaJIO3HAYYIIIUX CUTHAIIIB.
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* Real Hardware
* Full Replication

* Software Simulations
* Virtual Networks

lation + Emulation
* Flexible & Versatile

Balanced Approach

Puc. 1. OcHOBHI KaTeropii MOITOHIB (3reHepOBaHO
3a gonomororo LT)

KirouoBOI0 TEHIEHIIIE€0 OCTAaHHIX POKIB €
MepexiJl BiJi pydHOrO pO3rOpTaHHA J1aboparopiii
JI0 KEpOBAHOT'0 )KUTTEBOTO LIUKITY CEPEIOBUIL Ha
OCHOB1 1H(MpaACTpyKTypH fK Kkomy. B Takomy
MIIXOM1 TOMOJIOTIi Mepex, o0pa3w MaluH,
IIpaBUJIa JOCTYIY, MOJITUKHU KypHAJIIOBAaHHS Ta
KOMITOHEHTH  1H €KIil TMOMid  ONMUCYIOThCA
JEKJIapaTUBHO Ta 30epiraroThCsl y perno3uTopisx.
Ile 3abe3neuye BiITBOPIOBAHICTH, MPO30PICThH
3MiH, MOXJIUBICTb aBTOMAaTH30BaHOIO
TECTYBaHHSI CEPEIOBUII TIEPE]T 3AITyCKOM 3aHSTh,
a TaKkoXX KOHTPOJIb Bepcii  HaBYAJIBHOTO
KOHTEHTY. Y HAyKOBUX pOOOTaX, MPHUCBIYCHUX
MOBaM OIIUCY TOMOJNOTIH Ta MiAXoAaM [0
aBTOMarTu3alli pOo3ropTaHHS, MIJKPECTIOEThCS,
1110 popMai30BaHUI ONHUC CEPEIOBUIL 3MEHIITY€E
pusuk “mpeiidy koH@irypamiii”’ Ta MOJEruye
MaciuTaOyBaHHS 3aHATh Ha Benuki rpynu (Dalla
Costa, 2023).

TexnonoriuHa 6a3a KiOepIoJiroHiB 3a3BHyaii
BKJIIOYAa€ Kutbka 1mapiB  (puc. 2). Ha
1HQPACTPYKTYpPHOMY piBHI BUKOPHCTOBYIOTHCS
mnatdopMu BipTyaumizallii abo XMapHI CEpBiCH,
Kl HaJaloThb OOYHMCIIOBANbHI pecypcu Ta
13omsmiro. Ha piBHI Mepexi 3acTOCOBYIOTHCS
BIpTyaJilbHI ~ KOMYTaToOpd,  MaplIpyTH3allis,
CerMEHTAallisl, a TAaKOXK MeXaHI3MHU Oe3[EeYHOro
BUXO[Y B iHTepHeT a00 MoBHOI i30ss1ii. Ha piBHi
1IEHTUYHOCTEHN 3a3BUYall  pO3rOPTAIOTHCS
KaTaJIoTH KOPUCTYBauiB, KOHTPOJb JOCTYIy Ha
OCHOBI poOJiel Ta TIONITHKKA MIHIMAJIbHUX
MPUBIJIEIB, OCKUIBKM CaMe€ IOMMJIKHM B ILHX
MEXaHI3Max HaWyacTilie CTalTh HKEPEIOM
iHuaeHTiB. Ha piBHI  cmocTepexyBaHOCTI
IHTETpYIOTbCSI KOMIIOHEHTH 300py JIOTiB 1

TeJIeMETpii, a TAKOXK IHCTPYMEHTH KOpeJsLii Ta
5
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Bisyasnizanii. Y HaBuanbHUX cueHapisx st SOC
IIeH I1ap CTae NEHTPAIBHUM, aJKE BiH J03BOJISE
TPEHYBATHUCS MPAIOBATH HE “MO IHCTPYKIi”, a
gyepes po3CIniIyBaHHs 3a JJAaHUMHU.

OkpemMuUM HampsiMOM € TIOJITOHH IS
IIPOMHUCIIOBUX CHCTEM Ta iHTepHeTy pedeid. Tyt
MiJBUIIYIOTECS BHMOTH IO T€TEPOTEHHOCTI
CepeIoBHINA Ta bi o) MpaBAONOAIOHOCTI
TEXHOJIOTIYHUX CHUrHaimiB. Yepe3 1e MIHMPOKO
BHKOPHCTOBYETHCS KOHIIEIILIIsS U (POBHX
JBIHHUKIB, SIKa JO3BOJISIE MOJICTIOBATH MPOIIECH
Ta OJIHOYACHO 3a0€3I1eUyBaTH MOTOKH TeJIeMETPil
JUISS MOHITOPUHTY W aHamizy. Takuii miaxing
3MEHIIY€ PHU3UKH HEOE3MEYHUX  HaCIHiJKIB
IIOMHJIOK Ta POOUTH HABYAHHS ITOBTOPIOBAHIM.

LWapu TexHonoriuHoi ba3u Ki6epnonirowis -
Pisenb

Mepexesuit
iBeHb
« Karanoru Kopwcrysauis

« Kowrpons flocryny
« Monirwku Mpuenneis

B4
IncppacTpykTypHuiA
Pisenb. -

« Mnarcpopmn
Bipryanisayi / Xmaphi C

| Mpomucnosi ta lIoT Cucremu

IHcppacTpyKTypH
« Mnatdopmn Bipryanis
Xmaphi Cepaicn

Puc. 2. llapu TexHonOTiIYHOT 0a3u KiOEpIoiroHin
(3renepoBano 3a nonomoroto 11IT)

2. Ileparoriuni crparerii Ta PpO3BHTOK
npogeciiHOro MucJIeHHs

BnpoBamkeHHst kiGeprioniroHa B OCBITHIN
nporec He Moke OyTH 3BelleHe 1O HaJlaHHS
CTyJIEHTaM JIOCTYIly 10 “BIpTyaJbHOI Mepexi’.
ITorpiOHa MeToMKA, sIKa IEPETBOPIOE MPAKTUYHI
it Ha CTPYKTYPOBaHE bopMyBaHHS
KOMIETEHLIH. Y IIbOMY KOHTEKCTI OCHOBHHUM
BUKJIUKOM CTa€ KEPyBaHHS CKJIAQJHICTIO, aJikKe
HAQ/ITO TPOCTI BIOpaBU (HOPMYIOTH TMOBEPXHEBI
HaBUYKM, a HAATO CKJIaJHI TOPOIKYIOTh
Xa0TUYHE “BraayBaHHs’ Ta BTpaTy MOTHBALLii.

Takconomis brayma no3Bonse OymyBaru
HaBYAIBHUHN NIISAX SK MOCTIAOBHICTh PIBHIB, €
KOXXCH HACTyMTHHW pIBEHb CIUPAEThCS HA
nonepeaHii. Ha moyarkoBux eramax y4aCHHMKH

3aCBOIOIOTH  0a30B1 TOHATTSA, KJIacH aTak,
TEPMiHM, a TaKOXX THUIIOBI  IHIUKATOPH
koMmrpoMeranii. Ha cepenHix piBHSIX BOHHU
3aCTOCOBYIOTH ~ 3HaHHSI B  OINEpalliifHuX

mpoLeaypax, BUKOHYIOTh TpiaK, pPO3PI3HSAIOTH
nofii Oe3meku Ta eKCIUTyaTalliifiHi aHoMaii,

6

3MIACHIOIOTH MEPBUHHY JIOKAITI3AIIIO IHIIUICHTY.
Ha mpocyHyTHX piBHSX KIFOYOBHUM CTa€ aHAII3.
Y4acHUK BUUTHCS KOPEITIOBATH CUTHAIH 3 PI3HUX
JoKepen, OyayBaTH 4YacoBYy JIIHIKO  TTOJIH,
BUCYBaTH TIiNOTE3U Ta MEPEBIPATH iX, a TaKOX
MpaIoBaTH 3 HENMOBHUMH JaHMMH. Ha piBHI
OLIIHIOBAaHHS 3’ SIBJISIOTHCS €IIEMEHTH YIIPABIiHHSA
pU3MKaMH, KOJM HEOOXigHO OOIPYHTOBYBaTH
MpIOPUTETH, OLIHIOBATH HACHIAKU OJIOKYBaHb i
BUOMpPATH CTPATETIIO pearyBaHHs 3 ypaxyBaHHIM
013HEC-KPUTHYHOCTI. PiBenp CTBOPEHHS
dbopMyeTbcs  TOMI, KOJMM YYacHUK 3AaTHHA
MPOEKTYBaTH  MpaBWiIa  JIETEKIi, TMHCaTH
1eoykH, BUOYIOBYBaTU apXITEKTypy
CerMeHTanii, IUIaHyBaTd  BiJHOBJIEGHHS 1
PO3pOOIATH KOMILJIEKCHI IMOTITHKUA OC3MEKH.
Hukn Konba miacumioe npakTHYHe HABYaHHSI,
OCKUIBKH POOUTH Horo iteparuBHUM. IIpakThka
MOYMHAETHCS 3 KOHKPETHOTO JIOCBiAY ydYacTi y
creHapii, micist 4oro HeoOxigHa pedrekcis.
Pednekcis mae OyTH CTPYKTypOBaHOIO Ta
BimOyBaTucsd 3a MPUHLHUIOM MICISAIIEBOTO
aHamizy. YdacHUKHA (IKCyIOTh, IO camMe
BiIOyI0Cs, SIKI CUTHAJIU Oyau KJIIOYOBHUMH, IO
OyJ0 TPOMYHICHO, $KI PpIMICHHS BHSIBUINACS
MOMHUIKOBUMH Ta 4omy. Jlami dopMyeTbes
y3arajgbHEHHS, KOJIHM IHCTPYKTOp ab0 KOoMaH/a
MepeTBOpPIOE MOl BIpaBM Ha TMpaBWiIa Ta
MaTepHH, SKI MOXKHA TIOBTOPHO 3aCTOCYBAaTH.

3aBepLIaJIbHOO ¢azoro cTae
eKCTIEpPIMEHTYBaHHSI, KOJIH CIIeHapii
MOBTOPIOETbCA 3 MoaudikamismMu.  Taxa

Monudikaiisi MOXe 3MIHIOBaTH TOUYKY BXOIY,
TEXHIKY JIaTepaJIbHOTO PYXy, THUIl MacKyBaHHS,
Habip Jor-mxkepen, OOMEXEHHS B IpaBax
noctyry abo yacoBi pamku. Came TOBTOp 13
BapiaTUBHICTIO (OpMye€ CTIHKI HAaBUYKH, a HE
OJTHOPA30BUH “ycmix”.

BaxmBuM eneMeHTOM y KiOepIoJiroHax €
KOMaH/IHA rexarorika. vy peambHOMY
cepenoBuIll (axiBIi MPaLIOIOTh y poisX 1 3
YITKUMH 30HAMH  BIIMOBIMANBHOCTI. Tomy
BIIPaBM TOBMHHI BKJIIOYaTH PO3MOALT pOJIeH,
HaMpuKJIaJ aHAJITAK Tepmoi JiHii, aHaITUK
JpyToi JiHii, IHIUACHT-MEHEIKEP, CHEIlaNicT 3
(dopensiky, threat hunter, aqmiHicTpaTop CUCTEM.
OmniHioBaHHA Ma€ BpaxOBYBaTH HE JIMIIE
TEXHIYHUHN pe3yJbTar, a il sIKICTh KOOpJUHAIII] Ta
KOMYHIKaIlii. ¥ CHCTeMaTHYHHUX JOCIiIKEHHSX,
MIPUCBIYCHUX amanTarii nporpam
KiOepHaBUaHHS, MiIKPECIIOETHCS BaXKIUBICTh
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0e3mepepBHOTO  Y3rODKEHHS  HaBYAJIBHUX
aKTMBHOCTEM 3  peaJlLHUMH  BUMOI'aMHU
opranizaniii i punky mpami (Hatzivasilis et al.,
2020).

leitmidikarris MOJKE T ICYITIOBATH
MOTHBAIIiI0, OIHAK Y HAYyKOBOMY KOHTEKCTI BOHA
Mae OyTH I1HCTpYMEHTOM, a HE METOI0.
[IpakTHYHUM KOMIIPOMICOM € BUKOPHUCTaHHS
0aiiB 1 piBHIB JJIS MIATPUMKH 3aJTy4eHOCTI, aje
3 akIeHToM Ha npodeciitai apredakTu. Takumu
apredakTaMH BHCTYIAIOTh KOPEKTHUH 3BIT MPO
IHIUJIEHT, OoOTpyHTOBaHUM TalMIIaiH,
NpaBUIBHO CcPOpPMOBaHA pEKOMEHIAlis 3
IIOM’SIKIIEHHS ~ PU3MKY, SIKICHO  HalucaHe
NpaBWIO JAETEKIii, KOpPEeKTHa ecKajalis Ta
JOKyMEHTAIIisl. ITigxim, 10 MOETHYE
reiiMi(ikarito i HaB4aabHy aHAJITHKY, I€TAIBHO
PO3MIAAAETHCS Y KOHTEKCTI IIaTopM HOBOIO
nokominaas (Nespoli et al., 2025).

3. Cranaapru3anisi KoMIeTeHIiH 4epe3
¢peiimBopk NICE

KiGepriomirons 1miHHI THM, 110 BOHHU
JIO3BOJISIIOTH OIIHIOBATH KOMIIETEHIII HE depes
TEOPETUYHI BIJMOBiAL, a 4Yepe3 MOBEIIHKY B
CEPEIOBHIN, JIe PO3TOPTAEThCS IHIHMACHT. JlJist
TOro o6 Taka OIiHKa Oyia MOPIBHIOBAHOIO Ta
pEJIEeBaHTHOK BUMOTaM PUHKY IIpalll, HeoOX1JHa
crangaptu3anis. NICE Framework, onucanuii y
NIST SP 800-181r1, 3abe3neuye CTpyKTypy, sKa
noegHye poOodl pomi, 3aBIaHHS, 3HAHHS Ta
HaBUYKK y ¢opMmaTi, MNpUAATHOMY  JUIs
MIPOEKTYBaHHS HaBYAJIbHUX TPAEKTOPIH
(Petersen et al., 2020).

ITpaktuunuit  cenc iHrerpauii NICE vy
KiOepIoJIiron mnoysAra€e B TOMY, LIO clLeHapii
nepecTaroTh OyTH BUMAIKOBUM HaOOpOM 3ajad.
Koxna  BmpaBa  mo4MHae BIJIMOBIIaTH
KOHKPETHHM 3aBJaHHSM 3 Karajory poJieil.
Hanpuknan, st poii aHamiTHKa KiGep3axucTy
CleHapii MoOke BHUMaratd  igeHtudikaii
aHoMaJlii 'y MepexeBoMy Tpadiky, Kopesuii
MO MK pI3HHMHU JDKEpelaMu TeleMeTpii,
BU3HAUEHHS HMOBIDHOTO  BEKTOpa  aTakH,
kinacudikanii IHIOUAEHTY Ta  (OpMYBaHHS
pexoMenaamii. [y posi iHIHUIEHT-pecnoHaepa
aKIIeHT  TEPEHOCHUTHCS  Ha  JIOKaJi3allio,
CTPUMYBaHHS, BIJJHOBJIEHHS Ta KOMYHIKaIlilo.
Jlnst pori criemianicta 3 OIIHKH BPa3JIMBOCTEH
BOXJIUBOIO CTa€ METOJUYHICTh CKaHYBaHHS,
MPIOPUTH3ALIS 32 PU3UKOM, BaJiJallis, a TaKoX
JI0Ka30BiCTh BUCHOBKIB.
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Y  KOHTEKCTI  CHCTEMAaTHYHOTO OISy
KOPHUCHO PO3JUIATH OI[IHIOBaHHS HAa TPU PiBHI.
[lepiwmii piBeHb IOKA3y€, Y1 BUKOHAHA 3a/1a4a SIK
pesynbrar.  Jlpyruii  piBeHb  BimoOpaae,
HACKUTbKH KOPEKTHO TOOYJOBaHHUN TPOIIEC,
BKJIFOYHO 3 TIOBHOTOIO IIEPEBIPOK 1 SKICTIO
MPUAHATHX pilieHb. TpeTiil piBeHb IEMOHCTpPYE
IIBUKICTh Ta SKICTh, IO B KibepOe3Ieri 4acTo
Mae€ BUpimanbHe 3HaYeHHs. Hanmpukiaz, gac 1o
HEPIIOr0 KOPEKTHOTO MPHUIYLIeHHsS abo yac 10
Jokanizamii Moxe OyTH He MEHII BaKIUBUM 3a
(haKT yCIIIIHOTO 3aBEPIICHHS CIIEHAPIO.

HonarkoBoro nepeBaroro NICE € MOXIHBICTD
OyIyBaTH MepCOHAI30BaHi TPAEKTOPIl PO3BUTKY.
Konmm y4acHWK CHCTEMAaTHYHO JIEMOHCTpYE
ca0KicTh HAa IEBHOMY THII1 3aBaHb, HAIPUKJIIA]
y Kopensmii momii abo 'y MpaBUIBHOMY
BHU3HAUCHHI “‘TIGPBUHHOI TOYKU KOMIIpOMETAITi”,
NOJIrOH MOXKE TIPOMOHYBATH CEpil0 BIIPaB,
CIpPSIMOBAaHUX CaMe€ Ha Ii KOMIOHEHTH. Takuii
miaxig 30iaplrye  e€(eKTUBHICTh  HABYAHHS,
OCKIJTbKM 3aMIHIOE MOBTOP IJIOTO Kypcy Ha
UTBOBY po0OOTY 3 MPOTaJMHAMH.

4. ABTomMaTru3alisi cueHapiiB Ta poJb
AreHTHOTO0 IITYYHOI0 iHTEJIEKTY

OnHMM 13 EHTPATLHUX BUCHOBKIB MPaKTUKU
BIPOBA/DKEHHSI  KIOEPIIOJIITOHIB € Te, IO
TOJIOBHOIO CTAaTrTel0 BUTpPAT YacTo CTae He
iHpacTpykTypa, a CTBOPEHHS 1 CYyIpOBia
crieHapHOro KoHTeHTy. CrieHapiii MOBUHEH OyTu
MPaBIOTIOAIOHNM, B1JITBOPIOBAHHM,
KOHTPOJLOBAHUM 3a CKIIQIHICTIO, Oe3MeyHnM, a
TaKOX MeEToAMYHO 3abe3nedueHuM. [loTpiGHO
HiAroTyBaTH 1H’ €KIIIO MOMIH, ¢doHoBa
aKTHBHICTb, JIOT-JKepelia, KpUTepii OLiHIOBAaHHS
Ta IHCTPYKIT U1 BUKIIanada. be3 aBromaru3artii
CTBOpPEHHSI TaKOTO KOHTEHTY CTa€ TPUBAIHUM 1
CKJIaTHUM TTPOIECOM.

Agentic RAG-ninxonu IIPOIIOHYIOTh
MEXaHi3M, KWW MEePEBOIUTHh PO3POOKY BIpaB y
HaIMiBaBTOMAaTHYHUN pPEXKUM. ATEHT OTPUMYE
OITnC CIIeHapito MIPUPOTHOIO MOBOIO,
3BEpTAEThCS A0 0a3 3HAHb, MIATATYE IIA0IOHH
TOTIOJIOT1H, 0Opa3u XOCTIB, TUIIOBI KOHPIryparii
Bpa3nUBOCTEH, (peliMu  OLIHIOBaHHI  Ta
KOMIOHEHTH 1H ekiii. J[ami BiH reHepye Qaitnm
pO3rOpTaHHs, CKPUNTH HANAMITyBaHb, a TaKOX
nepeBipse Mpane3aTHICTh cepeloBuiia. Y
HaykoBoMy  KoHTekcti  migxim ~— ARCeR
JEMOHCTPY€E€ IO  JIOTIKY K  MEXaHI3M
aBTOMAaTH30BAaHOTO BU3HAYCHHS KiOEpIIOJIrOHIB,
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JIe areHT HE JIMIIe TEeHepye, a W ITepaTUBHO
BUIIPABIISIE MTOMUJIKH, 3a0e3nevyoun
MPUAATHICTh CEPEJOBHINA 1O BUKOPHUCTAHHS
(Lupinacci et al., 2025).

Pasom 3 TMM, CHUCTEMaTUYHHI OIJIAd Mae
BKJIIOYATU KPUTUYHUNA aHaji3 PU3UKIB areHTHOI
aBroMaTm3aiii. lI'eHepaTwBHI MoeNi MOXYTb
CTBOPIOBaTH HEKOPEKTHI KOH(ITypartii,
nigOupat  HeicHyloui — mapamerpu  abo
MTOMMJIKOBO MOEIHYBaTH HECYMICH1 KOMITOHEHTH.
JlomaTtkoBi pHW3WKKA TOB’SI3aHI 3 JIAHIFOTOM
MOCTa4yaHHs, KOJM aBTOMAaTHMYHO MHIiATATYIOTHCS
CTOpOHHI 00pa3u abo ckpunTu. Y HaBYaIbHUX
CEpeIOBHINAX TAKOX ICHYE PU3HMK MEPEeHECEeHHs
HeOe3MeuHnX TEeXHIK 3a MexXi mojirony. Tomy
HaWOIIBIIT MPAKTUYHUM TiIXOOM € MOICIb
KOHTPOJIt0O 3 OOKy iHCTpyKTOpa. IHCTpYKTOp
3aJac  OOMEXEeHHs,  IOJITMKM  Oe3IeKH,
JIOMyCTUMI  MEXI CHeHapilo Ta KpuTepii
3aBEepIICHHS], TOMI SIK areHT BUKOHYE PYTHHHY
YaCTHHY  pO3TOpPTaHHS Ta  HAIOBHCHHS
KOHTEHTOM.

Jlpyruii HampsiM CydacHOi aBTOMAaTH3allii
CIUpAEThCS Ha OararoareHTHE HaBYaHHS 3
MIIKPITUICHHSAM. Y TaKOMY IIiJIXO/i CIIeHapii
nepecrae  Oytu  (ikcoBaHuM. Bin cTae
3MaraHHsM aBTOHOMHHX AareHTiB, fKi MOXYTb
3MIHIOBaTH TMOBEJIHKY B peaJbHOMY 4Yaci.
AtakyBasbHI1 areHTH MOXYTb OyTH
arpeCUBHUMH, EKOHOMHUMHU 200 MPUXOBAHUMH,
a 3axuUCHI areHTH HaBYalOThCs OyayBaru
CTparerito Ha OCHOBI CIIOCTEPEIKEHD.
JlocnmipkeHHs, TPUCBAYEHI OararoareHTHUM
METOZaM  aBTOHOMHOTO  Kibep3axucry Ta
lepapXiyHUM MOJIENSIM, MAKPECIIOTh, 110 TaKi
T1JIXO/IM 3[IaTH1 MMiIBUIIYBAaTH PI3HOMAHITHICTH 1
IUHaMivHicTh HaBuanbHUX cuTyaniil (Kiely et
al., 2025; Singh et al., 2025). Jlnsg oCBITHHOTO

KOHTEKCTy 1€ O3Ha4ya€, M0 YYaCHUKH
CTHUKAIOTHCSI 3 OLTBII peanicTUIHOI0
HEBU3HAYCHICTIO, a HE 3 TOBTOPIOBAHUM

HabOPOM CKPHIMTIB.

OxpeMuM (pakTopoM, 110 3MiHIOE BUMOTH 10
kibeprnomnironiB, € mnomupeHHss LLM vy
HACTYNaJbHUX 1 3aXMCHUX 3a7a4ax. [ eHepaTuBHi
MOJeNl  MOXYTh  MOCHJIIOBaTd  (piIIMHIOBI
KaMIaHii, aBTOMaTHU3yBaTH NOUIYK BPa3JIMBOCTEH
Ta MPUCKOPIOBATH aJanTalliio TakTHK. BonHouac
BOHM MOXYTb MiATPUMYBaTH 3aXUCHHKIB Y
TIOIITYKY KOPEJISIIIN, T1rOTOBII MPaBHJI ASTEKITIT
Ta  JIOKyMEHTYBaHHi. Y  JOCIHII)KCHHSX,
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npucBsiueHux Red 1 Blue teaming B enmoxy LLM,
MIIKPECIIOEThCSI  HEOOXIHICTh  MEepersay
MiIXOMIB 10 TPEHYBaHb, OCKUIBKH CYTT€BO
3MIHIOETBCS] TAKTHYHHUM JaHAMA(T 1 MBUIKICTH
eckananii arak (Abuadbba et al., 2023). 3Bingcu
BUILJINBA€E BUMOTa J0 IOJITOHIB, IKi HABYaIOTh HE
JIMIIe TEXHIKaM, a i mpaBwibHIKi B3aemoii 3 111,
BKJIFOYHO 3 TIEPEBIPKOIO MOpaja 1 KOHTPOJIEM
ITOMUJIOK.

5. BararomozaJjnHa aHAJIiTHKA,
OLIiHIOBAHHS Ta CUTYyalliliHa 00i3HAHICTH

OuiHoBaHHA Yy  KIOEpIOIiroHi Mae
JIEMOHCTPYBaTH peasibHy npodeciitny
rOTOBHICTB. [IpocTi METpUKM Ha KIITAJIT

“BHKOHAHO a00 HE BHKOHAHO € HEIOCTATHIMHU,
OCKUIBKH BOHU HE TIOKa3yIOTh SIKOCTI MHCJICHHS
Ta npuiHATTA pimenb. CydwacHi miardopmu
NEepeXOAsTh JO HABYAIBHOI AaHAJITHKH, sKa
30upae AaHi MpoO MPOIEC BUKOHAHHS 3aBJIAHHS.
[Ipuknaan Takoro MOEIHAHHS KaCTOMi30BaHUX
BIIpaB, reiMigikarii Ta HaBYAIbHOI aHANITUKA
omucaHi I 1IaTopM HOBOTO TOKOJIIHHS
(Nespoli et al., 2025).

HaiiGinpmr  kOpuCHUMH € KUIbKa TpyIl
TIOKA3HHUKIB. Onepariiini MIOKa3HUKU
BiToOpakaloTh  IIBUIKICTh  BUSIBICHHS  Ta
pearyBaHHs, a TaKOX TEMIT IEPEeXOay Bif

NEPBUHHUX CIIOCTEPEKEHb 10 KOPEKTHUX iil.
SIKiCHI TIOKa3HUKM JE€MOHCTPYIOTh TOYHICTb
knacudikanii  IHOUAEHTY, YacTKy XHOHHX
BHUCHOBKIB, IIOBHOTY 310paHMX JOKa3iB 1
HaOIAHICTE mo0Oy/10BaHOTO TaliMJIaliHy.
[IporecHi MOKa3HUKH JO3BOJIAIOTH OIIHUTH, UM
JiSIB y4aCHUK METOAMYHO, YM POOUB “CTpUOKH”
MDK HENOB’sI3aHMMHM TiM10TE€3aMHU, YU MOBTOPHO
nepeBipsiB - KJIIOYOB1 NpumynieHHs. Komanani
MOKAa3HUKM BiJJOOpa)karoTh PO3MOILT  poieid,
y3TO/IKEHICTh [iM, MPaBWIbHICTh €cKajalii Ta
SAKICTh ~ KoMmyHikamii. [loka3sHHKM  CTIHKOCTI
JNEMOHCTPYIOTh, HACKITBKH  CTAaOUIBHUM €
pe3ynbTaT Ipy MOBTOPEHHI CIeHapiiB abo mpu
3MiH1 YMOB.

Curtyariiina 00i3HaHICTb € OJHIEIO 3
KJIFOYOBUX KOMITETEHI[IN y Kibep3axucti. Bona
BKJIIOYA€  3[aTHICTh  BUSBIATH  CHUTHAJH,
IHTEpIpeTyBaTH 11X Yy KOHTEKCTi, a TaKoX
MIPOrHO3YBaTH HACTYNHI [ii NPOTUBHHUKA. Y
JOCTIDKCHHAX ~3allPpONOHOBAHO MIAXOAU IO
(hopMai30BaHOTO  OI[IHIOBAaHHSA  CHUTYyaIliitHOi
0013HaHOCTI B KiOepmoJiiroHax, 30KpeMa uepe3
SASS, mo no3Bonsie mepeBecTH OLIHIOBAHHS 3
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piBHS  iHTYimii iHCTpyKTOpa Ha  pIBEHb
cucteMHux MeTpuk (Damianou et al., 2024). Jlns
OCBITHIX TMporpaM 1€ BaXJIMBO, OCKLIbKU
J03BOJISIE  TIOPIBHIOBATH  PE3yJIbTaTH  MiXK
rpynamMu Ta OyayBaTh KOPEKILIiKWHI TpaekTopii
HaBYAHHSI.

bararomomanebHa — aHANMITHKA  PO3MIMPIOE
OLIIHIOBAaHHS 32 PaxXyHOK IOEJHAHHS TEXHIYHOI
TejneMeTpii 3 JOMAATKOBHMH KaHAllaMHU JIaHUX.
biomeTpruHi OKa3HUKH MOXKYTh PO3TIISAATHCS
SK 1HAMKATOPY KOTHITUBHOTO HABAHTAXXCHHS Ta
CTpecy Iijl Yac BUKOHAHHS BIIPaB. Y HaBUAIbHIN
JOTIII TIe MOXKe OyTH KOPUCHHM JUIsl CTpec-
IHOKYJISIIIHHUX TPEHYBaHb, KOJIM METOK € He
MOKapaHHsS 3a ‘‘cTpec”, a BUSBICHHS €TaIliB
CIEeHapito, SKi TPHU3BOAATH JIO KOTHITHUBHHX
MMOMHJIOK, 1 TIOOy/I0Ba BIIpaB ISl TiIBUIICHHS
CTIHKOCTI.

ETn4HI acriekTy Takoro Migxoay MmoTpeOyroTh
OKpPEMOro IMiJKpecieHHs. biomerpuuHi naHi
MMOBUHHI 30MpaTHCs 3a MPO30POI0 3TOM0K0 Ta 3
MiHIMI3aIli€l0, & TaKOX BUKOPHCTOBYBATHCS SK
nornoMikauid curHal. Crpec HE € TPSIMHM

eKBIBAJICHTOM HEKOMIIETEHTHOCTI, TOMY
iHTepnpeTamist Mae Oyt 00EpeXHO Ta
6araro(akTopHOIO.

6. 3abe3neueHHss Oe3nmekH, i30aAUii Ta
KepPOBaHOCTI HABYAJIbHOI'0 CepeI0BUIIA

KibGepnoniron € mapasgokcaabHUM 00’ €KTOM.
Bin opHouacHO Mae OyTH MaKCHMAaJIbHO
HaOMMKEHUM JI0 PEaJIbHOCTI Ta MaKCHMajbHO
0e3MneyHruM. Y CUCTEMaTUYHOMY OIJIS/Ii BaXKJIUBO
BUJIUTMTH TEXHIYHI ¥ OpraHi3aiiiiHi MeXaH13MH,
K1 3a0€e31euyroTh Takui OanaHc.

[3oma11is1  cepenoBHIa peani3yeTbcs uepes
MEpEKEBY CErMEHTallil0, KOHTPOJIbOBaH1 IITI03H
Ta TOJITUKM BHUXOAY B IHTEpHET. Y 0ararbox
BUTIA/IKAX 3aCTOCOBYETHCS KOHIIETIITisT
“3aKpUTOr0 KOHTYpPY”, J€ IHTE€pHET-BHUXiJ abo
BIJICYTHIH, abo0 3aMiHEHHWW Ha MOJCIIbOBaHI
ciyk6u. Takuif miAXig 3MEHIIyE  PHU3HK
HEKOHTPOJILOBAHOTO TIOMIMPEHHS  IIKiJIUBUX
niit. KepyBaHHs 10CTynoM NOBUHHO 0a3yBaTHCS
Ha poJISiX Ta MiHIMAJbHUX MPHUBLIESX, a TAKOX
BKJIFOYATH OOJIK il KOPUCTYBaYiB, 110 BAKINBO
1 TSt O€3MEKH, 1 IS OLIHIOBAHHS.

KepoBaHicTh TakoX BKIJIIOYAaE MEXaHi3MH
MIBUJIKOTO BigHOBIEHHA. [licis kokHOI BrpaBm
cepeioBUIIe Mae MIOBEPTATHUCS i
KOHTPOJIbOBAHOTO CTaHy 4Yepe3 CHEIIIOTH,
MIOBTOPHE pPO3rOpTaHHS ab0 aBTOMAaTH30BaHE
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“ounIIeHHs” KOMIIOHEHTIB. BinTBoproBaHiCTH
BUCTYIIA€ YMOBOIO CIIPaBEUIMBOTO OL[IHIOBaHHS
Ta 00’ €KTUBHOTO MOPIBHAHHS PE3yJIbTaTiB.

Jlis HaBYaJbHMX MporpaM, sKi 3ajlydaroTh
pi3Hi rpynu a0 30BHIINIHIX YYacHHKIB,
BOXJIMBOIO CTA€ MYJIBTHOPEHAHICTh. BoHa
3a0e3neuye MOXIIMBICTB 3aITyCKaTH HapayeibHi
KOTII1 OJTHOTO CIICHAPIIO JJIs PI3HUX KOMaH] 0e3
nepeTuHy Tpadiky, JOriB Ta BIUIMBY Ha
pesynbratu. lle Oe3nocepenHbO BIUIMBAE Ha
MaciTabyBaHHSI.

7. InTerpauisi Ki0epnoJIiroHiB y HaB4aJIbHi
NporpaMM Ta OpPraHizauniiiHMil KUTTEBHUI
MK

KiGeproniron crae epeKTHBHUM, KOJIHM BIiH
IHTErpoOBaHUN y HABYAJIbHY ITPOrpaMy CUCTEMHO,
a He emizoguuHo. IIpakTMKa TOKaszye, mI0
HANOITBII pPe3ynbTaTUBHUM € MiIXid, Y SIKOMY
KiOepIoIiroH BUKOPUCTOBYETHCS SIK HACKPI3HHUNA
IHCTpyMEHT Bif 0a30BUX AUCHMIUIIH 1O
BUIIYCKHUX TPOEKTiB. Ha mouarkoBHX Kypcax
BIH MOXXE€ 3aCTOCOBYBaTHCS i (OpPMyBaHHS
dyHIaMEHTAIILHUX  HAaBHYOK Y  Mepexax,
oTepaliftHUX cUcTeMax, 0a30Biii kpurnrorpadii,
aHamizi JsoriB. Ha cepemHiXx Kypcax BiH
HiATPUMY€E AUCHUTUITIHY 3 IHIIUICHT-pearyBaHHs,
anamizy mkignuBoro [13, 3axucry BeOmgoaaTkis,
Oe3mekn XMapHMX cepenoBunl. Ha crapmmx
Kypcax BiH cTae miar¢opMoI0 JIIsl KOMaHJIHUX
HaBUaHb, KallCTOH-TIPOEKTIB, cumydsiiii SOC, a
TaKOX U1 HAOJIMKEHHS CTYJIEHTIB 10 peajbHUX
BUPOOHUYHX TPOLETYP.

JKutreBuii MK BOPOBAKCHHS 3a3BHYaA
BKJIIOYA€E €Tall aHajizy pojei, BU3HaYeHHs
KOMIIETEHIil, BUOIp apXiTeKTypu, CTBOPEHHS
010110TeKH ClIeHapiiB, 3aIyCK 3 TEJIEMETPI€I0, a
HOTIM Oe3nepepBHe BJIOCKOHAJIEHHS.
besnepepBHE BIOCKOHAIEGHHS € KPUTHYHUM,
OCKUIBKM TaKTUKH aTaKk 3MIHIOIOThCS, a
HaBYaJIbHI MaTepiasim Oe3 OHOBJIECHHS IIBUIKO
BTPaYalOTh aKTyaJlbHICTb. Y I[bOMY KOHTEKCTI
aproMarn3amia Ha ocHoBl [aC Ta areHTHHX
CHUCTEM CTa€ HE TMPOCTO TEXHOJOTIYHUM
O0HYyCOM, a CI0COOOM MiATPUMYBATHU TMOJITOH Y
pobGouomMy cTaHi 63 HaJAMipHOTO HABAHTAXKEHHS
Ha KOMaH/y BUKJIaaqiB.

8. O0MexeHHsI, pU3MKH Ta JOCHITHUUbKI
NMPOraJuHu

Ilonpu oueBHIHI TNepeBaru, KiOEpHOIIrOHH
MaloTh 0OMEKEeHHS, SIK1 HEOOX1JHO BpaXxOByBaTH
y cucteMatuyHoMy orsiai. OAuH 3 pPU3HKIB

9
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nonsirae 'y “CTF-edekri”, Komu ydYaCHHKH
HABYAIOTBbCA  JIOCATAaTH  KOPOTKOCTPOKOBOL
nepeMoru, aie He (GOPMYIOTh MpPOIETypHOI
JTUCIUTUIIHA ¥ JTOKyMeHTyBaHHs. Lleir pusuk
3pOCTa€e TOMAl, KOJIM OIIHIOBAaHHS OpPI€EHTOBaHE
JIUIIIE Ha Pe3yJIbTaT 1 He BPaxOBY€ MPOIIEC.

[H1re oOMeXeHHs OB’ I3aHe 3 THM, IO AKICTh
HaBYaHHS 3aJICKUTH BiJI CIIEHAPIiB 1 METOIUKH, &
He Big miatrdopmu sk Takoi. HaBiTe Haiikpamia
iHppacTpykTypa He 3abe3neunth edekry O0e3
n00pe CIPOEKTOBAaHMX BIPAaB, aJIEKBaTHOTO
pIBHS  CKJIAIHOCTI, KOPEKTHHUX  KPHUTEPIiB
OIIIHIOBaHHS Ta SKICHOTO MICJISIIIEBOTO aHATI3Y.

[linTpuMka momirona mnoTpedye pecypciB.
OmnosineHHs1 00pa3iB, CYMICHICTh areHTIiB, 3MiHU
y BepCisiX IHCTPYMEHTIB, MATYUHI, O€3MEeKOBi
MOJITUKK Ta KOHTPOJb 130Jsii (OPMYIOTH
nocTiitHe HaBaHTaxkeHHs. Lle cTBOproe moTpely
y UITKHX Tpolecax eKCIulyaramii Ta y
BUKOPHUCTAaHHI aBTOMATHU30BaHUX I1HCTPYMEHTIB
pO3TrOpTaHHs 1 IEPEBIPKH MPAIIE3TaTHOCTI.

JIOCITiTHUIIBKI MPOTATMHU YacTO OB’ S3aHi 3
Bajijamiero MeTpuk. He Bci MOKa3HHKH, SIKi
Jerko 310paTv, KOpeNIOTh 3  peajbHOIo
edexTuBHICTIO (axiBug Ha poOOYOMY MicIIi.
ToMy mepcreKTHBHUM HAMpsIMOM € CTBOPEHHS
JTIOKa30BUX MOJIEJIEH, SIKI OB’ A3yIOTh PE3YJIbTaTH
BIIpaB 13 NPOQECIHOI0 YCHINIHICTIO, a TaKOX
po3poOka Oe3me4yHuX TMIAXOMIB JO areHTHOI
resepauii  cueHapiiB i3 (opMaJbHUMHU
0OMEKXEeHHSMHU Ta NEPEBIPKOIO PE3yJbTaTIB.

BUCHOBKU
Kibepnomironu €BOJIOIIOHYIOTh BiJI
JOTIOMDKHUX ~TpPEHaXXepiB [0 UEHTPaJIbHUX
€JIEMEHTIB CTpPATET14HOTO yIpaBIiHHA

kiOeppusukamu. [HTerpamiss Agentic RAG Tta
MARL poGuth matrgopMy 3AaTHOWO 10
CaMOpO3TOPTaHHS Ta JAWUHAMIYHOI  3MIHU
CIICHapiiB arak, MI0 KPUTUYHO BAXJIMBO B
ymoBax  «llI-¢ikamii»  cydacHux  3arpos.
[ToeqHaHHS TEXHIYHOTO peali3My 3 IIHOOKOIO

MEeNArorivHo0  OCHOBOIO Ta  O0'€KTHMBHOIO
AHAJII TUKOIO JIO3BOJISE TpaHcpopMyBaTH
MIAroTOBKY (axiBUiB y (opMaTr Oe3nepepBHUX
«MICIFTHUX pEeNeTHIIIiT». Takui MIX1T

3a0e3nedyye He JHIE HasBHICTb TEOPETHYHUX
3HaHb, a i BUCOKY MCHXOJIOTIYHY Ta MPAKTHUHY
TOTOBHICTh JI0 TMPOTUMIIl pealbHUM KpU3aM Y
1M (poBOMY MIPOCTOPI.
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Analysis of approaches to the implementation
of cyber ranges in the training of cyber security
specialists

Maksym Delembovskyi, Sergiy Gnatyuk,
Borys Korniichuk

Abstract. This article provides a comprehensive
analysis of current strategies for the use of cyber
ranges as intellectual platforms for the development
of professional competencies in the field of
cybersecurity. The study covers the evolution from
static virtual laboratories to dynamic ecosystems
based on cloud technologies and digital twins of real
infrastructures. Particular attention is paid to the

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 4(17), 2025, 4-11

integration of advanced pedagogical concepts, such
as Bloom's taxonomy and Kolb's cycle, with the
industry standards of the NICE framework. The paper
examines in detail the role of automation through
Retrieval-Augmented Generation (ARCeR) agent
systems and multi-agent reinforcement learning
(MARL), which allows for the creation of adaptive
learning scenarios. The results of the study emphasize
the importance of using multimodal analytics,
including biometric stress monitoring, for an
objective assessment of specialists' readiness to act in
crisis situations.

Keywords: Cyber ranges, cyber defense, NICE
framework, Bloom's taxonomy, RAG agent systems,
multi-agent reinforcement learning, digital twins,
situational awareness, scenario automation.
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Bonodumup BuwHsikos', Kupuno BopoHexcbKuli?

1. 2KniBcbKWI HaLioHanbHUI YHIBEpCUTET OydiBHULTBA | apXiTekTypu,
np-T1 MoeiTpsinnx Cun, 31, m.Kuis, Ykpaina, 03037,
1 vyshniakov.vm@knuba.edu.ua, https://orcid.org/0000-0003-4668-712X,
2voronezhskyi_kv-2025@knuba.edu.ua, https://orcid.org/0009-0002-5855-7103

Received 05.09.2025, accepted 26.11.2025
https://doi.org/10.32347/st.2025.4.1202

AHoTamisi. Y CTarTi po3nIAIAlOThCS BUIAIKU
3acToCyBaHHS cucTeM mTy4Horo iHTenekty (L) y
CYIOYMHCTBI Ha MPHKIAIl KIFOYOBHX CETMEHTIB
KPUMIHAJIBHOTO  TIPaBOCYIS. YV nanomy
JOCIHIIKEHH] 3aCTOCOBAHO KOMOIHOBaHHI METO.
aHaNi3y CTaTUCTHKHU BHKopucTaHHS cucteMm LI y
CYIOYMHCTBI 1 IHTEpB’I0 3 IOPUCTaMH Ta
excriepramu.  lllnsgxoM  MOpIBHSAHHSA  OIIIHOK
e(eKTUBHOCTI Ta IHIUKATOPIB YIIEPEIKEHOCTI
BHU3HAYAETHCS, YU MOXKYTh crcTeMHu Ha ocHOBi 111
OyTH Oe3MeYHUMH 1 HEUTPATBHUMHE Y CYIOYHHCTBI.
Pesynwraru cBiguats, mo interparis LI ckopouye
gyac O0OpoOKM [JaHWX Ta TIiABWINYE BIipPHICTH
NpU3HAUCHHS  TIOKapaHb. llpore  BHSBJIECHO
BIIMIHHOCTI y  pe3ynbratax sl  OKpPeMHX
nemorpadivHUX TPYII, MO CBITYATH MPO 3/IaTHICTH
I BigTBOprOBarM a0O MiJICHIIIOBATH COIIATBHY
ynepepkeHicts.  Hemposopicte  anroputmiB i
(hparmMeHTOBaHICTH PETYAATOPHUX T IXOMIB
CTaBJIATH TiJ 3arpo3y JOBIPY Ta MiA3BITHICT. X04
IIII Mae moOTeHMial  I[MIOAO  IIJABUILEHHA
e(eKTUBHOCTI 1  BIPHOCTI  KPHMiHaJHHOTO
MpaBOCYIUIA, alie ICHYIOTh 3HAYHi JUIs CYJJOYMHCTBA
npo0ieMu, 10 SKUX B TEPIIy Yepry CIij BiJIHECTH
BIJICYyTHICTh ~ IIEPCOHAJBHOI  BIJAMOBIAAJIBHOCTI,
YIEPEIKEHICTh Ta HEJIOCKOHAIICTD PEeryTOBaHHS.
VYcyHeHHS TUX MpooJeM T03BONIMIO O IHTErpyBaTH

cucremu Il Ttak, 1mO0 BOHWM  cCHPHIH
CIpaBeIMBOMY,  MpPO30POMY Ta  YECHOMY
npaBocygato.  OcobnuBy yBary y — JaHOMY
JOCII/DKEHH] TPUALICHO BIPOBAKCHHIO B YKpaiHi
€uHoi CymoBoi iHpopMaIiitHO-
TenekomyHikaniiinoi  cucremun  (ECITC) Ta
nigcucreMu «EJeKTpOHHUH Cym.

KpiMm TOro, HmOCHiIKyeTbCS BUKOPUCTAHHS
AaBTOMATH30BAaHUX CHUCTEM aHajizy JaHuxX y

JiSUIBHOCTI TPaBOOXOPOHHHMX OpraHiB, a TaKOX
3aXMCT TIEPCOHANBHUX JIAHUX 1 JIOTPUMaHHS
CTaHIApTIB CIPaBEAJMBOIO CyOy B YMOBax
BOEHHOT'O CTaHy.

KawuoBi caoBa: wmryuynnii inTenekr (L),

KpUMIiHAJIBHE TPaBOCYIIs, IIPABOBI TEXHOJIOTI],
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Bonogumup Buwyzkos
OoUeHT kadeapu kibepbeanekn
Ta KOMM'IOTEPHOI  iHXEHepIT,
K.T.H., AOLl.

Knpuno BopoHexXcbkum
acnipaHT kadegpu
iHbopMaUiiHUX TEXHONOTriN
NPOEKTYBaHHA Ta
NPUKNagHoI matemaTuku

IMPU3HAYCHHSA ImoKapaHHA,
npolecyaibHa e(eKTUBHICTb.

OIlIHKA  PHU3HKIB,

BCTVII

3rigHo 3akoHy Ne 1401-VIII "[Ipo BHeceHHs
sMiH g0  Kouctutymii  VYkpainu  (momo
npaBocyaas)" Big 02.06.2016 p. B VYkpaini
MPHUIHITO KypC Ha TapMOHI3allil0 CYJOYMHCTBA 3
HaHKpaIuMH CBITOBHMH MPaKTHKaMH.
Buxonanus nporo 3akoHy moTpedye He IHUIIe

MpaBOBUX  3MIH, a W  TEXHOJOTIYHUX
IHCTpYMEHTIB,  SiIKI  3/7aTHI  3a0e3neyuTH
MPO30pPICTh 1 MiJI3BITHICTH 11J01(914%0)

Cyl04MHCTBA. BijoMo, 1110 KOpyMIiiHi MPaKTHUKH
CYTTEBO BIUTMBAIOTh Ha JIOBIpY TPOMAISH [0
CYIOBOi BJagd Ta SKOCTI 3aKOHOAABYOTO
npouecy. llryunuii intenexkr (LHI) mozsomse
aBTOMAaTH3yBaTH aHalli3 BEIMKHX  OOCSTiB
MIPABOBUX TEKCTIB 1 CYJIOBUX pIllIEHb, BUSABIATH
KONi3ii  HOpPM,  MiAKa3yBaTh  pPEJIEBAHTHY
NPaKTUKy, CTPYKTYpyBaTd apryMEHTAIil0 Ta

pPOOUTH TIpOIIeC MEePEBIPKU MEHIII 3aJIC)KHUM BiJ
SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 4(17), 2025, 12-22
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JFOAICHKOTO (akTopa. Mmerhest He mpo 3aminy
cynai abo 3aKoHOJABIs, a TMpPO CHCTEMHU
HIATPUMKH NPUHHATTS PIlIeHb i3 BOYOBaHUMHU
rapaHTisIMd  €TUKH, Oe3NeKH, MPUBATHOCTI,
MOSICHIOBAHOCTI Ta  KOHTPOJIO  JIFOAMHOIO.
[Tocmimne MparHeHHs 3aMpoOBaUTH
yHIBEpCaJlbHI PIMICHHS MITyYHOTO IHTENEKTY
() y chepax kpuMiHAIBHOTO MTPABOCYIIS BXKE
CIPUYMHWIO IIUPOKUH CHEKTP IUCKYCIH OO0
CIIPaBEJIMBOCTI, TMIA3BITHOCTI Ta IPABOBUX
CTaHJAPTIB y pI3HUX KpaiHax. Y Mipy TOro siK
iHcTpymMeHTH Ha ocHosi IIII, BxmatouHO 3
NroOpuTMaMHu MPETUKTUBHOTO aHai3zy,
CUCTEeMaMH PEKOMEHJAIlill Ta IHTeJIeKTyalbHUM
AQHAI30M BEJIMKUX MACHUBIB JIaHUX, CTalOTh
MOUIMPEHIIUMH, TO BCE YACTIIIe HayKOBII
BHCJIOBITIOIOTH 3aHETIOKOEHHS iXHIM BITMBOM Ha
ICHYIOU1 IPABOBI MPUHIIMIIY Ta TPaBa JIOIUHU.
Jiis Vipaiau 1 mpomecH BigOyBarOThCS
nmapajgellbHO 3  [IHOOKOW  ITM(POBOO
TpaHchopMaliiero myOIiyHUX MOCIyT (cepBich
«is1», enexTpoHHUH Cya, JUCTaHIIIHI CyJ0B1
3acifanHs), peopMyBaHHSIM CYIOBOI CUCTEMHU
Ta (DYHKI[IOHYBaHHSM MPaBOCYIJsS B YMOBax
BOEHHOTO CTaHy. [IWTaHHS IOMyCTHMOCTI W
Mex BukopuctanHs I y xkpuminambHOMY
Mporeci  HaKJIaJaloThCd  HAa  BUKIHMKH
3a0e3MedyeHHs] MpaBa Ha CHPaBEUIUBHIA CYII,
JIOCTYyIy J0 TPaBOCYIJAS JUIsl BHYTPIIIHBO
nepemilmeHux — ocib, poboTH  CymiB Yy
MPUPPOHTOBUX Ta JEOKYIIOBAaHUX pPETiOHaX.
[Tonpu 3pocTaHHS KITBKOCTI JOCHTIIKEHb,
PO3yMIHHSI TOTO, SIKUM 4HHOM TexHoJjorii LI
KHJIAI0Th BHUKJIMK KIACUYHUM KOHIEMI[iSM

KpUMiHaJIbHOL BiAIIOBiAaIBHOCTI,
MPOIIECYaNIbHOI CMPABEIIMBOCTI Ta TapaHTIsIM
MpaB  JIIOIWHU, 3alMIIA€THCS  HETIOBHUM.
Oco0nrMBO  1I€  CTOCYeTbCA — MEpPexiIHUX

MIPABOBUX CHCTEM, J0 SKUX HAJCKUTh YKpaiHa,
7€, 3 OMHOTO OOKYy, CIiJI OpIEHTYBaTHUCh Ha
crangapti €C, a 3 iHmoro — 3abe3nevuyBaru
MpaBoCy[yisl B yMoOBax 30poiftHOi arpecii,
MOCHUJICHOTO HABaHTAKEHHSI Ha IIPAaBOOXOPOHHY
CHCTEMY Ta BHCOKOTO CYCHIUIBHOTO 3alluTy Ha
Oe3mexy.

Metoro gaHoi poOOTH €  BUSBICHHS
MOTEHIIMHUX TpoOieM, SKi MOXYTh 3aBa)kaTH
BITPOB/DKEHHIO CUCTEM IITYYHOTO IHTEIIEKTY Y
CYAO4YMHCTBO YKpaiHH.

SMART TECHNOLOGIES:
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OIJA g JIITEPATYPU

Bzaemonis T Ta  KPUMIHAJIHHOTO
MPaBOCYIAsl PO3IVISIIAETHCS TAKOIO, IO MOXKeE
MaTd TpaHC(POPMALIAHUA CTHIIb, aje Pa3oM 3
UM pU3UKOBUH XapakTep. Hanpuknaz, y podoti
[1] moCHiKYIOThCS HACHIIKH 3aCTOCYBaHHS
cuctem Il y xpumiHalibHOMY MpaBOCyIal Ta
iXHI TOTEHLIWHWN BIUIMB HA OCHOBHI IpaBa
monuuu. Iluranna BnpoBamkenns Iy
CYIOYMHCTBI JOCTIKYEThCS y poboTtax [2 - 4],
Jle HaJlatoThes o1inku BripoBapkeHHo €CITC Ta
3aCTOCYBAHHIO IHTEJEKTYaJbHHX CHCTEM 3a
YyMOB 30€pekeHHS TapaHTii 3MarajJbHOCTI,
0e31mocepeHOCT] TOCTiKEHHS JJOKa3iB 1 MmpaBa
Ha 3axucT. KoHIeniiss pO3BUTKY IITYyYHOTO
IHTEJIEKTY B VYkpaini (cxBanena
posnopsmkenHsaM Kabinery MinictpiB Ykpainu
Nel556-p Bin 2 rpyaast 2020 poky) BHU3HaYae
0e3IeKOBU 1 TPABOBHI BHUMIpP BHKOPUCTAHHS
I sx omuH 13 MNPIOPUTETHUX HAMPSIMIB
JIEP>KaBHOT MOTITHKH.

3a ocraHHI JecsATh POKIB, Yy 3B 3Ky 3i
3pOCTaHHSIM BUKOPUCTAHHS IITYYHOTO IHTENEKTY
(L) y cucremax KpUMIHAIBHOTO MPaBOCYIIA,
3’BUJIacs BEJMKAa KUIbKICTh HAYKOBHMX Ipallb,
MPUCBSIYEHUX HOT0 MOTEHUIMHUM IepeBaram,
BUKJIMKaM Ta IpaBOBUM HacihinkaM. YactuHa
JIOCITIKEHb (POKYCYEThCSI HAa CHCTEMaxX PHU3HK-
CKOPHMHTY Ta alrOpUTMax BUHECEHHS BUPOKIB Y
CHIA Ta 3axigniit €spormi [1, 5 - 6], iHII1 — Ha
3arpo3ax TIpaBaM JIIOAMHU Ta JAOCTYyIy [0
npaBocyans [7 - 9]. bararo 3 mux HaykoBIIiB
3BEpPTAIOTh yBary Ha MpPAaKTUYHI Ta IpaBOBi
TpyAHOLI, MOB’s3aHi 3 iHTerpauiero I y
KpUMiHAJIbHE MTPOBA/KCHHSI.

BaxnuBuii  mmactT  CTAHOBIATH  Mpalli,
NPUCBAYCHI HOPMATHBHUM NpPOTaJMHAM,  JIe
HaroJIOIIy€EThCs Ha  pPO30IKHICTD MK
HaIllOHAJTFHUMU Ta MDKHAPOIHUMH IT1XOIaMH
mo cymoumHctBa [10]. YV poGoti [11]
MIIKPECIIOETCS  HEOOXIAHOCTh ~ MEXaHI3MIB
IPO30pOCTi 1 MiA3BITHOCTI, a Yy poboti [12] —
BaXIMBICTh B3a€EMO/II{ FOPUCTIB 3 PO3POOHUKAMHU
cucreM III.

VYkpaiaceki JOCHIIKEHHS MPUAUISIOTH
3HAuHy yBary He CTUIbKH «kiacuuHomy» LI B
KpUMIHAJIbHOMY MPaBOCYIl, CKIJIbKU IIHUPIIIHA
udpoBizalii, eIeKTPOHHOMY JI0KYMEHTOOOITY,
atakox BrpoBapkeHHI0 CCITC 1 enexTpoHHOTO
cyny. Amnamituuni wMarepianu  I[Ipoexty €C
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«Pravo-Justice»  mokaszytots, mo E€CITC
PO3MIIAIAETHCS  AK IHCTPYMEHT IiJBUIICHHS
e(eKTUBHOCTI POOOTH CyaiB, IMPO30POCTi Ta
JOCTYITHOCTI npaBocyaas [13].

Y po6oTi [2] OKpeclieHO KIIFOYOBI MPaBOBI
NpUHUMIK  3acTocyBaHHa cuctem I vy
KPUMIHAJILHOMY TIPOLECi, aKIEHTYIOYH yBary
Ha HEOOX1THOCTI y3TO/PKEHHS TaKMX CHUCTEM 13
KOHCTUTYI[IHHUMHU TapaHTiIMH, a TaKoX i3
3akoHOM YkpaiHnu «IIpo 3axuct nepcoHaIbHUX
nanux» [14]. YV poboti [2] aHami3yrThCs
MPaKTHYH1 MO>KJIMBOCTI BUKOPUCTAHHS
IHTENEKTyaIbHUX CUCTEM Yy KPHMiHaJIbHOMY
MIPOBAJKEHH1, HATOJIOIIYIOUH, 110 BiJICYTHICTh
YITKMX  OPOIECyabHUX  PaMOK  MOXe
MOCTaBUTH M1 3arpo3y JAOMYCTUMICTh JJOKa3iB.
Y pobori [4] mocmimkyeThes IUdpOBi3aIlisa
KpUMIHAJBHOTO TMpoLecy W MiAKPeCTIOEThCS
BIJICYyTHICTh  €IMHOTO  CTaHAAPTy  IIOIO
nyOmiyHoCcTi  iHGopMalii Ta  MPO30pPOCTI
QITOPUTMIYHUX PIllICHb.

Konuemniiist pO3BUTKY IITYYHOTO IHTETIEKTY B
VkpaiHi JOIaTKOBO MiIKpecitoe HeoOXiqHICTh
po3Butky LI B cekropi «IIpaBo, Oesmeka,
o0opoHay, ane poOWUTe 1e, paame, Ha
CTpaTeriuHoMy  piBHI, He  JIeTali3ylouu
IpoLecyalibHl TapaHTii A KPUMIHAIBHOIO
nporecy [15]. VYV miacymky —ykpaiHCbka
miteparypa (ikcye Te came, 1o i MI>KHAPOIHI
JOCHIIKEHHS, a came BIJICYTHICTb
CTaHJAPTH30BaHUX  PETYISITOPHUX  PaMOK,
HENIOOI[IHKa  JIOBIOCTPOKOBHUX  COIaJIbHUX
HacHiKIB Ta  TOCTIMHI  mpoliemu 3
yIepeKEHICTIO i CIIpaBeAIUBICTIO.

METOJ JOCIIKEHHS

Y  naHoMy  JIOCHIDKEHHI  3aCTOCOBaHO
MDKIUCIUTUTIHAPHUHN MIAXIJ, CIPSIMOBAHUA Ha
aHali3 BIUIMBY IITYYHOTO IHTENEKTY Ha
[IPaBOBY CHUCTEMY y KOHTEKCTI KpUMIHAIbHOTO
npaBocynas. OOpaHa METONOJIOTIS TOENHYE
30ip Ta aHami3 K SKICHUX, TaK 1 KUIBKICHUX
TaHUX.

OCHOBOIO SIKICHOI YaCTHHHM TOCHIKEHHS €
po3mupeHi iHTepB'I0 3 40 mpeacTaBHUKaAMHU
IOpUANYHO cepu: CyaasMH, MPOKypOpamH,
aJIBOKaTaMH, 3aKOHOTBOPIIMU Ta (axiBUSIMH 3
nuppoBux pimeHb. YacTuHa PECHOHACHTIB
npeAcTaBsia  Ykpainy. OnuryBamuch Cynai
3arajbHUX Ta aneasiiHUX CYIiB, MPOKYPOpPH,
aJBOKaTH, SKi  aKTUBHO  MPAaIOlTh 3
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nigcuctemMoro «EnexTpoHHHI cymn» Ta OepyTh
y4acTh y NIJIOTHUX HU(POBUX MPOEKTAX CYA0BOT
Bi1agu. MeTa OnuTyBaHHS MOJIATANA Y BUSBICHHI
MPaKTUYHUX HacHiIkiB 3acrocyBanHa LI Ta
IHTETIeKTyali30BaHUX LU(PPOBUX IHCTPYMEHTIB
(cxopuHTr, aBTOMaTU4YHE dbopMyBaHHS
JIOKYMEHTIB, TIOIITYK MPAaKTUKH),  TAKOK CTUYHI,
MOpaJIbHI ¥ IOpUAWYHI  TpoOJieMH, IO
BUHUKAIOThH IIiJ] Yac iHTerpamii aJropuTMidHUX
CUCTEM Yy KPUMIHAJIbHE CYTOUYNHCTBO.

KinekicHa yacTHHA 0azyeThcs Ha
cratucTudyHoMy aHaiizi 500 cymoBux cmpas, y
SKHX 3aCTOCOBYBAJIUCS IHCTPYMEHTH IITYYHOTO
1HTeNeKTy abo HAOMMKEHI J0 HUX TEXHOJOrii, a
caMe CHCTeMH OI[IHKH PHU3HKY, PEKOMEHMAIii
QITOPUTMIB IIOAO TPU3HAUEHHS TOKapaHHS,
IHTETIeKTyallbHU ~ aHami3  TpaH3akmid  Ta
nudpoBux cigiB. Jlo BUOIPKH BKIIOYEHO TAKOXK
100 cmpaB yKpalHCBKUX CYHIB, Y SIKUX KIIFOUOBY
pOJb BiAirpaBajii aBTOMATU30BaHi MPOLEAYPH
OO0  PO3MOAUTY  CIpaB,  CICKTPOHHHMA
JIOKYMEHTOOOIr, 1IHTEerpalis 3 peecTpamu, aHasi3
¢iHAaHCOBMX  oOmepamiid y chopaBax Ipo
KOpYIIIiifHI Ta €KOHOMIYHI 3JI0YMHU (30Kpema 3
BHUKOPUCTAHHSM CIIEIiaTi30BaHOTO IPOTPAMHOTO
3a0e3MeYeHHs OpraHiB JIOCY/I0BOTO
pO3CIiayBaHHS).

CraructruHa 00poOKa BKIIIOYajIa po3paxyHoK
OTNHUCOBUX TIOKAa3HUKIB, t-TECTiB, Y>-TE€CTIB Ta
noOy/10By perpeciiHux Mozenen JUISt
MOPIBHSIHHSL ~ pe3yJbTarTiB y  COpaBax 13
BukopuctanHsaMm I Ta 6e3 Hporo.

[IpoBeneHe NOCHIKEHHS Ma€ MOPIBHSUIBHO-
MPABOBUI XapakTep 1 OXOIIIIOE€ YOTUPHU TPYyNH
ropucaukiiit:  CIIA,  oxpemi  JepxkaBu
€pponeiicbkoro Coro3y, VYKpaiHy Ta HU3KY
IHIIUX  KpaiH KOHTHHEHTAJIbHOI  IPaBOBOI
TpaIUIIii. [TopiBHsAHHS 3aKOHOJ/IaBCTBA,
MONITUYHUX JOKYMEHTIB (30kpema Konremmii
po3Butky LI B VYkpaini [16]), cynoBux pimieHb
Ta JOKTPUHATHHHUX MO3UIIIH TO3BOIUIIO OI[IHUTH
CTaH TIPaBOBUX HOpPM, TPHUCBSIUEHHX abo
noB’si3aHux 3 iHTerpamiero I, Ta BusBuTH
cnenudiky YKpaiHCBHKOi MoJien, 10
PO3BUBAETHCS TiJ BIUIMBOM 1 €BPOMEMCHKUX, 1
HAI[lOHAJIbHUX MPIOPUTETIB.

AHaniTU4HAa MOJENb JOCTIKEHHS MOEIHYE
TeMaTUIHUHN aHaJ13 AKICHUX JaHUX, CTATUCTHYHI
METOJM aHaji3y KUIbKICHUX pe3yJbTaTiB Ta
MOPIBHSUIbHO-TIpaBoBUil  miaxil.  OCHOBHY
rinoresy chopMylnbOBaHO TakK: BIPOBAHKEHHS
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inctpymenTtiB LI y mporecn KpuMiHaIbHOTO
NpaBoOCYIsl  MIJBUINYE iXHIO MPOLEAYPHY
e(eKTUBHICTD, aJie BOAHOYAC MOPOKYE ICTOTHI
MpaBOBI Ta €TUYHI MPOOIEMH, 30KpeMa IIO0JI0
Mi3BITHOCTI, CIIPABEJIMBOCTI Ta MPO30POCTi.
Jlana rimore3a mMepeBIpSEThCI, SK Ha
mobanpHOMY  piBHI, Tak 1y  (okyci
YKpaiHCBKOTO  JIOCBimy, Je uudposizalis
CYIOUYMHCTBA TIOKM IO TEPEeBaXKa€e HaJ
«arctummy cucremamu LI, ane Bxe cTBoproe
CXO0>K1 BUKJIMKH, ITOB’I3aH1 3 aBTOMaTH30BaHUM

aHaJIi30M HepCOHATBHUX JIaHUX,
QITOPUTMI3AIIEI0  YIPABIIHCHKUX pIlIeHb 1
«YOPHUMH CKPUHBKaMI» IpOrpaMHHUX
KOMILIEKCIB.

Jl7isi TIOBHOTO aHalli3y MHTaHb, MO CTaJU
MIPEIMETOM JOCIIPKEHHS, OyJI0 BUKOPHCTAHO
Kinbka piBHAHR 1  Momened.  OCHOBHI
MareMaTu4Hi (OPMYII MICTITh HapaMeTp, II0
SBISIE  COOOK0  BIAXWJIGHHS  TPUBAJIOCTI
MTOKapaHHs, SIKE OMHUCYEThCS BUPA30M

AT, = TAI(LHI) — Tmanuat » (D

1€ Ty (mury — CEPENHS TPUBATICTH MOKAPAHHS Y
crpaBax i3 3actocyBanHsaM 11I;

Tvianuar — CEPEIHS TPUBAIICTH MOKAPAHHS
3a TpaAULIHHUX MiIXO/IB.

s dopmymna no3BONsIE OIIHUTH 3MIHH

€(EeKTUBHOCTI, 3yMOBJIEHI BHUKOPHCTAHHSIM
cucrem LI
KoedimieHT 3MIIIEHHS OIHKK PH3UKY

3HAILLIOJUBCS 3 BUpa3y

B. = PFalsePositive_PFalseNegative (2)
r s
ProtalDecisions

e Praisepositive YacTKa HEMpaBUIbHUX
OLIIHOK BUCOKOTO PU3HKY;

Praisenegative YacTKa HENpaBUIbHUX
OLIIHOK HU3bKOTO PU3HKY;

Protaipecisions 3arajibHa  KIJIbKICTh
pillleHb 3 pU3WKaMH, MPUHHSATHX CHCTEMOIO
1TI.

Le#t koedilleHT XapakTepusye KUIbKICHY
Mipy 3MILLEHHS OLIIHKH PU3HKY.

Inpexc mopiBasubHOI BiamoBigHOCTI CCI
(Comparative ~ Compliance  Index)  Oymno
3HAWJICHO 3 BUpa3y
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CCI — LAdapted , (3)

LEstablished

1€ Lygapteq — KUIBKICTD aIaITOBAHUX NTPABOBHX
0a3 maHMX, SKi Oe3MoCcepeHbO CTOCYHOTHCS
BHUKOPHCTAHHS IITYYHOTO IHTEJICKTY;

Lgstablished ~ —  3arajibHa  KUIBKICTBH
NEPenIAHYTOI ICHYIOYOi 3aKOHOJAaB4YOi 0a3u
JTaHMX.

Lleit ingeKkc BKa3zye Ha PIBEHb PETYISATOPHOL
ajanTarlii B pi3HUX IOPUCAUKITISX.

Jis  aHamizy CTaTMCTUYHOI — 3HAYYIIOCTI
pI3HHIIL B  pe3yJbTarax 3acTOCOBYBAJIHCS
mucriepciiitanii anamiz (ANOVA) Ta perpeciiiai
momem. SlkicHi gaHi  Oynu  3aKoJOBaHi
BIJITOBITHO JIO METOJMKH TEMATHYHOTO aHai3y
[17 - 18]. Kpim Toro, mopiBHSUIBHO-ITPAaBOBUI
MiIXi JIO3BOJIMB BHSIBUTH MPOTAJIMHHA Ta
BIIMIHHOCT1 y HOpMaTuBHOMY peryitoBanHi [11I
MK PI3HUMH FOPHCIUKIISIMA Ta BH3HAYUTH
peKoMeHaanii A BAOCKOHAJEHHS IPaBOBUX
PEXKUMIB.

VYci eranu 30upaHHS JaHWX BiAMOBiaId
STHYHUM BUMOTaM: YYaCHHUKH IHTEPB IO HaJaJIN
noiHgopMOBaHy 3roay, a Bcl BiIMOBiAl Oynu
aHoHiMi3oBaHi.  OOMEXEHHS  JOCIIiKCHHS
MOB'SI3aHO 13 3aJIEKHICTIO B/l BIAKPUTHUX JIKEpe
JIAaHUX, K1 HE 3aBXKIU MOBHICTIO B1I0OpaKaroTh
npaktuky 3actocyBanHs L. Kpim Toro, Bubipka
IHTEepB’I0, Xo4ya W JOCTaTHS g SIKICHOTO
aHaJlizy, aje MOoXe OOMEXyBaTH MOXIIMBICTb
MOBHOTO y3arajlbHEHHS pe3yNbTariB.

PE3VJIbTATU JOCIIIXXEHHA

3acToCyBaHHS IUITYYHOTO IHTEJIEKTY B CUCTEMI
KPUMIHAJIBHOTO TPaBOCYAJIi B  alrOpUTMax
MIPOTHO3YBaHHSI Ta BUHECEHHS BHUPOKIB CTaJO
HaJIHHUM  JDKepelioM Uil NPHCKOPEHHS
MPOLECIB Ta MOJIMIICHHS NPUHHATTS pIlIeHb.
OnHak muTaHHS HOro TOYHOCTI, MPO30POCTI Ta
CIIPaBEUIMBOCTI € TIPEAMETOM  TOCTIHHUX
JTUCKYCIiA.

Y CHIA Tta musmi nepxaB €C Taki cucteMu
BXKE IpSAMO BIUIMBAIOTh Ha PE3YNbTaTH Yy
KpUMIHaJIbHUX crpaBax, ToAl sk y Kwurai Ta
JNeSIKUX  IHIIMX ~ KpaiHax  OuibpIle  yBaru
NPUAUISETHCS LEHTPATI30BaHUM IIaTGopmam
JUISL aHaJli3y BEJIMKHUX JaHUX.
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Xou cucremu I po3pobmsuiucs 3 MeTOIO
3a0e3neyeHHss ~ OUTbIl  OO’€KTUBHOTO  Ta
HOCTIZIOBHOTO  yXBaJieHHs  pIlIeHb,  aje
pe3yJIbTaTH JOCIIDKSHHS MMOKa3yIOTh, [0 BOHU
MOXYTh BITBOPIOBATH, a IHKOJIH i ITOCHIIIOBATH
CTPYKTypHY COIlIaJIbHY yImepekeHicTh. lle
MOB’SI3aHO 3 TUM, IO MOJEII HABYAIOTHCS HA
ICTOpUYHUX JIaHUX, SKI BXE MICTATh CIIIH
JTUCKpUMIHAIIII. Y Tabmumi 1 moxasa”Ho
pPO30KHOCTI B OIIIHKaxX  pU3HKYy 34
nemorpadiunumu rpynamu y CILIA.

Taka pi3HUIM O3HA4Ya€, MO TEBHI TPyNH
yacTillle IMAIar0ThCA  3aBHUINEHHM  OLIHKaM
pPU3UKY, IO MPSMO BIUIMBaE Ha 3amoOiXKHI
3aX0/IM, CTPOK ITOKApaHHS Ta IHIII EJIEMEHTH

KPUMIHAJIBHOTO IIPOBAPKEHHSI. s
1CTTAaHOMOBHOTO HaceJICHHS 3aiKCOBaHO
3MEHIIICHHSI JaCTKH BHCOKOPHU3UKOBHUX
kinacudikamif, aje  3pOoCTaHHSA  YaCTKH

XMOHOHETaTUBHUX pimieHb. lle cBiquuTh mpo
nopymieHHss OanaHcy y kiacuikarii, Komum
JITOPUTMHU HEJIOOIIHIOIOTh PU3HK OO0 OJHUX

Ta6auus 1. Po301>KHOCTI B OIliHKax pu3UKy 3a femorpadiunumu rpymnamu y CIIA
Table 1. Differences in risk estimates by demographic group in the US

Adpuxkancbki
aMepUuKaHILi

Icnancbki
aMepuKaHUi

AsiaTcbki
aMepuKaHUi

KaBka3bki
aMepuKaHUi

Kopinni
aMepUKaHILi

YacTka pimeHs 3
BHCOKHM PU3UKOM
0e3 BUKOPUCTaHHS
cucrem 3i 111

30% 25%

40% 35% 20%

YacTka pilieHb 3
BUCOKUM DPHU3UKOM
i3 BUKOPHCTaHHIM
cucrem 3i 111

35% 22%

45% 38% 18%

YacTka pilieHb 3
XHOHUM
HETaTUBHUM
pesymeratoM  0e3
BUKOPHCTAHHS
cuctem 31 I

20% 10%

25% 22% 15%

YacTka pilmeHs 3
XUOHUM
HETaTUBHUM
pe3yJibTaToM i3
BUKOPHUCTAHHIM
cucrem 3i 111

15% 12%

20% 19% 16%

3MiHa  KiTBKOCTI
pillIeHb 3 BUCOKUM
PHU3UKOM

+16,67% -12,00%

+12,50% +8,57% -10,00%

3MiHa  KUIBKOCTI
pillieHb 3 XHOHUM
HeraTHBHUM
pe3yiibTaToM

-25,00% +20,00%

-20,00% -13,62% +6,67%

3 nmaHux, ki HaBegeHo y Tabm. 1 Gaummo,
0 piBeHb “BHUCOKOTO PHU3UKY’ 3pic cepen
MIPEJICTAaBHUKIB JIEIKUX JAeMorpadiyHuX TpyTl,
X04 i BCiX rpyn He Oymo 3MiH Yy
B1JICOTKOBOMY piBHI XUOHOIIO3UTUBHUX
pe3ynbrariB. 30Kpema: cepell appUKaHCHKUX
aMEepUKaHIIIB PIBEHb BITHECEHHS 0 KaTeropii
BHCOKOTO PU3MKY 30utblIMBCs Ha 16,67%, a
cepen MpeACTaBHUKIB O1710TO HACEICHHS —
Ha 12,50% 3 ICTOTHO BHIIMM ITOKa3HHUKOM
XUOHOTIO3UTHBHUX PE3YJIBTATIB.
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rpy 1 MepeoLiHIoTh Horo mono iHmux. Cepen
a31iChbKO-aMEPUKAHCBKUX TPYI CIocTepiraiocs
HEBEJIHKE 3pOCTaHHS XHOHOITO3UTHBHUAX
kinacudikaii  Ta  NOMipHE — 3MEHILICHHS
XUOHOHETaTUBHUX, M0 TakoXX BKazye Ha
CHUCTEMHI TMEPEeKOCH. 3arajioM pe3yJbTaTH
JIEMOHCTPYIOTh: yHepeIKeHICTh y
AITOPUTMIYHUX  OLIHKAX € CHCTEMHOIO 1
MPOSIBIIIETBCSL  TO-PI3HOMY  3QJIEKHO  Bif
nemorpadiunoi rpynu. Lle cTBOproe cyTTeBi
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3arpo3u SK NI PIBHOCTI TMepes 3aKOHOM, Tak i
JUTSL CYCTIUTbHOI AoBipH 10 cuctem 111

[TosiBa Texnomoriit LI cyrreBo BrumMHyna Ha
pi3HI aCHEeKTH HAIIOTO MOBCSKICHHOTO JKHUTT,
30kpeMa y TuX cdepax, € CTaTUCTHYHO
00rpyHTOBaHa oTpeda y MBUIAKOMY pearyBaHHi.
3naynoto wmiporo LI cropusB aBromaruzaiii
KJIFOUOBHX TIPOIIECIB, CYJOYMHCTBA, BKIIOYHO 3
aHaJi30M  JIOKa3iB, OIIHKOK pHU3HKIB Ta
dbopMyBaHHIM pEKOMEHTaITii 10710
PU3HAYCHHS TTOKAPAHHSL.

JUIE BUKOHAHHS IIMX €TaIliB, 1 BOJHOYAC JIa€
MOJJIMBICTh ~TIPaBHUKAM 30CEPEAUTUCS Ha
JISITBHOCTI 3 OLITBIIOK0 JI0aHOK BapTICTHO.

KittouoBi pakropu epeKTHBHOCTI Ta MATAHHS
MiA3BITHOCTI HAa PI3HUX eTamnax CyJaoBOTO
nporiecy HaBeaeHo y Tabmmii 2.

Information technologies

KpOKaM IOpHUJMYHOI TNPOUEAYpPHU Y €IUHUHN
CI1ocio.

HaBiTep micisf 3a3HAYEHOrO ITIJABUIIECHHS
€(hEeKTUBHOCTI, OCTaHHI pe3yJbTaTi
MiATBEPIWIIN, 0 MPOOIEMH BiIMOBIIaTBLHOCTI
3IMIIAIOTBCS  Tyke 3HauHuMH. [IpoBeneHi
IHTEpB’I0  TaKOX  BHCBITIWIM  TPOOIEMY
BU3HAUCHHS  BIJIMOBIIAJLHOCTI Y  BUOAAKY
MIOMUJIOK, OB’ A3aHUX 13 anroputMamu. FOpuctu
BHCJIOBJTIOIOTh 3aHETIOKOEHHS 1010 BiJICYTHOCTI
npo3opocti 'y cmocobi, sikum cuctemu I
($hOpMYIOTH OIIIHKY PU3UKY 200 TIPOITO3HUIIIT 1010
MOKapaHHsI. Binemricts PECIIOH/ICHTIB
3a3HAYMIM, IO HAaBITh SKIIO IIJBUINECHHS
€()EeKTUBHOCTI € CYTTEBUM, BOHO M€ JIOCATATHCS
0e3 MmKOIU ISl TOYHOCTI TPHHHATTS PIllICHb,
3a0e3MeUYeHHSI CIIPABETMBOTO MPOIICCY Ta IIpaBa

Ta6auus 1. Kirtowosi paxropu eheKTHBHOCTI Ta MATAHHS MiA3BITHOCTI Ha Pi3HUX €Tarax CyJJOBOTO MPOIIECY
Table 2. Key factors of effectiveness and accountability issues at different stages of the judicial process

ETan npouecy

YUuHHUK miaBULIEeHHSA e)eKTUBHOCTI

IInTanns BignoBigaJdbHOCTI

INomepeaHiit

aHaJi3 J0Ka3iB IH/IEKCYBaHHSI

ABTOMaTH30BaHE BWJIYYCHHS JaHUX, HIBUAIC

Hecraya koHTpOJTIO Ha eTari
nouarkoBoi 00poOku nanux 1

OmiHKa pU3HKiB

ABTOMaTu3oBaHe OI_[iHIOBaHHSI pI/ISI/IKiB,
OHOBJICHHA JaHUX B pC)KI/IMi peaJIbHOIO 4acy

CxJ1aHiCTh BU3HAYECHHS
BiIIOBiJAIEHOCTI 32 HEKOPEKTHI

OILIIHKH
Pexomennamii ANTOpUTMIYHA Y3TOIKEHICTh Y 3aCTOCYBaHHI OOMekeHHS pO3YMiHHS JIOTIiKH Ta
I110/10 TIOKPAHHS KEpiBHUX NMPUHIHUIIB ITOPUTMY
Ocrarouna .
. ABTO3aIOBHEHHS JJaHUX CIPaBH, BHKOPHUCTAHHS [TuTaHHA TOYHOCTI AaHUX Ta
JOKyMEHTAIist : .
m1abJI0HIB IPO30pOCTi
CrpaBH
Pozrsn IBHIH TOCTVII 10 HDeLEICHTE CIIDAR HeBu3HaueHicTh 11070 pillleHb
anensuii ! JIOCTYII 10 TIpetielt P anensiuiit, siki Oyau npuinsTi LI
BrpoBamkeHHsT  IITYy4HOro  IHTEJNIEKTY — Ha amensnito. Lli BHCHOBKM HiIKpPECIIOIOTH

JIEMOHCTpPY€E 3HAYHHM BIUIMB HA 4ac OOpPOOKH
Ha BCIX JOCHI/DKyBaHMX eTamax, HalOuIbII
BUPaXXEHUM € e()eKT y oliHll pu3uKiB (+57 %).
Ie nosicHtoeTbesa TUM, 1o cucremu LI 3natHi
OTpaIbOBYBaTH CKJIAAHI (PAKTOpU PHU3UKY Ta
BEIMKI OOCATH JaHUX Y PEXHMI peanbHOro
qacy, 10 MPHUIIBUALIYE MPHHHATTS PilllCHb.
OcranHiil eram — JOKyMEHTAllisl CHpaBU —
TaKOX 3a3HaB TpaHcdopMmallii, OCKUIbKH CTaJI0
MOXIJIUBUM CKOPOTUTH 4yac oOpoOku Ha 40 %
3aBJISIKM aBTOMAaTH30BAHOMY BBEICHHIO JTAaHUX
Ta BHUKOPUCTAHHIO CTaHAAPTHUX IAa0JIOHIB
3BITHOCTI. MeHIi, ajge Bce K BIIYYTHI,
MOKPAIIEHHS CIIOCTEPIraJIuCs y pEKOMEHJaIlisIX
I0JI0 TIOKapaHHs Ta OOpoOIll amemsiii, Mo
cBimuuTh npo te, mo LIl Moxke cripusitu Bcim
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HEOOX1THICTh ITO€THYBaTH e(eKTuBHE
3actocyBanHs Il 3 HajmiiHMUMU MeXaHi3MaMH
KOHTpPOJIIO, 100  3MIIHUTH  JOBIpy Ta
3a0e3MeYnTH BiANOBIJAIBHICTh Y BCil cuctemi
KPUMIHAJIBHOTO MPABOCY/IJIS.

B Vkpaini ctaHoM Ha Yac JOCHiIKEHHS
noBHouiHHI cuctemu I y cdepi npusHadeHHs
nokapaHb ab0 OLIHKKM PU3MKY OOQIiliiiHO He

3aCTOCOBYIOThCH, OTHAK aKTHBHO
BITPOBA/IKY€THCS KOMILJIEKCHA udposa
1H(ppacTpyKTypa: €CITC, nijicucreMa

«EnexkTpoHHUil cyn», eneKTpoHHMH KabiHeT i
BieokoHpepenuii [17]. Lli cucremu cami o cobi
e He € I, ane cTBOPIOIOTH NEPETyMOBU IS
MOJANbIIOT IHTErpallii IHCTPYMEHTIB MAIIUHHOTO
HaBYaHHS (HANPUKIIAJ, aHaji3y 3aBaHTAKEHOI'O
MacHBY CYJIOBHX pillIeHb, TUIIOBUX
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npolecyaibHUX JOKyMEHTIB). BoHu Bke 3apas
MICTSTh €JIEMEHTHU aBTOMAaTHU30BaHOTO
OPUNAHATTA pilIeHb (AaBTOMAaTHYHHHA PO3MOILT
CIIpas, mabIoH13aIis MPOIIECYaTbHUX
JIOKYMEHTIB, aBTOMaTH4yHE (bopmyBaHHS
MOBIIOMJICHP Ta BHUKIWKIB) 1 ONEPYIOThH
BEJIMKMMHU MaCHUBaMU TMEPCOHAIBLHUX JaHHX, IO
nianagaoTe mig giro 3akoHy Ykpainu «IIpo
3aXUCT MEPCOHANBHUX NaHux» [19] 1 BUMararoTh
MOCUJICHUX rapaHTii 0€3MeKH Ta MPO30POCTi.

Y Xxomi 1HTepB’I0 YyKpaiHChKI cymai W
a/JIBOKAaTH BiJ3HAUalM SK OYEBUIHI TepeBaru
(CKOpOYEHHSI CTPOKIB PO3IISAY  OKPEMHX
KaTeropil crhpa, MOJETHICHHS IOCTyMy 0
MaTepialis, MOKJIUBICTH JIUCTAHIIMHOT
y4dacTi), Tak 1 PU3UKU, a caMe TeXHI4Hi 300i,
HEpIBHUH JOCTYHn /0 IH(PPOBUX CEPBICiB,

BIJICYTHICTh 3pO3yMiIoi poLeaypu
OCKapKEHHS Pe3y/IbTaTiB aBTOMAaTH30BAHUX i
(HampuKIaa,  TOMWIKOBOTO  aJapecyBaHHs
IpoIecyalbHUX JOKyMEHTIB uepe3 30ii y
cucTemi).

TakuM uyWHOM, HaBITH 0€3 IIOBHOIIIHHUX
«CYIIIBCBKUX ~ QIrOpUTMIB»  YKpaiHa Bxe

crukaeThest 3 TunoBumu st LT nmpobnemamu:
HEMpO30pPICTIO  JIOTIKM POOOTH  IUPPOBUX
CUCTEM, KOHIICHTpALll€l0 BIaAM B pyKax
PO3pOOHUKIB Ta a/JIMIHICTPATOPIB 1
HEOOXIHICTIO BCTAHOBUTHU YITKl TpaBHiIa
BIJIMOBIAAIBHOCTI 32 TOMHUJIKH TPOTPAMHOTO
3a0e3MeYeHHs.

AHasti3 3MiH y TPUBAJIOCTI MOKapaHb 10 Ta
IT1CJISl BIPOBAKEHHSI aJITOPUTMIYHHUX CUCTEM Y
JOCHIIKYBaHUX IOPUCIUKITISAX MIOKa3aB
3arajabHe 3MEHIIEHHS BapiaTUBHOCTI BHPOKIB,
0COOJIMBO y CITpaBax IIOJI0 HEMOBHOJITHIX Ta
HEHACUJIBHULIBKUX 370unHiB. [IpoTe iHTEpB 10
CBiIUaTh, IO CTaHAAPTU3AIlS HE 3aBXKIU
o3Havae cnpaBemnuBicTb. Cyaai Ta aJBOKaTu
HarojomyioTh Ha HeOe3meri  «ImiaMIHI»
CYIUIIBCBKOTO ~ PO3CYly  TEXHOKPaTUYHOIO
JIOTIKOIO, SIKy Ba)KKO MOSICHUTH CTOPOHaM 1
NIEPEBIPUTHU B aNeJSALIHHOMY MOPSIKY.

B ykpaiHChKOMY KOHTEKCTI MOAIOHI IUIeMu
HPOSIBIISIIOTHCSL HacaMIlepesl 4epe3 3aleKHICTh
Bl 3aKpUTHUX TNPOrpaMHUX MPOIYKTIB, SKi

CTBOpEHI MPHUBATHUMHU PO3POOHUKAMHU  JUIS
IIPAaBOOXOPOHHUX OpraHiB 4u cydiB, 0e3
HAJIEXKHOT  eKCIepTH3W  1X  BIAMOBITHOCTI

npolecyalbHUM CTaHIapTaM. Takox I1CHYIOTbH
OPOTAJIMHUA Yy 3aKOHONABCTBI IIOJO CTaTyCy

18

3BITIB, = COPMOBAHUX  ABTOMATH30BAHHMH
cucteMaMu (HAmNpUKIAA, B AHTUKOPYMUIAHUX
abo (QiHaHCOBUX PO3CIiAyBaHHSX). BUHUKAIOTH
MUTAHHS: YU € BOHHU JI0Ka3aMH, OIEpPaTHUBHOIO
iHpopMariero abo JOMOMIKHUM 1HCTPYMEHTOM
JUIS CITYOTO.

Y MDKHApOAHUX CHCTEMaX OIIHKH PU3HUKY
(3oxkpema B CIIA) 3adikcoBaHo 3HaAUHI
BIIMIHHOCTI B OLIIHKAax VIS pi3HHX
neMorpadiuHuX TPyI: MEBHI TPYNH OTPUMYIOTh
CTaTyC «BHCOKOTO PU3MKY» YacTillle HaBiTh 3a
cxokux (aktTuuHux o6ctaBuH crpaBu. lle
MIOB’S13aHO 3 HABYAHHSAM MOJIEJICH Ha ICTOPUYHUX
JIAaHUX, SIK1 BYK€ MICTATh CIIAM TUCKPUMIiHAITIT.

st Ykpaiau crierudika mojisirae He CTUTBKH
B pPacoBUX, CKIIbKM B  COLIaJbHUX Ta
perioHaJpbHUX  BiAMIHHOCTSX. [HTEpB'I0 3
aJIBOKaTaMu 1 TMpaBO3aXHWCHUKAMU TOKa3aJu
3aHENOKOEHHS 10710 HOTEHIIHHOTO
npodaliiHry BHYTPIIIHBO IMEpPEeMIllleHuX Ocio,
MEIIKAHI[IB TPUPPOHTOBUX TEPUTOPIH UM
TEPUTOPIid, 1[0 TpPUBAIMUNA yac mepedyBaiu B
OKyTaIlii. Takox € MOXJTUBUCTD
CTUTMaTH3yBaHHS MEBHUX rpyn
BiiCHKOBOCITY>KOOBIIiB (HAITPHUKIIA, TUX, XTO BXKE
Ma€ CyAMMICTh), SIKIIO BIAMOBIAHI JaHi
BUKOPHCTOBYBATUMYTBCSI Yy aBTOMAaTH30BAHUX
OLIIHKaxX pu3uKy. L{i 3aHenoKoeHHs cBiIYaTh Mo
HEOOXIJTHICTh 3allpOBA/KEHHS CHCTEM pHU3HK-
CKOpPHUHTY. YKpaiHa Ma€ 3aKJIaCTH B HOPMaTHBHY
0a3y rapaHTii [pPOTH JUCKPUMIHAILIHHOTO
BUKOPUCTAHHS JaHMX, & TAKOXK YITKO BUSHAYUTH
KpUTEpii, 3a SKAMH aJTOPUTMH MOXKYTh
«CEerMEHTyBaTW»  HaceleHHA. be3  mporo
interpaniss I 3arpoxye NOCHICHHSIM BXe
HassBHUX COIIAJIbHUX HEPIBHOCTEH.

Sk mokazanmu JaHi, y BCIX JOCHITKYyBaHUX

FOPUCAMKITIAX 3aCTOCYBaHHS I Ta
IHTEIeKTyali30BaHUX mUppoBUX  pillIeHb
CYTTEBO CKOPOTWJIO dYac OOpoOKu cmpas,

0COOJMBO Ha e€Tamax IONepeHbOro aHamizy
JIOKa3iB 1 OWIHKM pU3HKY. Y CEepeaHbOMY
edekTuBHICTh 3poctana Ha 30—-60 %, 3anexHO
BiJl THITY CIIPaB 1 BUKOPUCTOBYBAaHUX CHUCTEM.

B Vkpaini aHanoriunuii eekt 1eMOoHCTpye
BITPOBA/KEHHS TMCTAHIIIHHOTO TIOJAHHS CKapT
Ta KJIONOTaHb, a TaKOX EJEKTPOHHUH OOMiH
JOKYMEHTaMH MK CTOpOHaMH H cyaoM, aje
BUHUKAE THUTAHHS NPO BIJAMOBIJAIBHICTH 32
MOMWJIKH Y  TPOTPaMHHX  aJITOPUTMax
(HampuKkiaa, SKIIO CHUCTEeMa He Hajaiciana
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MOBICTKY YW HENpaBWJIBHO BimoOpasmia jaaty
3aciaHH).

BigmoBini Ha 1 OWATAHHA I[IOKHA IO
(bparmeHTapHi i IPyHTYIOTHCS Ha 3arajJbHUX

MOJIOKEHHSX MPO BIAMOBINATBHICTE JIEPKABH
Ta CyIOBY MpPAaKTHKY, sKa Juile (popMyeThCs.
Came TOMy, mONpHU BIAYYTHE MiIBUIICHHS
epextuBHocti, IIII Ta mOB’sA3aHI 3 HUM
TEXHOJIOT1] BUMAararoTh po30yJ0BU CHeLiaIbHUX
MEXaHI3MiB KOHTPOJTIO, ayIuTy Ta
BiJIIOBITAJILHOCTI, 0€3 SIKUX J0Bipa 0 CUCTEMH
KPUMIHAJIBHOTO  MPABOCYAIs  MOXe  OyTH
migipBaHa.

[TopiBHSHHS TIAXOMIB PI3HUX FOPHCIUKIIIN
mono 3acrocyBanHs Il B kpumiHampHOMY
npaBocynai, Ha mnpukiaai CIHA, €C, Kanaau,
Kuraro, Benukoi Bpuranii Ta Ykpainu, HaiaHo y
Tabmuui 3. SIk BuTikae 3 aHami3zy, >KOOHA 3
PO3DISIHYTUX FOPUCAMKININA HE Ma€e Ha ChOTOIHI
MOBHICTIO 3aBEPIIEHOI KOMILJIEKCHOI CHUCTEMH
I y xpuminaneHOMY TnpaBocymgmi. €C
pyxaeTbcs y  HampsMi  3alpOBaKCHHS
BHCOKOPHU3UKOBOTO crarycy s cuctem LI, o
3aCTOCOBYIOTHCSI B TIPABOOXOPOHHIN Ta CylOBii
chepax, aje MexaHI3MH IMIUIEMEHTAIll IIe
dopmytotbes. CLIA moknanarThCsi HA MO3aiKy
mTatHuX 1 penepanpHux npuHUMMmB, Kurtait —
Ha LEHTpati3oBaHi nomituku, Benuka bpuranis
— Ha M’sIKe TIPaBo.

VkpaiHa BHpI3HSE€TBCA THM, UI0 Mae
CTpaTEeriyHUN JOKYMEHT 1oao0 po3BUTKYy LI
[16], 6a30BHii 3aKOH MPO 3aXUCT NEPCOHATBHUX
nanux [19] Tta po3BuHeHY 1H(QPaACTPYKTypy
cynosoi mudposizauii (€CITC, enexrpoHHuit
Cyn), alle BIJICYTHA CIiellialibHa IpolecyaabHa
peraMeHTallisi CTaTyCcy aJrOpuTMIB  JUIS
cuctem IIII. Takox He Mae 00OB’S3KOBUX
BAUMOT IO TIOSICHIOBAHOCTI Ta  ayauTy
QNTOPUTMIB, SKI MOXYTh BIUTUBaTH Ha IpaBa
YYaCHUKIB KpUMIHAJIBHOTO MpoBakeHHd. He
3aKpiIUIeHa TPOLEAYypa OCKAapKEHHS pIllleHb,
npuitHaTHX 13 BukopuctanHsm I  abo
aBTOMAaTH30BaHUX CHCTEM aHaji3zy maHux. Lle
CTBOPIOE PU3UK, IO TPAKTUYHE BUKOPUCTAHHS
texHojorii LI BumepemkaTimMe HOPMATHUBHY
0a3zy, a cymoBa TIpakTHKa Oyae 3MyIIeHa
3allOBHIOBATH TpOTajvHU casu by case, 0e3
CHUCTEMHOTO TiIXOTY.
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B CHOBOK

Jiis  aHamizy MOXJIMBOCTI BIPOBAKEHHS
CHUCTEM UITyYHOTO IHTEJIEKTY Yy CYIOYMHCTBO
VYKpaiHM ~ 3aCTOCOBAHO  MDKAMCHUIUTIHAPHUH
3MIIIAHUK TIX10, SKUH MoeaHye 30ip Ta aHaTI3
AKICHUX 1 KUIBKICHUX JaHuX. SIKiCHOO
YAaCTUHOK JaHUX JOCIHIIPKEHHS € PO3LIMPEH]
iHTEpB'I0 3 MPEJCTaBHUKAMHU  IOPUIANYHOT
chepu: CynasMHM, IPOKYpPOpaMH, aJiBOKaTami,
3aKOHOTBOPLSIMU Ta (axiBUAMU 3 LUDPOBUX
pimens. KinpkicHa YacThHa 0a3yeThcs Ha
CTaTUCTUYHOMY aHaNi3l CYIOBHX CIpPaB, y SKUX
3aCTOCOBYBQJIUCS ~ IHCTPYMEHTH  IITY4YHOTO
iHTENeKTy a00 HAOMMKEeH1 10 HUX TEXHOJIOTI].

CdopmynboBaHo rinoresy JTAHOTO
JIOCITIJIKCHHSI, sIKa IIPOTOJIOIIIYE, 10
BIIpOBa/KeHHA 1HcTpyMmeHTiB LI y mponecu
KPUMIHAJIBHOTO TPAaBOCYIAS IiBHILYE iXHIO
npouenypHy e(eKTUBHICTb, aje BOAHOYAC
MOPOKY€ ICTOTHI TPABOBi Ta €THYHI poOiIemMH,
30KpeMa IIoJI0 MiA3BITHOCTI, CIIPaBEJIMBOCTI Ta
npo3opocrti. s rinoresza mepeBipseThCs K Ha
100aIbHOMY PiBHI, TaK 1y GOKyCl YKpaiHCHKOTO
JOCBiY, e U(pPOBi3allis CyJOYMHCTBA ITOKH 1110
nepeBaxkae Hajl «uuctumMm» cucremamu I, ane
BXKE CTBOPIOE CXO)KI BUKJIMKH, SIKI TOB’SI3aHI 3
aBTOMATH30BaHUM  aHANi30M  IMEPCOHAIBHUX
JTaHUX, ANITOPUTMI3ALIEI0  YIPaBIIHCHKUX
pillieHb 1 «IOPHUMH CKPHUHBKAMI» MPOrPaMHUX
KOMITJIEKCIB.

[Toxazano, mo 3acrocyBanHs LI B cuctemi
KPUMIHAJIBHOTO MPaBOCYIIS CTajJ0 HaAIMHUM
JUKEpEeJIOM  TIPUCKOPEHHs  MpoLeciB  Ta
MOJIIIIEHHS] TPUNHATTS pIllIeHb, aje MUTAHHA
TOYHOCTi, MPO30pPOCTI Ta CHPABEIIMBOCTI LHX
pIIIEHDb € IPEIMETOM MOCTIHHUX JTUCKYCIH.

Y BCIX JIOCHIDKYBaHMX  FOPHCIUKIISAX

3acrocyBanHa Il Ta iHTenekTyani30BaHUX
nU(GpPOBUX PpIlIEHb CYTTEBO CKOPOTHIJIO dac

00poOKM  crmpaB, O0COOMMBO Ha  eTamax
MOTEPEHHOTO  aHaNi3y JOKa3iB 1 OI[IHKHK
pusuky. B Vkpaini ananoriunuii = edekr

JIEMOHCTPY€E BIPOBA/KEHHS TUCTAHIIIIHOTO
MOJIJaHHS CKapr Ta KIOMOTaHb, a TaKOX
CJIEKTPOHHUM  OOMIH  JOKYMEHTaMH  MIXK
CTOPOHAaMHU W CyJOM, aje BUHUKAE THUTAHHS
PO  BIATMOBIAAIBHICTE 32 TOMHIJIKH Y
MPOrpaMHUX AaJTOpUTMax. Bigmosimi Ha 1l
MUTaHHS TOKM 1m0  (parMeHTapHi #
IPYHTYIOTbCS Ha 3arajbHUX MOJOXKEHHIX PO
BI/IMOBITAJIbHICTH JIEPKaBH.
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Tabaunsa 3. IlopiBHsSHHSA ajmanTamii OPUCAUKIIN MO IHTErpaiii IMITyYHOTO IHTEJIEKTY B KpUMiHAJIbHE

MIPaBOCYAIS

Table 3. Comparing jurisdictions’ adaptation to integrating artificial intelligence into criminal justice

20

KOpucauxuis HasiBua Kirouosi Busisaeni PiBenn OcHoBHi
HOPMATHBHO- | IOPUAMYHI 3MiHH NMPOraJIMHU npo3opocTi | 3amikabieHi
npasoBa 6a3a cTaHIapTiB CTOPOHH

CnonyueHi YacTkoBa KepisHi BincytHicts [omipHuit 3akoHOzaBY1

raru NPUHOMIKN  IO/I0 | CTaHAAPTU30BAHOTO OpraHH LITaTiB,

BUKOPHCTaHHS MeXaHi3My Min’toct
IHCTpyMEHTIB BiJIIIOBITAJIEHOCTI CIIIA, HYO
PHU3HKY

KOpucaukuis HasiBHa Kurouosi BusiBieni PiBenn OcHOBHI
HOPMATHUBHO- | IOPUAUYHI 3MiHM NPOraJuHu npo3opocTi 3anikaBJleHi
npasosa 0a3a CTaHIAPTIB CTOPOHHU

E€sporneiicekuii | Hopa Etnuni npunumnu | BigcyTHicTs Bucoxwuii €BpoKoMicis,

Coro3 LI, BuMOrM 10 | ENMHOTO MEXaHi3My ypSIM  UIICHIB-

MIPO30POCTi, BUKOHaHHS B JiepiKaB,
MPOEKT/YXBAJICHHS | JepKaBax-diieHax €BponeicbKuit
Al Act MapJaaMeHT
Kanana Panniif eTan [inoTHi mporpamu | BincyTHicTh Huzpkuit [posiumiitai
B JIOCYAOBUX | 000B’SI3KOBHX ypsau,
OLIIHKAX eTHUYHHUX MPaBOOXOPOHHI
CTaH/IapTiB OpraHu
Kurait IIpocynyta HauionanbHi OomexeHi [MomipHuii MiHicTepcTBO
pexoMeHanii MexaHI3MH IPOMaACHKOL
oI0I0  €THYHOTO | MyONivHOT Oe3meK, IepxK.
ukopuctanus LI | BignoBigampHOCTI HI
Bennxka YacrtkoBa Jo6poBineHI BincyrtHicth [MomipHuii [Tapnamenr,
Bpuranis CTaH/IapTH, IOPUINYHO CyaoBa
iHimiaTuByd 100 | 000B’SI3KOBOI Oa3u cHcTEMA,
TIPO30POCTi MIPUBATHI
PO3pOOHUKH
Vkpaina Oparmenrapra | Konnenmis BincyrHicTs Husbkuii— BepxosHna Pana
PO3BUTKY HII | crnemniansHOTO TIOMipHUH VkpaiHn,
(2020), mnoeramue | 3akony mnpo II, | (Bucoka Kabiner
BIIPOBAIXKEHHS YITKHX npasua | ¢opmansHa | MiHicTpiB,
€CITC, 3aKkoH | 3acTOoCyBaHHS BiJkpuTicTh | Buma pana
«IIpo 3aXHCT | aJITOPUTMIB y | cynoBux TIPaBOCY/IA,
NIEPCOHAIBHUX KpUMiHAIEHOMY pimens, ane | cyan, Odoic
JTAHUX) mporieci, 3aKPHTICTh I'enepanbHOTO
MIPOLIEyPHOTO MpOrpamMHuX | MPOKypopa,
cTarycy ANTOPHUTMIB) | PO3POOHUKH
ABTOMAaTH30BaHUX IT-pimens
pimeHs
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Takum 4MHOM TIOTPH BIIYTHE ITiIBUIIICHHS
edpextuBHocti, Il Ta moOB’s3aHi 3 HHUM
TEXHOJIOT1{ BHUMAararTh po30ynoBH
CHeliaJlbHUX MEXaH13MIB KOHTPOJIIO, ayIuTy Ta
BIJIMOBIAAILHOCTI, 0€3 SKUX J0Bipa A0 CUCTEMU

KPUMIHAJIBHOTO  TPABOCY[A MOXe OyTH
migipBaHa.

REFERENCES
1. Zavrsnik A. (2020) Criminal justice, artificial

intelligence systems, and human rights. ERA
Forum, 2020. 20: p. 567-583.

. Plakhotnik O. (2019) Practical use artificial
intelligence in criminal proceeding. Herald of
criminal justice, 2019.

. Huang H. (2019) Analysis on the Criminal

Subject of Artificial Intelligence. In: Data

Processing Techniques and Applications for

Cyber-Physical Systems. 2019.

Wan S. (2024) Research on position of weak

artificial intelligence in criminal law. Science of

Law Journal, 2024.

. Lopashenko N.A., E.V. Kobzeva and
Rozhavskiy Z.D. (2024) Artificial Intelligence
in the Context of Criminal Law Risks.
Proceedings of Southwest State University.
Series: History and Law, 2024.

. Riega-Vira, Y., et al. (2023) Artificial

Intelligence and Criminal Justice: A systematic

review of the scientific literature. LACCEI,

2023.

Vargas-Murillo, A.R., et al. (2024)

Transforming Justice: Implications of Artificial

Intelligence in Legal Systems. Academic Journal

of Interdisciplinary Studies, 2024.

. Tua Situmeang, S.M., et al. (2024) The Role of
Artificial Intelligence in Criminal Justice.
Global International Journal of Innovative
Research, 2024.

. Kaplina O., Krytska I. and O. Verkhoglyad-
Gerasymenko (2023). Application of Artificial
Intelligence Systems in Criminal Procedure: Key
Areas, Basic Legal Principles and Problems of
Correlation with Fundamental Human Rights.
Access to Justice in Eastern Europe, 2023. 3(20):
p. 147-166.

10.Xavier Janudrio, T.F. (2023) Artificial

Intelligence in Criminal Proceedings. Revista
Mexicana de Ciencias Penales, 2023.
11.Dachlan, S.N., D.E.S. Karauwan, and N.
Lahangatubun (2024) The Role of Artificial
Intelligence in Law Enforcement: Towards a
More Accurate and Efficient Justice System.
Sinergi International Journal of Law, 2024.

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 4(17), 2025, 12-22

Information technologies

12.Yan, Q. (2023) Legal Challenges of Artificial
Intelligence in the Field of Criminal Defense.
Lecture Notes in Education Psychology and
Public Media, 2023.

13.Lei W. (2019) Legal Risk and Criminal
Imputation of Strong Artificial Intelligence.
2019.

14.Verkhovna Rada of Ukraine (2025) On the
protection of personal data. Document 2297-VI,
— Editorial from 14.06.2025, basis - 4240-1X .

15.Cabinet of Ministers of Ukraine (2020)
Concept of development of artificial intelligence
in Ukraine (Order KMU from 02.12.2020
Nel556-p).

16.High Council of Justice (2024) EU project
“Support to justice reforms in Ykpaini (PRAVO-
JUSTICE HI)».

17.Kanwel S., M. Imran Khan, and M. Usman
(2023) From Bytes to Bars: The Transformative
Influence of Artificial Intelligence on Criminal
Justice. Qlantic Journal of Social Sciences, 2023.

18.Bharati R.K. (2024) Ethical Implications of Al
in Criminal Justice: Balancing Efficiency and
Due Process. RESEARCH REVIEW
International Journal of Multidisciplinary, 2024.

Analysis of the possibility of introducing artificial
intelligence systems into the judiciary of
Ukraine

Volodymyr Vyshniakov, Kyrylo Voronezhskyi

Abstract. The article examines the use of artificial
intelligence (Al) systems in the judiciary using key
segments of criminal justice. This study uses a
combined method of analyzing statistics on the use of
Al systems in the judiciary and interviews with
lawyers and experts. By comparing performance
ratings and bias indicators, it is determined whether
Al-based systems can be safe and neutral in the
judiciary. The results show that the integration of Al
reduces data processing time and increases the
accuracy of sentencing. However, differences in
results were found for certain demographic groups,
which indicates the ability of Al to reproduce or
reinforce social bias. The opacity of algorithms and
the fragmentation of regulatory approaches threaten
trust and accountability. Although Al has the potential
to increase the efficiency and accuracy of criminal
justice, there are significant problems for the
judiciary, which primarily include the lack of
personal responsibility, bias, and imperfect
regulation. Addressing these issues would allow Al
systems to be integrated in a way that promotes fair,
transparent, and honest justice. This study focuses on
the implementation of the Unified Judicial

21
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Information and Telecommunications System (JITS)
and the Electronic Court subsystem in Ukraine.

In addition, the use of automated data analysis
systems in law enforcement activities is being
investigated, as well as the protection of personal data

22

and compliance with fair trial standards in martial
law.

Keywords: artificial intelligence (Al), criminal
justice, legal technologies, sentencing, risk
assessment, procedural efficiency.
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AHoTauid. Y CTarTi po3mIIsAAEThCA
HEOOXIHICTh ~ BIPOB3PKCHHS  MaTeMaTHYHOTO
amapary HEYITKHX MHOXWH JUIsl  TIiIBHUIIEHHS
HafiitHOCTI OGioMeTprUYHO1 imeHTUdIKAIil o0muIUs
B CHCTEMax aBTOMAaTH30BAaHOTO MPOKTOPHHTY B
YMOBax €K3aMEHAIiifHOTO WEHTPY. 3BEepPTaEThCA
yBara Ha Te€, IO 30BIHIIHE CEPEOOBUIIE €
HeCcTaOUTbHUM  (OCBITJCHHSI, TiHi, BIAXWICHHS
paxypcy). Lle npu3Boauts 10 Aerpaaarii TOYHOCTI
KIIACHYHUX OiHApHUX aJTrOpUTMIB 1 30iTbIICHHS
Y4aCTOTH [TIOMUJIKOBOI BiIMOBH.

[IpornoHy€eThCs OEAHAHHS HEYITKOT JIOTIKU IS
00OpOOKHM  HEBH3HAYEHOCTI  BXIJHUX  JIaHUX.
3aifiCHIOETbCA IEPETBOPEHHS 00'€KTUBHUX METPUK
SKOCTI ~ KaJpy  Ha  JIHTBICTUYHI  3MiHHI
("ocBiTiieHHs", "pakypc") i3 1OOYIOBOIO
BIMMOBIAHUX  (QYHKIOIA  MpUHANEKHOCTI. B
pe3yibTaTi poOOTH HEUITKOT CUCTEMH, CPOPMOBAHOT
Ha 0a3i mpaBwi i3 3acToCyBaHHAM MamaHi-
aANTOPUTMY, OTPUMYETHhCS Koe(imieHT IoBipH
inearudikamii  (KJI). HaBomutecs  mpuxitag
3acrocyBanHs KJII st nuHaAMIi4HOT KOpEKIii
mopory Bepudikamii. Ile 3abe3meduye THyuKe
MPUAHATTS PIIIEHp Ta MiJBUILYE HAIIHHICTH
CHCTEMH MTPOKTOPUHTY.

Kawouosi cJioBa: HEYITKI MHOXHHH,
MPOKTOPUHT, ifeHTH(]iKaLis oOnnuysi, Koe]ilieHT
noBipu inenTudikaiii, nedasudikaris.

BCTVYII

CyuacHuil po3BUTOK OCBITH Ta IpodeciiHoT
ceprudikarii, BKIFOYaI0YN MaCOBE T€CTyBaHHS
(manpuxmnan, HMT/3HO, €/IKI), Bumarae
BIIPOBQ/PKEHHS BHMCOKOTOYHHMX Ta HaJiiHUX
MeXaHI3MiB KOHTPOJIIO 1IEHTUYHOCTI
3n00yBaviB.  ['apaHTyBaHHsS  akaJeMi4HOl

T0OpOYECHOCTI Ta BaJiJHOCTI PE3yJbTaTiB
SMART TECHNOLOGIES:
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€Esrenia Wabana
noueHT kKabeapm kibepbesneku
Ta KOMN'IOTEPHOI iHKeHepil

Bopuc KopHiiuyk
poueHT kabeapm npodecinHoil
OCBITH

Ceprii Manin
aoueHT Kadbeapm iHbopmauinHnx
CMUCTEM Ta TEXHO/IOTIN

ICIIUTIB 3a0e3MevyeThest CHUCTEMaMH
HNPOKTOPUHTY, KIIOUOBHUM €JIEMEHTOM SIKUX €
6ioMeTpuyHa Bepudikaiisi 0coOUCTOCTI.
Meton posmizHaBanHs oOnuuus (Face
Recognition) € Haiibinpm 3arpeOyBaHUM st
NPOKTOPUHTY, OCKUIBKM BiH  3a0e3meuye
HETIEpEepPBHUN, HEIHBa3UBHUA  MOHITOPHUHT
yuacHMKa icnuty. IIpore, 3acTocyBaHHS mi€i
TEXHOJIOT11 B pealbHuX yMOBax
eK3aMEeHallIHHUX [IEHTPIB CTUKAETHCS 3 HU3KOIO
KpUTUYHMX BUKIWKIB. Ha BigMiHy Bif
71a00paTOpHUX YMOB, €K3aMEHAIIHUNA LIEHTp
XapaKTepU3y€eThCs HECTAOUTBHICTIO BXIJIHHUX
JAHUX, TAaKUMH SIK JUHAMIYHE OCBITJICHHS Ta
TiHI, HU3bKa SIKICTh BiJI€0, 3MiHA PaKypcy Ta

23


https://orcid.org/0000-0002-0428-9273
https://orcid.org/0000-0003-3881-1581
https://orcid.org/0000-0001-9742-1116
https://doi.org/10.32347/st.2025.4.1203

Information technologies

pyx (Puc. 1). Taki 4YMHHHUKH CYTTEBO
HiIBUIIYIOTh PU3UK BUHUKHEHHS ITOMHJIOK Y
poOOTi aBTOMAaTU30BaHUX CHCTEM, IO POOHUTH
poriec Bepudikarrii TAaHUX 3HAYHO
CKJIAJHIIINM TOPIBHAHO 3 KOHTPOJIHOBAHUM
CEepeIOBUIIIEM.

‘ OcobmBocTi eK3aMeHaliiiHOTo NeHTpy ‘

3mina pakypcy Ta

Jnmamivme Hipka fKicTB
pyx

OCBITIIEHHA Ta T1H1 Hi.'l&:()

TIpnpozHi pyxi
rO7OBI
€eK3aMeHOBAHOT0,
AKI YCKTATHIOITE
3aXOILICHHA

HexonTponsosasi

JAepena CBiTia, mo O10KeTHIX abo

CTBOPOKOTH TiHi Ta BOYJ0BaHIX BeO-
3acBivyBaHHA. Kamep.

BukoprcTanus

~—— —~ ~ _— ) )
— T—— ~ _—

Puc.1. OcoOmmBOCTI €K3aMEeHAIIHHOTO IEHTPY
Fig. 1. Features of the examination center

Kitacuuni AJTOPUTMH ineHTrdikarii
MPAIOIOTH 13 "YITKUMHU" TAaHUMHU, JIe PIlICHHS
MpPUAMAETbCA 3a  OIHAPHUM  MPUHITUIIOM
(imenTHdiKOBaHO/HE 11eHTH(IKOBAHO).
HasBHICTP TiepeNniyeHUX BHINE HA MAJFOHKY

MEpPEeIIKo/l  MPU3BOAUTH OO0  Jerpajaarmii
TOYHOCTI, 30UTBIIYIOUH HMOBIPHICTb
MOMWJIKOBOTO  BIIXWJIEHHS  CHPaBXHBOTO

kopuctyBaua (FRR) abo, mo xputuuniie,
MMOMHUJIKOBOTO TPUHHSATTS 1HIIO01 0ocoou (FAR).
Takum unHOM, BUHHKA€E OTpeda y po3pooii
TAaKOT0 MaTeMaTHYHOTO amaparty, SKHi 3/1aTeH
e(eKTUBHO OOpOOIATH HEBHU3HAUEHICTh Ta
HEUITKICTh  BXiAHOI  1Hopmanii. Teopis
HEUITKUX MHOXHH MPONOHY€E HOTYXHUN
IHCTpyMeHTapii JUTS KUIBKICHOTO
NpPEACTAaBICHHS  JIHIBICTUYHUX  3MIHHHUX
("morane ocBiTIeHHA", "BUCOKMH piBEHb
mrymy"). IHTerpamist amapaTy HEYiTKOI JIOTIKH
JO3BOJIUTH ~ CTBOPUTH  pobOacTHy  (CTiHKY)
MOJIeNTb IPUMHATTS pillieHb, KA TpaHchopmye
HETOYHI JIJaH1 PO HABKOJMILIHE CEPEJOBHUIIE B
HaJIHUHN KOeIllieHT TOBipH iaeHTH(IKAIIT

OCHOBHI ITOJIOXXEHHA

3a mpuHOMIOM [ii OGiOMETpUYHI METOIN
imeHTudikarii MoAUIAIOTECS Ha CTaTW4HI (3a
O3HaKaMH, JTaHUMH JIIOMWHI 3 HAPOHKECHHS),
JTUHaMIYHI (32 0O3HaKaMH, 110 HaOyTi B MpoIieci
iCHyBaHHSI) Ta KOMOIHOBaHI (TIO€HAHHS JBOX
nepmnx). Dizionoriydi  (CTaTU4Hi) METOIU
OioMeTpuyHOi 11eHTU(IKAITIi:
24

— CKaHyBaHHs paiayKHOT 0OOJIOHKH OKa;

— CKaHyBaHHS CITKIBKHU OKa;

— CKaHyBaHHS PUCYHKY BEH JI0JIOHi;

— TEOMETPIis KUCT1 pyKH (BIIOUTKH MMAJIbIIIB

— JTaKTHJIOCKOMIisl, pO3Mip, MJOBXKHHA 1
ITUPHUHA JI0JIOHB);

— po3mi3HaBaHHSA pHUC OOMUYYs (KOHTYD,
(dhopma; po3TairyBaHHs OueH 1 HOCA);

— crpykrypa JHK-curnarypu.

[ToBeninkoBi (AMHAMIYHI) METOMH;

— anami3z mignucy (dpopma OykB, MaHepa
MMChMa, HATUCK);

— aHali3 TeMOpy roJocy;

— aHaji3 KJIaBlaTypHOTo movepky touo [1,
2].

Came 110 KaTeropii CTaTUYHUX
010METPUYHUX CHCTEM, 110 BUKOPUCTOBYIOTh
BpO/KEH1 (PI3WYHI XapaKTEPUCTUKH, HAJICKHUTh
texHojoris Face Recognition (po3mizHaBanHs
o0nuyusi), sKa BHKOPHCTOBYE YHIKQJIbHY
TEOMETPIF0 Ta TEKCTYpy OOmuudst  Juis
inenTudikarii ocoou.

1. Bussnenns obmmyus. Ha mpomy erami
CUCTeMa BH3HA4Ya€, YU € Oo0nuyus Ha
300pakeHHI a00 y BiICOTIOTOII], 1 JIe CaMe BOHO
pO3TalIOBaHeE. Jns JIOKaJTi3arii
BukopucroBytoTscsi Mogent YOLO (You only
look once) abo RetinaNet, s ckaHyBaHHs
300pakeHHs Ta imeHTUdIKallii obmacTeH, 110,
AMOBIPHO,  MICTATH  JIOACBKE  OOIHYYS.
Pesynprarom € 0OMexXy0UH MPSIMOKYTHUK.

JHani BinOyBaeThCs BUPIBHIOBAHHS, [I€
CHUCTEMa 3HAXOAWUTh KIIOYOBI OpieHTHpH (11€
6mu3pko 68-100 TO4YOK), Taki SK KyTH OueH,
KIHYMK HOCa Ta KOHTypH poTa. Ha ocHOBI 1ux
TOYOK oomuaust T€OMETPHYHO
TpaHchopMyeThCsl, OO0 MpHUBECTH HOro 10
CTaHJAPTHOTO, (HPOHTAIBHOTO  ITOJIOKEHHS,
MIHIMI3yI0YHM BIUTUB KyTa 3WOMKH Ta HaXUIy
TOJIOBH.

Hanpukinmi nporo eramy BigOyBaeThCs
HOpMaJTi3aIlisg, e 300pakeHHs  OOIuIYs
o0pi3aeThbes, MacIITabyeThest 10 (hiKCOBAHOTO
po3Mipy Ta KOPUTYETHCS OCBITIICHHS, 100
3MEHIIUTH BIUIMB TiHEW 1 pPI3HOMaHITHOCTI
YMOB 3HOMKH.

2. Bupginenns o3mak. lle eram, e
300pakeHHsI OOMUYYsl TEPETBOPIOETHCS Ha
foro yHikanbHe HU(GPOBE MPEACTABICHHS —
BEKTOpP O3HAK. 3a3BWYail BUKOPHCTOBYIOTHCS
CNN (3ropTkoBi HEWPOHHI Mepexi) MTHOOKOT
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apxitrektrypu (ResNet a6o Inception) abo
crnerianizoani moxeii FaceNet ado ArcFace.

Heliponna Mepexa IIPOITyCKaEe
HOpMaJTi30BaHe 300paXCHHS Yepe3 CBOI IIapH,
BHUBUYAIOYN Ta iepapxivyHo KOJIyIOUH
TEOMETPUYHI Ta TEKCTypH1 o3Haku. OcTaHHIN
map Mepexi reHepye BEKTOp O3HAK (iKCOBAHOT
JIOBXHHU. Bekrop o3HaK - 1€ YHiKaJIbHHUA
MaTeMaTUYHUA  1a0moH  oOnmuyus.  Bin
CIIPOCKTOBAHUH TaK, 110 BEKTOPH, 3reHEPOBaHi
1UIsL OfHI€T U Ti€el % 0coOM (HaBITh MPH Pi3HUX
BHpa3ax/OCBITJIECHHI), PO3TallIOBaHi OJM3bKO B
OararoBUMipHOMY HpoCTOpi. Takok MOXYTh
OyTH 3reHepoBaHi BEKTOpU AJisi PI3HHX OCi0,
pO3TaIIOBaHi JIaJIeKO OJUH Bijl OIHOTO.

3. 30epiranHs Ta iHJEKcallis. 3reHePOBaHUM
BEKTOp O3HaK oOinyus (He came 300pakeHHs)
30epiraetbcsi B 0a3i  gaHUX pa3oM 3
inenTudikaropom ocodbu. 306epiraerbcs mapa:
[Docobu Ta Vo3Hak.

JInisi MWIBHIKOTO TIONIIYKY Cepell MUTbHOHIB

BEKTODIB BUKOPHUCTOBYIOTHCSI METOIH
1HIeKcail, M0  JIO3BOJISFOTH IIBAIKO
3HAXOIUTH "cycinui" BEKTOPH B

0araToBUMipHOMY TIPOCTOPI.

4. TlopiBHSHHS TaNpUUHATTA pilIEHHS.
OTpuMaHull BEKTOp O3HAK OOIMYYSI-3aIUTY
V3anuT NOpiBHIOEThCS 3 BEKTOpamMHu B 0asi
maHux Voasa.

Jani cuctema 0OUMCIIIO€ METPUKY BiJCTaH1
a0o moxmiOHOCTI MDK V3amuT Ta OgHMM abo
KiJIbKOMa Vo6a3za. Haiinommupenimoro
METPUKOIO € KOCUHYCHA MOJ10HICTD

-V

3anuT 6a3a

IToxiOHicTh =

v, I-1v, |

samir Gasa (1)

Uum Onwokdye 3HaueHHs 10 1, TUM BHIA
HMOBIPHICTb, 1110 1Ie Ta cama ocoba. [IpuiiHarTs
pilieHHsT BiIOyBa€eThCsl 3TIAHO YMOB, SKi
noxano B Ta0m. 1.

[ToporoBe 3Ha4eHHS — 1€ 3HAYCHHS, SKE
HAJIAIITOBYETHCSA. BCTaHOBIIEHHS BHCOKOTO
MOPOTY  3MEHIIY€ KUIbKICTh MOMMIKOBHX
CIpalbOBYBaHb, aj€ MOXE  30LIBIIUTH
KUIBKICTh XUOHUX BIMOB 1 HaBmaku. OCKIIBKHU
Face Recognition € moTy>KHUM 1HCTPYMEHTOM
s igeHtudikarii Ta Bepudikarii ocobu, Tomi
caMme JJaHa TEXHOJIOT1s BiAIrpae KpUTHUHY POJIb
y  CydacHHX  CHCTeMaxX  MPOKTOPHUHTY,
3a0e3meuyroud  KOHTPOJb 33  TMOBEHAIHKOIO
SMART TECHNOLOGIES:
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€K3aMEHOBaHUX i qJac BiggazeHoro
TECTyBAaHHS.
Taoauus 1
Pexum Meta IMpouec YmoBa
yemixy
Bepudix | IlintBep | IlopiBas | [TomiOHicTE>
aris JINTH, HHSA =ITopir
(11) Jaige} V3am4T 3
Vsamur OJIHUM
BIAMOBIT | Veasa.
ae
3asBJICH
oMy
V6a3a-
Inentudi | 3naiitu, | [lopieas | [TogiOHICTbma
Kaltist XTO € | HHA =>=Ilopir
(1:N) ocoba Vi 3
Vsamur ycima
cepea V6asa
ycix y
0asi.
Cucremu MIPOKTOPIHTY J03BOJISIIOTH

3acToCcyBaTH €(QEKTHBHIIINN KOHTPOIb 32
poOOTOI0  KOpHCTyBada 3  €JIEKTPOHHUMH
pecypcamu, 0COOIMBO B IpoIEcax MEPEBIPKH
3HaHb. [IpokTOpiHT — 1e mpoueaypa
KOHTPOJIIO OHJIAWH-EK3aMEeHy UM IpoIecy
TECTYBaHHs y PI3HHMX Taly3sx Ta BiJIOBIJTHO
pI3HOI CKJIAIHOCTI, J€ 3a BCIM IIPOLECOM
CIIIJIKY€ JIFOIMHA, SIKY Ha3UBalOTh IPOKTOP.

31 cBoro OOKy, IIpolec MNPOKTOPIHTY

BUKJIIOYAE Oynb-sIKy 3aIliKaBJIECHICTh
HaBYAJBHOTO  3aKiagy B pes3yabrarax
€K3aMEHIB, I03asK TMPOKTOp — 1€ He

eK3aMeHaTop, a He3aJlekHa ocoba. Buainsaors
TPU TUIH MIPOKTOPIHTY:
—  CHHXPOHHUH  NPOKTOPIHT
MIPOKTOPIHT Y peajJbHOMY 4aci;
— ACUHXPOHHUH MPOKTOPIHT;
— aBTOMATUYHHUNA TPOKTOPIHT [3].
Ha cporoni icHye HU3Ka TOTOBHUX PIllIEHb B
KOHTEKCTI ~ MpPOTOPUHTY,  SIKI  IIUPOKO
BUKOPHUCTOBYIOTBCS 1 HaJalOTh MOXKIIUBICTh
iHTerpamii = 3  ICHYIOUMMH  CHUCTEMaMH
OILIIHIOBaHHS Ta KOHTPOJIIO 3HAaHb, TAKUMH SIK
Moodle, Stepik ta StartExam [4].
Inentudikamii oO6mMuYYs - 1€  CKJIaJ0Ba
aBTOMaTH30BaHUX  CHCTEM  IPOKTOPHHTY.
Ex3amenaniiitauii 1eHTp, SAKUN € BiIJaJICHUM
CEPENOBUILEM KaHIUaTa, CTBOPIOE 3HAYHUI
Ha0ip 3OBHIMHIX NEpemKoa, M0 MPsSMO
25
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YCKIIQIHIOIOTh (DyHKIIOHYBaHHS cucteM Face
Recognition. OCHOBHI 30BHIIIHI TMEPEITKOIN
BKJIIOYAIOTh HECTa0lIbHE OCBITIIEHHS (3MiHA
IPUPOTHOTO YK IITYYHOT0), TOSIBY INHAMIYHUX
TiHEeH Ha 00IMYYi, a TAKOXK MOCTYpaNIbHI 3MIHU
Ta pyXx ToJoBM KaHmunmara. KpiMm Toro, Ha
TOYHICTh BIUIMBAE YAaCTKOBE MEPEKPUTTS
o0nMYYs Yepe3 OKYJSpU YU BHIIQJKOBUH PyX
PYK, IO MOPYIIYy€ IUTICHICTh BXIIHUX JaHUX
TUTS 010METPUYHOTO aHayi3y. i
HEKOHTPOJIbOBaHI aTMOC(EpHI Ta MOBEIIHKOBI
(dakTOp  BHMaralTh Bl  QJITOPUTMIB
NPOKTOPUHTY ~ BHUCOKOi  HAmiHOCTI  Ta
e(eKTUBHOI HOpMai3amii 300paKeHHS IS
30epeKeHHs SIKOCTI 010METPUYHOTO BEKTOpA.
Ili nmepemkonu BIUIMBAIOTH Ha KITFOYOBI

METpUKH  mpoaykTuBHOcTi.  HecraGinbHe
OCBITJICHHS, TiHI Ta IEPEKPUTTSI IPU3BOIATH J10
3HagHoro  30umpmeHHss ~FRR  (wacrtora

MMOMUJIIKOBOI BiIMOBH). Lle BinOyBaeThCcs TOMY,
110 CTIOTBOPEHHS 300paKCHHS 3MIHIOE BEKTOP
O3HAK KaHJUJIaTa HACTUIbKU, IO CHCTEMa
MOMWJIKOBO  BigMoOBIsie y  Bepudikamii
3aKOHHOMY KOPHCTYBaueBi, T€HEPYIOUM XHOH1
MOTIepE/DKEHHST a00 TepepuBarOyd TECT. Xoda
BB Ha FAR (gactora mOMHIKOBOTO
JIOTTYCKY) MEHIII BUPAXEHU, IPIOPUTETOM ISt
Ha/AIHHOCTI NMPOKTOPUHTY € MiHIMi3alis came
FRR, mo Bumarae BIOCKOHAJICHHS aJTOPUTMIB
JUIs  KOMIEHcalli LUX HemnependadyBaHUX
30BHILIHIX (PaKTOPIB.

[IpoGnemu, gki HaBeleH1 BUILE TPU3BOIATh
JI0 HEBHU3HAYEHOCTI y JaHUX OlOMETPUUYHUX
cucreM. llg  HeBM3HaueHICTH  MOTpedye
3aCTOCYBaHHS CIewiaai30BaHOro
MaTeMaTUYHOTO amapary, HalpHhKIajg Teopii
HEUITKUX MHOXHH, JJISi TIPUHHATTA HaJidHUX
pillleHb y TMPOKTOPUHTY Ta OlOMETPUYHIM
Oe3melti 3arajom.

HeuiTtka norika € o0coOIMBO I[IHHOIO B
6iomeTpii Ta MPOKTOPHHTY 1 Il TMOB’S3aHO 3
THUM, L0 PILIEHHS NPO 1AEHTU(IKALII0 PIIKO
OyBaroTh aOCONIOTHO OiHAPHUMU (IACHTUYHUI
a00 HEeiIEHTUYHU).

3aMiCTh BCTaHOBJIEHHS YKOPCTKOTO IMOPOTY
MOAIOHOCTI, HEYITKA JOTiKa MOXE OIIHIOBATH
pesyneTar nopiBHAHHA sK: "VIMoBipHO me Ta
cama ocoba" (u=0.95), "IlorpiOHe momaTkoBe
niarBepkennsa”  (u=0.6), abo "Huzbka
iMoBipHicTh 30iry" (pu=0.1). 3aBasku LbOMY

26

CUCTeMa MOXKE€ THYYKIIIe pearyBaTd Ha
BapiaTHBHICTh, BUKJIIMKAHY TIEPEIIKOaMHU.
Teopiss  HEYITKUX  MHOXHH  JO3BOJISIE
e(DEeKTUBHO MOJIEIIOBAaTH BIUIMB 30BHINIHIX
MEPEeIKo]] €K3aMEHAIIHOTO CEepeOBHINa Ha
O0iomerpuuny cuctemy Face Recognition Ta

KUIBKICHO OIIIHIOBATH JIOCTOBIPHICTH
imeHTudikamii B yMOBaX HEBU3HAYEHOCTI.
OCHOBHUM KPOKOM € MIEPETBOPCHHS

00'€KTMBHUX METPHK SKOCTI Kajpy (YHcCenbHi
3Ha4YEHH:) Ha Cy0'€KTUBHI JIIHTBICTUYHI 3MiHHI,

SKI  MOXYTh OyTm 00poOJeHI HEJITKOIO
JIOTIKOIO.

Bxigai  miHrBicTMYHI  3MIHHI 24— L€
BUMIPIOBaHI ~ XapaKTEPUCTUKHA  3OBHIIIHIX

NEepEIIKO/], [0 BIUIMBAIOTh Ha sKicTh Face
Recognition. BoHn 03Ha4aroTh SIKICHI OI[IHKH

YUCIIOBUX  TOKAa3HUKIB,  OTPUMAaHHX 13
BiJICOIIOTOKY.
Taoanns 2
B.me.a bazoBuit
mHrBictu- | Ilpu3HaueHHs .
YHA 3MiHHA fpoctip
OcsimiieH- | BigoOpaxae Miamazon
HS piBEHb 3Ha4Y€Hb
SICKPaBOCTI Ta | cepemHboi
PIBHOMIPHOCTI | SICKpaBOCTI
OCBITJIEHHSA nikceniB (Big 0
o0y, no 255 abo
HOpMaJTi30BaHUH
Jlianas3oH).
SxicTh Binobpaxae Miamazon
KaJipy CTYIIiHb 3HaYEeHb METPHUK
pi3kocTi Ta | pi3KocTi
BiZICYTHICTb (HampukiTan
IIyMy/po3MUT- | Bapiamis
TS Ha | Jlammaciana).
300paxKeHHI
o0y s,
Cryminb Bino6paxae HiamazoH KyTiB
BIJIXHJICHHS | KYTOBY TIOBOPOTY,
pakypcy PI3HHIIO MDK | 3a3BUYal
MOTOYHHM BUMIPIOETbCS B
MOJIOKEHHSIM | Tpajycax.
o0myus  Ta
($poHTATEHUM
(erasmmoHHUM)
PaKypPCOM.
Bximgui  miHrBicTMYHI  3MIHHI — 1€
BUMIPIOBAHI  XapaKTEPUCTHKH  30BHIIIHIX

MEpelkoy, 110 BIUTUBAIOTH Ha AKicTh Face
Recognition. Born o3HauaroTh SIKICHI OIIHKH

SMART TECHNOLOGIES:
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YHUCIOBUX  TOKAa3HUKIB,  OTPUMAHHUX i3
B1JICOTIOTOKY.

IToOynoBa pyHkuii npuHATEKHOCTI P A5
BXiTHUX 3MIHHHX

@ynkuii  npunanexHocti  (MF) W
BHU3HAYaIOTh, HACKIUIbKU YHCIIOBE 3HAUEHHS X
HAJICKHUTD JI0 MEBHOTO JIIHIBICTUYHOTO TEpMY
(HampuKIIan "Hu3bKe" qu "Bucoke").
Haifuactime BHKOPUCTOBYIOTHCSI TPUKYTHI,
Tpanenienoaioni ado ['ayccori MF.

[Tpuknax 1t 3MiHHOI "OCBITICHHA":
"Huseke": u € [0,1], AKILO cepenHs
SICKpaBiCTh MEHIIIE IEBHOTO Topory, U =~ 1.
"Cepenne": i € [0,1], sKmo sACKpaBicTh Yy
MeXax ONTUMAJILHOTO Jialta30Hy.

"Bucoke": u € [0,1], sKmO OCBITIEHHS
3aHaATO {HTEHCHUBHE a6o BUKJIMKAE
nepecBivyBaHHS.

PesynpraroMm poOOTHM HEWITKOI CHUCTEMHU €
BHXIiJHA 3MiHHA, KA KUTBKICHO OIIIHIOE JTOBIpY
10 G10METPUYHOTO PEe3ybTaTYy.

[Ticns dasudikamii BXiTHIX 3MIHHUAX, TAKHX
SK OCBITJICHHS, Pe3yJIbTaTOM POOOTH HEYITKOi
CUCTEMH € BHXIiJHa 3MiHHa — KOeQIIi€HT
noBipu inentudikamnii (K1), sxuit KiIbKICHO
B1J100paka€e CTyIiHb HaJITHOCTI 010METPUYHOI
Bepu(dikamii 3 ypaxyBaHHSM  BHSBICHHX
30BHIMHIX mnepemkoa. KoediuieHT noBipu
3aJIeKUTh Bl MMOBIPHOCTI, 3a SIKOIO MOXKHA
CTBEp/UKYBaTH, 110 TpaHWYHA MMOXUOKa Oyne
rapaHtoBaHa B 3agaHux Mexax [5]. KII e
MHOKHUKOM, SIKMH MOXe OyTH 3aCTOCOBaHUM
IO OCHOBHOIO IIOKa3HHWKa I0mIOHOCTI ado
BUKOPUCTOBYBaTHCA  JJsi  TOPIBHSHHSA 3
nuHaMmivHuM — moporom.  KJII  3a3Buyait
BU3HauaeTbcs B iHTepBami [0,1], me 1 -
MakcuMaibHa JoBipa, a 0 — BIJACYTHICTh
TOBIpH.

Jlns  BuximHoi  3MiHHOi  KJII  Takox
BU3HAYAIOThCSl  JIHTBICTMYHI ~ TepMH  Ta
BIJIMOBIAHI (PYHKIIIT TPHHATIEKHOCTI.

e "Huzpka gmomipa": KIAI u=1 y
HIDKHBOMY Jiana3oHi (Hampuknazn [0,
0.4]).

o '"[lpuitnaraa nosipa": KAl u=1 y
CEepeNHhOMY  Jliama3oHil  (HANMPHUKIIAL
[0.3, 0.7]).

e "Bucoxka gmomipa": KIAI u=1 y
BEpPXHbOMY Jliana3oHi (Hampukiaz [0.6,

1.
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ITicns Bu3HAYeHHS [UX JHHIBICTUYHHAX
tepmiB g KJ/[I, wa HactymHomy eTari
dbopmymroeThcsi 0aza  TpaBHI  HEYITKOTO
BUBEJICHHS, JI€ 1[I TEPMU BUKOPUCTOBYIOTHCS
JUIs  3B'I3yBaHHS BXIHUX TEpemKkoy i3
IPOrHO30BaHUM piBHeM JoBipu. IlpaBuna
MOJICITIOIOTh, SIK TOETHAHHS HECHPUSTIMBHX
YMOB 3HIKY€E JIOBIpY J10 1I€HTH(IKAIIII:

IF (OcBitnennst € Huzpke) AND (Pakypc €
Bucoxke Bigxunenns) THEN (K/II € Hu3bka no
Bipa)

IF (Skicte kampy € Bucoka) AND
(Ocgitnenns € Cepenne) THEN (K1 € Bucoka
JIOBIpa)

IF (Pakypc € Hwusbke simxwmmenus) OR
(Skicte xaapy € Bucoka) THEN (K/II e
[puitasaTHa nOBipa)

3a3Buyaii BUKOPUCTOBYETHCS METOJ
Mamdani a6o Sugeno. Ha mpomy erarmi
BU3HAYAIOTHCSI CTYNEHI BHUKOHAHHS KOXHOTO
IpaBWiia MUISIXOM 3aCTOCYBaHHS OIEPaTOPiB
min ans AND a6o max qis OR o ctyneHis
HAJI)KHOCTI BXITHUX 3MIHHHX.

[Ticns BUKOHAHHS BCIX MPABUIJI OTPUMYETHCS
HeUiTKa BHXiJHa MHOXWHA (CyKyIHICTb
aktuBoBaHux TepmiB KJII). Jlns npuitHaTTs
YITKOTO PpIMIEHHS L0 HEYITKy MHOXHUHY
HEOOXiTHO TEPETBOPUTH Ha €IMHE YHCIIOBE
3HadyeHHsA. Llelt Bij JIHTBICTUYHOI OIIHKH JI0
YHCIIOBOTO  PE3yNbTaTy  peaii3yeTrbcs  3a
JIOTIOMOT 010 TIporiecy nedazudikartii.

Hedaszudikaliis € mporeIyporo po3paxyHKy
3BHYAMHOr0 3HAYEHHS BHUXIIHOI 3MIHHOI Ha
OCHOB1  y3arajllbHEHOTO0 HEYITKOrO0 YHCIa,
OTPUMAHOTO Ha eTami aKyMymasmii — JUis
BIAIIOBIAHOI BHUXIIHOI JIHIBICTUYHOI 3MIHHOIL
[6].

Metoa neHTpy TSKIHHS - HAUOIMPEHIINN
1 HAUTOYHIIINH METOI, 1110 TO3BOJIAE 30IHCHUTH
MPUBEICHHS JI0 YITKOCTI BUX1THOI 3MIHHOI 0€3
MOTIEPEAHHOTO AKYMYIIOBAHHS aKTyali30BaHUX
BHUCHOBKIB OKpemuX npasui [7]. Bin obuuciioe
IEHTP IUIOHI i 00'€IHAHOK HEYITKOIO
BHXIJHOO MHOXHHOI. OTpHMaHe 3HAYCHHS €
YITKUM  YHCIOBUM  KOe(illiEeHTOM JOBipH
imeHTudikarii.

Hns  merony LleHTpy TSDKIHHS — YiTKe
3HaueHHs KoeirieHTa MOBipH imeHTUdIKAIT
K Luirke 0OUMCITIOETHCS 32 (HOPMYIIOIO:
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Z? 1L - #aniﬂ(mi)

K/lLiree = S
HITKE Zz’ l,umlxi:l(mi)

2)
ne:

Xi - JIACKPETHE 3HAYCHHS BHXIJIHOTO
yHiBepcymy (MoxxnuBi 3HaueHHs KT Bixg 0 1o
1).

Wsuxin(Xi) - arperoBana (yHKIIisI HAICKHOCTI
BHUXIJIHOI HEYITKOI MHOXHHH Yy TOYI X
(o0'emHaHHsT pPE3YNBTATiB YCIX AaKTHBOBAHUX
MpaBuI).

N — KUTBKICTh TOYOK AMCKPETU3AIII].

Otpumane qiTKE 3HAUYCHHS KJII
BHKOPHUCTOBYETHCS JUTST KOpEKIIii
OlOMETpUYHOTO  PINICHHS, TIOBSA3aHOTO 3

KOpPHUI'yBaHHSAM nopory. MakTU4YHHUM ITOKAa3HUK
OloMeTpuyHOT MOAIOHOCTI MHOXHUTBCSA Ha
K dlsirke, @00 K MOPIT U1 IPUHHATTS PillICHHS
OUHAMIYHO  migBUIIYyeThcs,  skmo  KJII
HU3BKUH, 3MYIITYIOYU CHCTEMY BUMaratu BUIILY
0610MeTpUYHY BiAMOBIIHICTH B YMOBAX MOTaHO1
SKOCTI Kafpy.

Sxkmo Klluime Manae HUXKYE KPUTHYHOTO
MOpOry, TO CHUCTEMA TEHEPYE MOMEPEIKEHHS
ab0 aBTOMAaTMYHO TNPU3YNUHSE TECTyBaHHS,
BHMAararuu BiJl KaHIUJaTa MOKPAIIUTH SKICTh
cepenoBHUIla (HampuKkmam, BUIIPaBUTH
OCBITJICHHS).

Ha Puc. 2 300paxenuii Fuzzy Logic
Designer 17151 mpoeKTyBaHHS HEYITKOI CUCTEMH,
sgKa 3[JaTHA OIIHIOBAaTH SKICTb CEpeIOBHINA
TECTYBaHHs Ha OCHOBI TakMX BXIJHHUX
napamerpis, sk "Ocimiennsa" ta "Pakypc". L
HediTKa cUCTeMa, 1110 BUKOpUcToBye MamyaHi-
QNTOPUTM 1 OOYHMCIIOE KIHIIEBUH TMOKAa3HUK
"Kﬂ]:".

File Edit View

7 Untitied
_ (mamdani
-
L -

]

Paxypc
FIS Name: Unlitled FIS Type: mamdani

And method e .|| cumentvariable

Or method o = | [e—
Implication min =1 (el L

: Range [0255]
Aggregation max

Defuzzification oo - Help Close

Puc. 2. BeeneHHS BXITHUX 1 BUXIAHUX 3MIHHUX
Fig. 2. Entering input and output variables
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Hani  HeoOXiAHO  BHM3HAUYUTH  (YHKII]
MPUHAICKHOCTI )1 KOXKHOT 3MiHHO1. Ha Puc. 3
nponemMoHncTpoBano Membership  Functions
quis Buxignoi 3miHHOi KJII, sika € pesyiasratom
poOOTH  HEYITKOi JIOTIYHOi  CHUCTEMH B
aBTOMAaTHU30BaHOMY IIPOKTOPHUHTY.

Hns  wiei  3MIiHHOI  BH3HAY€HO  TpPHU
JIHTBICTUYHI ~ TEpPMHU: «Hwu3pka noBipay,
«IlpuitaarHa nosipa» Ta «Bucoka noBipay,
10 OMKCYIOTHCS TPUKYTHUMU Ta Z-TI0A10HUMU
¢byHkuisMu npuHanexHocTi. Takuit po3momin
JO3BOJISIE  CHCTEM1 JHU(EPEHIIIOBaTH SKICTh
610MEeTPUYHOTO aHasizy, ne TEpM
«[IpuitnsaTHa nMOBipa» JOCSITae CBOTO
MakcuMymy mpu 3HadeHHI 0.6. Lle o3Havae
JOCTaTHIN piBeHb CTAOUIBHOCTI JaHUX HAaBITh
3a HassBHOCTI HE3HAYHUX TTCPEIIKO]I.

KII  KUIbKICHO  OIIIHIOE  HaJIMHICTH
6iomerpuuHOi BepHdikamii 061ry4s B yMOBax
30BHIIIHIX TIePEIIKO/ eK3aMEeHaliIiiHOTO
HeHTpy i mepeOysae B aiamasoHi [0, 1].

File Edit View

FIS Variables Membership function plots ik reine 181

m Hieia_aceipa NpwinsTHa_aosipa Bucoka_aosipa
Oceimewia K1l
Parypc
|

output variable "K™
Current Variatie Current Membership Funcion (click on MF to ssiect)
Name Kl Name MpwitHATHA_RoBipS
Type output Type trimf

Paroms 030609

Range 1
Display Range 01 Help Close

Selected variable K"

Puc. 3. Membership Functions mrs K/II
Fig. 3. Membership Functions for ICF

Jani HaBeAeHO CTBOpPEHHS 0a3u MpaBUI
HeuiTkoro BuBeaeHHa. Hampuxmnan, [Tpasuio 1
("If (Ocsitnenns is Huspke) and (Pakypc is
Bucoke BigxuiaeHHs) then (K1 1S
Husbka noBipa)") BimoOpaskae JIOTIKY, 3TiAHO 3
SKOIO  HAasBHICTb  JIBOX  HECHPUSTIMBUX
(dakTopiB  OIHOYACHO  TMPU3ZBOAUTH  JIO
HAaWHWKYOTO PIBHSA JIOBIPH JI0 TPOIECY
imeHTudikarii.
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File Edit View Options

(KA is Buooka_sx ) (1)
then (KFll is MpsitaTia_tosipa) (1)

it and Then
OcaiTneH is Pakype s KAlis
Hnzexe Hu3exe_Bipunens Husbka_osipa
Copanic BCOKB_BUIXMNGHHA MpesiHaTHA_BOBIPS
Bucoks rone Bcoka_nosipa
none none

] ot __|mot [ |not

Connection Weight

®)and Deleta rule Add ke Change rule
Puc. 4. baza npaBui1 HEUITKOTO BUBEACHHS
Fig. 4. Fuzzy inference rule base

Ha Puc. 5 HaBeneHo pe3ynbrar BUBEIEHHS
pobotu mpaBui. Ockinbku oOuzaBa (akropu,
1[0 MOTIPIIYIOTh SKICTh (HU3bKE OCBITIICHHS Ta
BHUCOKE BIIXWJICHHS DPaKypcy), MPUCYTHI, TO
HEUiTKa CHCcTeMa pOOUTh BUCHOBOK, IIIO JIOBipa
70 pe3ynbTaTy OioMeTpuyHOi iaeHTH]iKaIil
Hu3pka. Ili  ymMOBM  3HOMKH  CYTTEBO
YCKJIQJIHIOIOTh Tpolec iieHTrudikaii y 38’ s13Ky
3 HEAOCTaTHHOKO KUTBKICTIO JeTaneil oOmuyus
Ta BUKPUBIEHHS 1 Il MPHU3BEIUI JI0 TOTO, IO
crcTeMa BHJATa HU3bKUN Koe(]ilieHT IOBipm
inentudikarii 0.377.

VY peanbHiii CHCTEMI NMPOKTOPHHTY TaKHUN
Huzpkuil  KJII € mpuBiioM 3reHepyBaTu
MOTICPE/DKEHHST  JUII ~ KOPUCTyBa4a  THITY
"MoKpalTe OCBITICHHS, MOBEPHITh 00mnyus" i
T.II.

+

Flle Edit View Options

Ocsitnennna = 70 Paxypc = 35
e P e

* [
: e ]
]

: — ] [ |
] [

— |

Input | [7p.35) Plotpainis: 19, Move: [ ten | nght | down | up

Opaned system Unlilad, 6 nules Help Cl

)

Puc. 5. Pe3ynbrar BUBEACHHS po60Ti/1 MPaBUIT
Fig. 5. The output of the rules operation

[I{o0 3aBepmUTH MEPEBIPKY, OyJI0 BBEIEHO
3HAUEHHS JJIs CIIEHAPII0 BUCOKOI JOBIPH, KOJIU
ocBimienHs = 150, a pakypc = 5 (Puc 6). IIpu
TaKAX TapaMeTpu O3HA4YalOTh XOPOIIi YMOBH
3MOMKH Ta MiHIMaJIbHUH PyX TOJIOBH 1 CUCTEMA
BHJIA€ BHCOKHI KOe(IIiEHT hi(0):31)7
inenTudikamii ~0.9.
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File Edit View Options

Oceitnenns = 150 Parypc =6

inpat | [150.5; Fiot points o Move: | ieft | right || down | up

Opened system Urilitied, 6 rues Help Close

Puc. 6. Pe3ynbrar BuBeieHHSI pOOOTH MPaBIII TPU
CIIPUATIIMBUX YMOBax

Fig. 6. The result of deriving the rules under
favorable conditions

Ha Puc. 7 mnokazano Bicb X BH3HAuae
OcsiTiienns B aiama3oni Big 0 go 255. e €
SCKpaBiCTIO cepenoBuiia. Bick Y — pakypc B
nmiamasoni Bigm 0 g0 45 1 BU3HAuae KyTOBE
BinxuieHHs rooBH (0° - pponTansHO). Bick Z
—1e KIIBig 0 mo 1 - uncnoBe 3Ha4CHHS JOBIpH,
ne 1 - MakcuMalnbHa J10Bipa.

Maxkcumanbna fosipa. [lik 3HaxoquThCS 1€
ocBiTieHHs ~150-250 (cepenne abo BHCOKe), a
pakypc ~0-10 (mpu HU3BKOMY BIIXMJIEHHI 1
o0muyust pponTanbue). [Ipu ontumanbHUX ab0
IPOCTO  XOPOIIMX YyMOBax 3HOMKH Ta
MIHIMaJIBHOMY pYyCl TOJOBH (3aJ0BUIbHSE
ymoBu mpaBuit Ne3 1 Ne5), noBipa [0
inmeHTudikaIi HalBHIIIA.

MinimaneHa fnoBipa. IIpoBan 3HaxomuThbCA
TaM, Je HU3bKe ocBiTIeHHs ~0-50, a pakypc
Ma€ BHCOKe BigxujeHHs ~ 40-45. e
miaTBepKye  mpaBuino  Nel - komum
MOEJHYIOThCSL JIBa HECHPUATIUBUX (aKTopa
(TeMHOTa Ta 3HAUYHUII MOBOPOT TOJIOBH), TO 1€
MPU3BOIUTH 10 pizkoro naaiaas K/II 1 B Takomy
BUIMAJIKy HEOOXiJHEe HerailHe BTpydYaHHS
CHUCTEMH MPOKTOPHUHTY. SIKIIO OCBITJIEHHS
nocryrnoBo mamae 3 150 mo 50, to K/II
3HWXKYEThCS IUIABHO, a HE CTPUOKOM, K 1€
B1J10ysI0Cs 6 Y KJIAaCHYHIH CHCTEMI 3 KOPCTKUM
O0iHapHuM 1oporoM. Ilg mIaBHICTE POOUTH
CUCTEMY CTIMKIIIOI [0 HEBEJIUKUX, alie
MOCTINHUX KOJIMBaHb 30BHIIIHBOTO
CepeoBHIIa.
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&

Flle Edit View Options

Pakypc v Ocaimnenis

X inpat) R B Y finputy s 5 Z (output) Kol
X Mesh Points 15 ¥ Mesh Points
Ref Input Plotpoints 10, Help Ciosa

Ready

Puc. 7. 3D-moznens 3anexxHocTti K1 Big ocBITICHHS

Ta paKypcy
Fig. 7. 3D model of the dependence of ICF on
lighting and angle

Jlis  po3yMiHHS TIepeBard 3acTOCyBaHHS
HEYITKOI  JIOTIKM  HEOOXITHO  BHUKOHATH
Bi3yamizaimito 3a jgomomoror Tpadiky. s
LBOTO HEeOoOX11HO 3MIHUTH byHKii
npuHaNexKHocTi Ha [ayccoBi (gaussmf) st
ocBiTieHHs Ta pakypcy y MFE (Puc.8).

LS
-

File Edit View
FIS Variables Membership function plots

X X

Ocaimnerss  KIl

Huzesa Cepenne Bucoxe

AN
Parypc

input variable "OcaiTneHHa
Current Variabla Current Membership Function (click on MF to select)
Name OceiTnersA Name

Typa inpul Type qaussmf

Parans 4450 240 8
Range 102581 [4ess 20l
Display Range 10255 Help Close

Changing type of "Bucoxe” to “gaussmf"

Puc. 8. 3mina gynkuii npuHanexxnocti Ha gaussmf
Fig. 8. Changing the membership function to
gaussmf

Ha Puc. 9 300paxeno rpadik "Brmus
OCBITJICHHS Ha PIIIEHHS MPO 1ACHTU(IKALIION,
7€ TIOPIBHIOETHCS KJaCMYHA Ta HEJiTKa
CHCTEMH.

Ha upomy rpadiky BimoOpaxeHo /1Bl KpUBI,
AK1 JEMOHCTPYIOTh PI3HUIIIO Y peaKilii CucTeMu
Ha 3MiHY BXIJTHOTO [TapaMeTpa OCBITICHHS.

30

FIGURE

ET OO DE B EE

Save As
Show Coda Tile  Subtitle label  Y-label  legend  Colorbar  Grid
L ND ANNCTATIONS

Figure 1 % Figure 2 x

&
f Bngve OceitnexHn Ha PiwenHa npo lneHTudikauin: NopievauHa Knacnyxoi 1a HewiTkoi Cuctem

[Emp—— inay OpMT :::1.:'n1,|

Ouinka Piwennn / Koedivient Josipu lneHTudikauil (KO

L 1 . 1 s
(] 50 100 150 200 250 300
OcaiTneHHA (YMOBHI oauHMUI) E

Puc. 9. [lopiBHSIHHASA KIIACUYHOI Ta HEUITKOI CUCTEM
Fig. 9. Comparison of classical and fuzzy systems

YepBoHOIO MTyHKTHPHOIO JHI€I0
MO3HAYAETHCSI KpUBAa KJIACUYHOTO OiHAPHOTO
anroput™my. Knacuunuii 6GiHapHUN aaropuT™ -
METONl TPUUHATTA pIMICHHS, SKHA OMHCY€E
pi3Kuil, CTymiH4YacTUi Tmepexif BiJ OTHOTO
CTaHy /IO TPOTHJICKHOTO, KOJIW BXIiTHHA
mapaMeTp  JOCAra€  MEeBHOTO  YKOPCTKO
BCTAHOBJIEHOI'O MOPOroBoro 3HaueHHd. Kpusa
Mae Qopmy crymiHyactoi (QyHKuUii, TOOTO
xopctkuii mepexin. Jlo ocBimienHs <100
omuuuis KJII mopiBHroe 0, ToOTO 116 Oyne
BiIMOBa 200 MiHIMabHa J0Bipa. Oxpasy micis
Ocsitnenns > 100 omgwamie, KJI mMurreBo
ctpubae o 1. Ile o3Hauae momyck abo MOBHY
JIOBIpY.

Konmu € He3HauHe KONMBAaHHSA OCBITJIEHHS
HaBKOJIO ToporoBoro 3HadeHHs 100, 1O 1s
CUTYAIisl IPU3BOAMUTD A0 Pi3KOi 3MIHHU PIIICHHS
3 "momyck" Ha "Bimmoma'. Ile mpuszBOOUTH A0
BHUCOKOI 4acToTy moMuikoBoi BiiMoBu (FRR) y
peallbHUX YMOBaXx.

CuHsg cynuibHa JIiHIS TI03HA4Ya€ KpPUBY
HeuiTKoi cuctemu. KpuBa nokasye rniaBHul S-
nmomiOHMIA TIepexiJl y Aiama3oHi OCBITICHHS Bijl
50 no 100. B Takomy rpadiky pimeHHs
3MIHIOETBCSI TOCTYMOBO: KOJHM OCBITJIEHHS,
meHie 3a 50, K1 rpumaeTsest 6mmsbko 0.6 1 11e
0a30BHil piBeHb JOBIPH CHUCTEMHU IPU PaKypcl
5°, a moTiM 1u1aBHO 3poctae i gocsrae 0.9 micns
100 oguHHUIL OCBITJIEHHSL.

VY kputnyHiii 30H1 HaBkoj0 100 pimeHHs He
cTpubae. 3amicTh TOrO, 00 MepexoauTu Bix 0
no 1, KII mmaBHo 3MiHIOeThCs. Lle mo3Boise
CUCTeM] KopuryBatu (iHaJIbHUH TOpIT 1
MiHIMI3yBaTH TOMMJIKOBI CHpAIIOBAaHHS, SKi

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 4(17), 2025, 23-31



Information technologies

MOB'sI3aHl 3 BXIJHMMHU JTaHUMH, SKI MICTITh
IITYMHU.

BUCHOBKU

Po3pobnena HeuiTka cucTeMa BUBEICHHS Ha
ocHOBI mpaBwi Mamdani, sxa TpaHchopmye
MOETHAHHS HECIPHUATIMBUX BX1THUX (haKTOPiB
y eauHe diTke uyucinoBe 3HadeHHs KJII 3a
JOTIOMOTOI0  METOAY  LEHTPY  TSDKIHHA.
Pezynpratu 3D-mopentoBaHHS
MIATBEP/UKYIOTh, IO B ONTHMAJIbHUX YMOBaXx
KJII csrae MakcMMajbHUX 3HA4YCHb, TOII SIK
MOETHAHHS JIBOX HECHPUSTIUBUX (PAKTOPIB
npu3BoAUTE 10 piskoro maminas KT Ile
JIO3BOJISIE CUCTEMI TMPOKTOPUHTY HE JIHIIE
NPUKAHATH PIICHHS PO iIeHTU(IKaIiIo, ane i
JUHAMIYHO KOPUTYBAaTH TOPIr Bepudikarii.
[Ipu curyarnii, konu kputnaHO HU3BKUH K/II,
CUCTeMa Mae aBTOMAaTUYHO TE€HEepYyBaTU
MoTIepeHKEHHS a00 MPU3YIHHATH TECTYBaHHS.
3acTOCyBaHHSI HEUITKOi JIOTiKM 3abe3neuye
PO3pOOKY HQTIMHIMIUX Ta CIPaBEIIUBIIINX
CHUCTEM KOHTPOJIIO aKaJIEMIYHO1 I00pOYeCHOCT1
B YMOBax HECTaOUIBHOTO eK3aMeHaliiHOTO
CepeloBUILA.
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Applying fuzzy logic to increase the stability
of biometric identification in proctoring systems

Yevheniia Shabala, Borys Korniichuk,
Sergiy Paliy

Kyiv National University of Construction and
Architecture,
Taras Shevchenko National University of Kyiv

Abstract. The article considers the need to
implement the mathematical apparatus of fuzzy sets
to increase the reliability of biometric facial
identification in automated proctoring systems in
examination center conditions. Attention is drawn to
the fact that the external environment is unstable
(fluctuations in lighting, shadows, deviations in
perspective). This leads to a degradation of the
accuracy of classical binary algorithms and an
increase in the frequency of false failures. A
combination of fuzzy logic is proposed to handle
input data uncertainty. Objective frame quality
metrics are transformed into linguistic variables
("lighting", "angle") with the construction of
corresponding membership functions. As a result of
the operation of a fuzzy system formed on the basis
of rules using the Mamdani algorithm, an
identification confidence coefficient (CCI) is
obtained. An example of using CCI for dynamic
correction of the verification threshold is given.
This provides flexible decision-making and
increases the reliability of the proctoring system.

Keywords: fuzzy sets, proctoring, face
identification, identification confidence factor,
defuzzification.
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AHoTaniss. Y cTarti  poO3MISHYTO —3ajgady
OrnTUMi3aii MIPOCTOPOBOTO PO3MIIICHHS
CEHCOpPHUX BY3JiB y Micbkiil [oT-mMepexi Ha OcHOBI
OararokpuTepiaibHOT MiHIMI3aIii 3 OAHOYACHUM
ypaxyBaHHSIM  €HEPrOCIIOKMBAHHS, MEPEKEeBOI
3aTPUMKH Ta IUTBHOCTI IIOKPUTTS. 3aIIPOITOHOBAHO
MaTeMaTH4Hy MOJEINb, y SKili MiIChKa TEpHUTOpis
JTUCKPETU3Y€ETHCSI HA MHOKHHY KOMIPOK HOIUTY Ta
KaHIUIaTHUX TIO3HMIIIH, a BUOIp aKTUBHUX CEHCOPIB
OIUCYETHCsl OIHAPHUM BEKTOPOM pilieHb. L{inboBa
(yHKIIS iHTETpye TpH HOpPMAIi30BaHI KpHUTEpii:
3arajlbHi €HEPrOBHUTPATH, CEPENHIO 3aTPUMKY
JIOCTaBKU JIaHUX Ta BIOXWICHHS (HaKTUUHOT
IIUTBHOCTI TOKPHUTTSA Bifl LiJTBOBOTO MPO(LIIO.
Mogens MONMOBHEHO HA0OPOM TMPOCTOPOBUX 1
MEPEKEBUX OOMEKEHb, 1110 BU3HAYAOTH 3B’ A3HICTh
BY3JliB, 30HM TIOKPUTTI Ta  MaKCHUMAaJbHO
JIOITYCTHMY KiTbKICTh CEHCOPIB.

Jist Basinartii Mojiesi peasizoBaHo porpaMHHUiA
Monyns Ha Python, sikmii aBromaru3ye momryk
ONTUMAJBHHUX KOH(irypariii, mnoOymoBy Tpada
3B’SI3HOCTI, OOYMCIIEHHS YaCTKOBUX KPHUTEPIiB Ta
MOPIBHSIHHS ONTUMI30BaHOI  TOMOJOTIT 3
TpagULiHHIM I'PAaTKOBUM PO3MIIIEHHSIM.
ExcriepuMeHTanbHe  OLIHIOBaHHS BUKOHAHO 3
BUKOPUCTAHHSIM peajbHOro Habopy pnanux loT
Sensor Network Dataset, 1m0 MIiCTUTh pi3Hi
napamMeTpy CEHCOPHHUX MEPEXK 1 J03BOJISIE 3ICTABUTH

e(eKTUBHICTH  3aIPOTIOHOBAHOTO  MIIXOAy 3
TUTIOBUMH KOH(pirypamismMu. OTpuMaHi pe3ynbsTatiu
MPOJIEMOHCTPYBAIN CYTT€EBE 3HKEHHS

CHEProCIIOKMBAHHSI Ta CEPeAHbOI  3aTPUMKH
mepesadi, a TaKoX IOKPAIIEHHS MPOCTOPOBOT
MOBHOTU TMOKPUTTS MpH 30€pekeHHi KiJIbKOCTI
BY3JiB. 3ampomoHOBaHa MOJENb  3a0e3mnedye
30ayaHcoBaHe  ONTUMI3alliiiHe  pIlIeHHS  JUIs
Micekux loT-iH}pacTpykTyp 1 MOXKe CIyryBaTH
OCHOBOIO JUIsl TIOJAJIBIIOTO PO3BUTKY aJalTHBHUX
METOZIB TIIJIaHyBaHHS TOTOJIOTII B  CHCTEMax
«PO3yMHOTO MICTa.

Karwuosi ciaoBa: IloT-mepexi, ontumasnbHe
PO3MILIEHHS ~ CEHCOpiB,  OaraTokpuTepianbHa
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AHacTacia KoHgakoBa
AcnipaHT Kagedpu
Kibepbe3nekn Ta KOMM'tOTePHOI
if>xeHepii

ONTHMI3allisl, E€HEePrOCHOXHBAHHA,  3aTPUMKa,
HIUIBHICTh TIOKPUTTS, MiChbKa iH(PpacTpyKTypa.

BCTVII

CrpimMkuii  po3BUTOK  Michkux  loT-
1HGPACTPYKTYpP y KOHTEKCTI «PO3YMHHUX MICT»
CYIIPOBOIKYETHCS PI3KUM 3pPOCTaHHSIM YHUCIIA
CEHCOPHUX BY3J]iB, PI3HOPIAHICTIO Tpadiky Ta
CKJIaJIHICTIO ypOaHi30BaHOI TreoMeTpii, 110
poOUTH  3aBOaHHA  iX  ONTHUMAJIBHOIO
MIPOCTOPOBOTO PO3MIIIEHHS KPUTHYHO
BXJIMBUM JUIs 3a0€3MeUeHHs SKOCTI CepBiCiB,
eHeproe(EeKTUBHOCTI Ta HAJIMHOCTI CHUCTEMHU.
HasiBHi nocnmiKeHHs IepeBa)XKHO 30CepeIKeH1
Ha ONTUMI3alii MapupyTusauii, BuUOOpI
KJIACTEPHUX TOJIB YM KEPyBaHHI pecypcami,
OZIHAK 3HAYHO MEHIIE yBard MPHUIIJICHO caMe
MOYaTKOBOMY IJIAHYBAHHIO TOIIOJIOTIi — eTaIry,
ne BHU3HAYAIOThCS byHIamMeHTalbHI
BJIACTUBOCTI MEpeXi: UIUIBHICTh MOKPUTTH,
OYIKyBaH1 3aTpUMKH, OajaHC €HEeproBUTpaT 1
CTIMKICTb JI0 TIepEeBaHTaXEHb.

vy MICBKOMY CEpEeIOBHIIIL, 110
XapaKTepU3yeThCs HEPIBHOMIPHOIO 3a0y10BOIO,
30HaMH MEPEIIKO/ 1 BapiaTHBHOIO
IHTEHCUBHICTIO  1HQOpPMAIiiHUX  TOTOKIB,
BIICYTHICTh KOMIUIEKCHOI MOJIEJI PO3MIIIICHHS
CEHCOPIB MPU3BOIUTH 0 JIOKATIBHOI JIerpajarii
QoS, HanmMIpHOTO HAaBAaHTAXKEHHS Ha OKpeMi
BY3JIM Ta MEPEeI4acHOr0 BUYEPIAHHS EHeprii.
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Oxpemi poOOTH AEMOHCTPYIOTh €(PEKTUBHICTh
0araToKpUTEpiaIbHUX METOJIIB Y CIICIUpIYHUX
3aga4ax (€HEproOMEHEeKMEHT, MOHITOPHHT
MOXKEXK, IJIAaHYBaHHS TIOPUIHMX MEpPEeXK), ajne
HE TIPOMOHYIOTh YHIBEpPCAIBbHOI IUIHOBOT
¢dbyHKIii, ska O OIHOYACHO BpaxoByBasa
€HEpTilo, 3aTPUMKY Ta IMIUTbHICTh TOKPUTTS IS
crarioHapHuX Micbkux loT-mepex.

AKTyanpHICTh JaHOI POOOTH 3yMOBJICHA
noTpebol0 y MareMaTH4HO OOIPYHTOBAHOMY
METOAl  OaraToKpuTepiaibHOI  ONTUMI3allii,
3naTHOMY (OpMyBaTd TOMOJOTIT CEHCOPHHUX
Mepex, Akl 3abe3nedyroTh 30ajJaHCcOBaHE
€HEepProCIOKMBaHHS, MIHIMaJIbHI 3aTPUMKHU Ta
MOBHOIIIHHE TOKPUTTS MICBKOTO IPOCTOPY.
3anpornoHoBaHa B CTATTi LIbOBa (PyHKIlisA Ta
METOJI PO3MIIIICHHS CEHCOPIB CITPSIMOBAaHI caMe
HAa  PO3B’SI3aHHSA  LBOTO  KOMILJIEKCHOTO
3aBJaHHA, OI0 MAa€ SK TEOpPETUYHe, TaK 1
MpUKJIaJHE 3HA4YeHHS I [POEKTyBaHHS
MacmtaboBanux 1a  edexkrtuBHHUX  loT-
1H(ppacTPyKTyp pO3yMHOTO MicCTa.

CyuacHi JOCHI/DKEHHSI B Taily3i MICBKHX
[oT-mepex neMOHCTPYIOTh AKTUBHUM PO3BUTOK
METOAIB OaraToKpUTepiaabHOI ONTUMI3AII],
CIOpSMOBAaHUX Ha OJHOYACHE BpaxyBaHHS
CHEPrOCIIOKUBAHHS, 3aTPUMKH Ta  SKOCTI
CEHCOPHOIO MOKPUTTS, 10 (hopMye HayKoBe
MIATPYHTS TS 3aIIPOTIOHOBAHOTO TiIXOY.

Ilompu 3Haunuii mporpec y cdepi
eHeproe(eKTUBHOI MapuIpyTu3anii,
KJIacTepu3alii Ta JIWHAMIYHOI ONTHUMi3allii
pecypciB y wmicekux loT-mepexax, HasBHI
JOCHIJDKEHHST 31e01IbIIOT0 30CePeKy0ThCs
Ha MICJIATOINONOTIYHUX PIIIEHHAX — BHUOOpI
KJIACTEPHUX TOJIIB, yIpaBJiHHI
HaBaHTAXEHHSAM, aJanTauii MapupyTiB abo
onTUMi3alii MOOUTPHUX TpuiMadiB. 3HAYHO
MEHIIIe yBaru MpUIiICHO MOYaTKOBOMY €TaIy —

ONTUMAIILHOMY  PO3MIIIEHHIO  CEHCOPHHUX
BY3JliB, SKUH BHM3Hauae 0a3oBy  AKICTb
MTOKPUTTS, OYiKyBaHi 3aTPUMKH Ta

piBHOMIipHICTh eHeproBuTpat. CyyacHi poboTH
3a3BMYall BPAxXOBYIOTh JIMIIE OXUH abo 1Ba
Kkputepii  (eHeprito, abo 3aTpuMKy, abo
MOKPUTTS), IO HE JO3BOISE OTPUMATH
30anaHcoBaHy KOHQITrypaliio Mepexi B yMOBax
CKJIa/IHOT MICBKOT FeOMeTpii Ta HEPIBHOMIPHOTO
Tpadiky.

3anuuiaeTbcs  BIAKPUTOIO  MoTpeda B
yHIBepcaJIbHii OaraTtokpurepianpHiii Momeni,
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sIKa OJJTHOYACHO ONTHMI3y€ EHEPTrOCIIOKUBAHHS,
MepeKeBY 3aTPUMKY Ta NIUIbHICTh TOKPUTTS, a
TAaKOX JO3BOJIIE MAaTeMaTHYHO BU3HAYaTH
ONTUMAaJIbHI TIO3UIIIi CEHCOPIB Ha KapTi MicTa.
Came 1i HaykoBl W NpPHUKIAAHI HPOTATUHU

KOMIICHCY€E  3allPOIOHOBaHE  JIOCIIJKEHHS,
MPONOHYIOYM HOBY IIIbOBY (YHKIIIO Ta
HpaKTUYHAN METOJ TOMOJIOTIYHOTO

TUTaHyBaHHA MichKoi loT-mepexi.
META 1 3ABJJAHHS CTATTI

Mertoro poboTH € po3poOleHHs
OaraToKpuTepiaIbHOI MaTEeMaTHYHOI MOJEi
ONTUMI3aIlil PO3MIIIEHHS! CEeHCOPHUX BY3IIB Y
micekiit loT-mepexi, sika OHOYACHO BPaxoBYeE
€HEPrOoCIIOKUBAHHS, 3aTPUMKY TICpEIaBaHHS Ta
HIUTBHICTh TOKPUTTA. [[ns mocsrHeHHs miel
METH TiepeadadeHo moOyIoBy y3arajabHEHOI
1160BO1 (DYHKIII1, (hopMaTi3aliito MPOCTOPOBUX
00OMeXeHb MiCBKOT 1HPPACTPYKTYpH,
pPO3pOOICHHS AITOPUTMY MOIIIYKY
ONTHMAJBFHOTO  PO3TAIlyBaHHS BY3JiB Ta
MPOBEICHHS MaTeMaTHYHOTO MOJIEIIIOBAHHS Ha
JMICKPETH30BaHid  MICBKIH  TepuTopili 3
MOJANBIIUM aHaII30M OTPUMAHUX MOKa3HUKIB
e(heKTUBHOCTI.

3anpornoHoBaHa MoOJeNb SIBISE  COOOIO
3aa4y OaraToKpHUTepialibHOI MiHIMIZaIli, B
K17 MICbKa  TEpUTOPIs HIOTIEPETHBO
JUCKPETH3YEThCS HAa MHOXKHHY KaHIHJIATHHX
HNO3MLINA  JUIsI  PO3MIIIEHHS CEHCOpIB  Ta
MHOXKHUHY €JIEMEHTApHUX KOMIPOK TIOIHUTY.
Hexaili Ha xapTi MicTa 3aJaHO MHOXHHY
KaH/IUJIaTHUX TOYOK PO3MIIIEHHS CEHCOPIB S =
{1,2, ..., N} 3 Bimomumu koopauHaramu (Uu;, Vi),
a TAaKOXX MHOXKHHY KOMIPOK MiCBKOTO TIPOCTOPY
C=1{12,..,M} 3 xoopauHaTamu (pj, q;)-
BBaxkaerbcs, M0 1Sl KOXKHOI TTApU «CEHCOp —
KOMipKa» TIOMEpPeIHbO OOUMCICHO EBKIIiIOBY
BiJICTaHb

dj = \/(ui —p)*+(vi—qp3 (D
e dij — BIACTaHb BiJ 1-TO KaHIUAATHOTO
CeHcopa N0 J-i KOMIpDKH MicTa, Uj,Vj
KOOP/IMHATH i-TO KaHIMIaTHOTO BY31a, Pj, qj —
KOOPJMHATH LIEHTPY -1 KOMIPKH.

Byso BBeneHo GiHapHY 3MIHHY PO3MIILIEHHS
ceHcopa x; € {0,1}, sixa nopiBHIO€E 1, AKIIO B i-
74 KAaHIUIATHIA  1mo3uIii  BCTAHOBIIEHO
ceHcopHuil By3oi, 1 0 — iHakme. Jlyns onwmcy
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MMOKPUTTS MiCBKOTO POCTOPY
BHKOPUCTOBYETHCS JOTIOMIKHA OiHApHA 3MiHHA
yij € {0,1}, mo nopisnroe 1, AKIIO j-Ta KOMipKa
OOCITYyTOBY€TBCSI CEHCOPOM, PO3MIIIEHUM Y
TOUII 1, 32 YMOBH, IIO di]- < R, ne R — paniyc
HAJIHOTO Pajio3B’sI3Ky CEHCOPHOTO BY3IIA.
3B’s130K MDK 3MIHHUMH 3a1a€ThCS
00OMEKEeHHSIMH

Yij < Xy, Yij = 0 IIpu dl] > R, (2)
N

Yyizli=1..M, 3)
i=1

Jie Tiepia ymMoBa 3a0esredye, Mo KoMipka He
MO>Ke OyTH MpUIIMCaHa 0 HEaKTUBHOTO BY3JIa,
a Jpyra rapanTye€ TOBHE IMOKPUTTS MiChKOT
TepuTOpii (KOXKHA KOMIpKa OOCIYrOBY€ThCS
MIPUHAWMHI OJTHUM CEHCOPOM).

Jis 1moOyaoBH EHEpreTHYHOI CKIaI0BOi
niboBoi  (yHKmii  OyJ0  BHUKOPHCTaHO
CTaHJapTHY  paJiOCHEpreTUYHy  MOJETb
nepenaBada/mpuiiMada. EHepris, HeoOXinHa
JUIsL TIepeaBaHHs Takera oOcsrom k OiT Ha
BiJICTaHb d, ONTUCYETHCS BUPA3OM

Ex(k,d) = Egjec k + Egp kd?, (4)
a eHepris NpuiiMaHHs MaKeTa:
Ex(k) = Eclec K, (5)

ne Egec eHepro3arparu eJeKTPOHIKM Ha
00poOKy onHoro 6ita, E,y,, — eHepreTnuHuni

KOEQIIIEHT MiJCUII0OBaYa MOTYXKHOCTI, O —
MTOKa3HUK CTyIIEHS BTpAT y KaHaJl (SIK paBuio,
BiJl 2 110 4 3aNeXHO BiJl YMOB MOLIUPEHHS), kK —
po3Mip makeTa B OiTax.

Jns  imoctpaiii  poOOTH  e€HepreTH4HOI
Mozeni Oylo BHKOHAHO TECTOBE YHCIIOBE
OLIIHIOBAaHHS  €HEPrOCHOXHMBAaHHS  OJIHOTO
CEHCOPHOTO By3Jia. bylio BUKOpPHCTaHO THIOBI
napametpu Micskoro loT-cepenoBuiia: po3mip
nmaketa k = 512 0Oit, eHepro3arparu
eneKTpoHIKU Eelee = 50 HJ[K/61T, KoedilieHT
nigcwmoBaya € amp = 10 nJDx/6iT-M*> Ta
ITOKa3HUK BTpaT KaHaily n = 2. J{ns cepeaHboi
eBKiIiIoBoi Bifactani d = 35 M oTpumaHo
€Heprito nepegaBaHHs:

E(512,35) =512 (501079 + 10 - 10712
-352) = 2.56 - 107> JIx.
34

AHaJoriuao
CTaHOBUTH:

Ex =512-50-107° = 2.56 - 10> JIx.

OTxe, MOBHa eHeprisi OOpOOKH OIHOTO
HaKeTa CTAHOBUTH

Epke = 5.12 - 1075 IIx.

OTpumaHi 3HaueHHS BUKOPHCTOBYBAIUCS
JUIST  TICPEBIPKM  KOPEKTHOCTI  peami3arii
S€HeProOMOIYJIsI B MPOrpaMHOMY 3a0e3IedYeHHI
Ta MOAAJBIIOT0 aHaJI3y CepPeIHBOTO J0OOBOTO
€HEePrOCIIOKUBAHHS CEHCOPA.

Hexaii xoxxHa koMipka j reHepye Tpadik i3
CEPEIHBOI0  IHTCHCHBHICTIO A IAKETIB 32
OMHHUIIO Yacy. Tojl MOTIK JaHUX, SIKAH Mae
00poOIATH 1-i CEHCOop SK MEepIIni MpHuiiMad
(BmacHi JOKajdbHI BUMIPIOBaHHS), OIlIHIOETHCS
SIK

eHepris IpUMMaHHS

M
A = Z A yij (6)
=1

e A}OC — CyMapHa IHTEHCHUBHICTb MaKeTiB Bif
KOMIpOK, 0e3I0oCepeIHbO 3aKpIIJICHUX 3a 1-M
CEHCOPOM.

Jlns  mepeBipkM  aJeKBaTHOCTI  MOJEi
posnmonity  Tpadiky Oyno BUKOHAHO
pO3paxyHOK I1HTEHCHUBHOCTI TAaKETIB IS
OKpeMoro ceHcopa. Bpaxkanocd, mo 3a
CEHCOPOM 3aKpIIeHO 12 KOMIPOK MICBKOTO
OpOCTOPY 13  CEpeAHbOI0  IHTEHCHUBHICTIO
redepanii A; = 0.08 mak./c. Toml cymapHa
JIOKaNbHA IHTEHCUBHICTh CTAHOBUTH:

A; =12 -0.08 = 0.96 nax./c.

JonatkoBo Oyiio BU3HAYEHO, IO Yepe3 Ien
BY30J1 POXOAUTH TPAH3UTHUI Tpadik I11e JBOX
By3:iB 13 iHTeHcuBHOCTIMH 0.51 Ta 0.37 nak./c.
Tomy mnoOBHa  IHTEHCHUBHICTH  OOpOOKHU
CTaHOBUTH:

A°t = 0.96 + 0.51 + 0.37 = 1.84 max./c.

Le MiATBEPIKYE KOPEKTHICTh
peanizoBaHOro MeXaH13My arperauii
JOKaBHOTO Ta TPaH3UTHOTO Tpadiky B
po3po0IeHOMY TTPOTPAMHOMY MOJTYJII.

JlomatkoBO B MOzeNi  BPaxOBaHO
MDKBY3JIOBE TIepecriianHs Tpadiky 10 6a30Boi
cranuii. Jlng 1poro mnomepeaHbo OymyeTbest
rpa¢g 3B’s3HOCTI MicToBoro loT-piBHs 3
MHOXHHOI ~ BEpILIMH, 0  BIANOBIJAIOTh
KaH/IUJIaTHUM CEHCOpaM, 1 MHOXHHOIO peodep,
AKl 3’€IHYIOTh BEpPUIMHHU, IO 3HAXOIATHCS B
paniyci R ogun Bim omHoro. Ha mpomy rpadi
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JUIS KOXKHOTO 1-TO By3Ja Oyno 0OYHCICHO
JIOBXHHY HAHKOPOTHIOrO NUISXy J0 0a30BOi
cTaHIii (UUTFO3y) y BHIVISAI TMOCTIIOBHOCTI
MPOMIKHUX BY3JiB, IIIO JIa€ 3MOTY BU3HAYHTH
MHOXHHY [jBy31niB, uepe3 sKi NPOXOJUTH
Tpadik i-ro cencopa. ns By3ma h cymaphna
IHTEHCUBHICTH TPAH3UTHOTO TPadiKy JOPIBHIOE

Atr — Z AliOC’ (7)

i:hEFi

e Atfl — IHTEHCUBHICTb MTAKETIB, sIKi By301 h Mae
JIMIIE PETPAHCIIOBATH SK MPOMDKHUN. Takum
YUHOM, JUJII KOKHOTO By3sa Oyn0 OOYHCIIEHO
MOBHY IHTEHCUBHICTH 00pO0III0OBaHOTO Tpadiky

Aj = A+ AL (8)

CepenHpo1000Be €HEPrOCIOKUBAHHS 1-TO
CEHCOPA OLIHIETHCS SIK

Ei = AP En(k di) +
A (B (i ) + En(B)) + Eqnser~ (9)

ne di° — cepesms BifcTaHp Bix i-ro ceHcopa 10
3aKpIIUIEHUX 3a HUM KOMIPOK (ycepenHeHa 3a
Yij)» d! — cepenHs BiACTaHb 10 HACTYMHOTO
By3Jla Ha MapumpyTi y HampsMKy 10 0a3oBoi
cranulii, Egs — €HEprocrnoXuBaHHsA CEHcopa
Ha BUMIPIOBaHHS Ta JIOKaJdbHYy OOpOOKYy 3a
OJMHHUIIO Yacy. 3arajibHe €HeproCroXHBaHHS
MepexXi 3a OMUHHIIIO Yacy BU3HAYAETHCS SIK

N
B0 = ) Eixi. (10)

Ha  ocHOBI  oTpuMMaHOro  3Ha4YEHHS
AP®=1.84 mak./c Ta eHeprii omHOTO TmaKera
Epke = 5.12 - 107> JIx Oy1o BUKOHAHO
PO3paxyHOK JOOOBOTO  €HEProCrOKUBaHHS
cencopa. CymapHa KUTBKICTh MAKeTIiB 3a 100y
CTaHOBUTD:

Ngay = 1.84 - 86400 =~ 158 976 nax.

BinnoBinHo 1000Be €HEProcroXMBAaHHS
JIOPIBHIOE:

EM = 158976 -5.12 - 1075 ~ 8.14 JIx.

OTtpumane 3Ha4eHHsI OyJ10 BUKOPUCTAHO SIK
TECTOBUI eTaJIOH IE NepEeBIpKU
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JOCTOBIPHOCTI PO3pPaxyHKIB y MpoOrpamHii
peaiizariii Moei.

{06 enepreTryHa 11k OyJia CIIBMIPHOIO 3
iHImMMHU, OyJ0 BUKOHAHO HOPMYBaHHS 3a
MIHIMAaJTBbHO Ta MAKCHMAaJbHO MOXKJIUBUMU
3HAQUEHHSMH, OTPUMAHUMHU y  BHOIpII
KOH(Irypamiu:

fE(X) — Etot(X) - Emin ’ (11)

Emax - Emin

ne fp(X) — Hopmami3oBaHa EHEPreTUYHA
KOMIOHEHTa 1UIboBOT GYHKIIT, Epmin, Emax —
MiHIMaTbHE 1  MaKCHUMaJbHE  3HAYCHHS
3araJlbHOTO0 EHEProCHOKUBaHHS B MHOXHHI
aHaJII30BaHUX TOTIOJIOTIYHHUX PIilICHb.

MepexeBy 3aTpUMKy OyJ0 3MOJIEIbOBAHO
SK CyMy JIBOX CKJIaJJOBHX: JIOKAJIbHOT 3aTPUMKH
JIOCTAaBKU JaHUX BiJI KOMIpPKH JI0 CEHCOpa Ta
TPAHCHOPTHOI 3aTPUMKH MK CEHCOpPOM 1
0a3oBor0  craHuiero. Jns  koMipkd ],
NpUIUCaHol 70 1-T0 CEeHcopa, JIOKaJbHA
3aTPUMKa OLIHIOETHCS 5K

loc dij
Djj* = —+ dmac, (12)
Vphy

€ Vphy — €PEKTHBHA WIBUIKICTH TOMIMPEHHS
CUTHAJy B cCepeAoBHLIl (3 ypaxyBaHHIM
¢i3uuHoro piBHS Ta Moaymsauii), dyac —
cepenHl 3aTpUMKM Ha piBHI JOCTyNy JI0
cepenoBuina (uepru, komizii). TpancmopTHa
3aTpUMKa BIJ Ce€Hcopa 1 10 0a30BOi cTaHIi
oOuuciroBaacs siK

. dp
Di - + dMAC + dproc ’ (13)
Vphy
(h,l)EPi

ne P, — mocnijoBHICTh Map CyCiHIX By3JiB Ha
HallKOpOTIIOMY MHUISIXYy BiJ 1-TO CEHcopa [0
0a30Boi cTaHIii, dy, — BiJicTaHk MiX By31amu h
Ta 1, dpyoc — cepenns 3aTpumMKa Ha 0OpOOKyY Ta
pEeTpaHCIALII0 TaKeTa y MPOMDKHOMY BY3Ji.
Cepennsi 3aTpuMKa JJOCTaBKH TTaKeTa 3 KOMIPKH
J A0 6a30Boi cTaHIii JOPIBHIOE

N
D= ) yy(Dfe+0). (14
i=1
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I'moGanbuuit MTOKa3HUK cepeaHbol
3aTpUMKH B~ MEpeXi  BU3HAuaBCs  SIK
CepeIHbO3BAKCHE 3HAUCHHS 32 IHTCHCHBHICTIO

Tpadiky
M

A; Dj
j=1
A
J=1
AHanoriuHo A0 eHeprii, OyJ0 BHKOHaHO
HOPMYBaHHS

Davg (X) =

Davg (X) - Dmin

Dmax - Dmin

fD (X) = ) (1 6)

ne fp(x) — Hopmami3oBaHa 3aTPUMKOBA
KOMIOHEHTa, Dpin, Dmax MiHIMaIbHE 1
MaKCHMaJIbHE 3HAUCHHSI CePEIHbOI 3aTPUMKH Y
MHOKHHI JOCTIPKEHUX KOH(ITYpaIliid.
HIi7bHICTh MOKPUTTS MICBKOTO MPOCTOPY
Oyno dopmarizoBaHo yepe3 Oaxanuii Ipodiasb
MOKPUTTS ISl KOXKHOT KOMipKH. J[71s1 j-1 KoMipKu
3a/12€ThCsl IITbOBE 3HAYEHHS WITBHOCTI p;, SIKE
BimoOpaxae OaxaHy KUIBKICTh CEHCOpIB, IO
MawTh 11 Oaunth (Hampukmanm, | s
CTaHJIAapPTHUX 30H, >2 1JIs1 KPUTUYHUX AUISHOK).
dakTHYHA MIITBHICTh MOKPUTTS BU3HAYAETHCS

SK
N

pj(x) = Z ajj Xj, (17)

i=1

ne aj =1, axmo djj <R, i a;; =0 inaxme;
Pj(X) — YHMCIO aKTHBHHMX CEHCOPIB, 3IaTHUX

TEXHIYHO MOKPUBATH j-Ty KOMIpKY. BinxuneHus
HIITBHOCTI TTOKPUTTS BiJ Oa)kaHOTO TpOodiIro
OLIHIOETHCS KBAIPATUYHOIO MipOIO

M
Caens0) = ) Wiy = )", (18)

j=1

JI€ Wj— BaroBui KOEQIUIEHT BaKIMBOCTI
KOMIPKH ] (7151 ’KUTTEBO BaXKIMBUX 00’ €KTIB Ta
TPAHCHOPTHUX  BY3JIB 3HAuYEHHS W;j
30UTBITYETHCS ). HopmoBana IIiIbHICHA
KOMIIOHEHTA IUIbOBOI (PYHKIIT 3alUCYEThCS Y
BUIISLII

36

Cdens(x) - Cmin

Cmax - Cmin

fe(x) = : (19)

ne fc(x) — HopMani3oBaHUH MOKAa3HHUK SKOCTI
IUTBHOCTI MOKPUTTSA, Cpin, Cmax — MIHIMaIbHE
Ta MakcuMasibHe 3Ha4eHHsT QYHKLIT Cyepns(X) Yy
MHOXHHI PO3IVISTHYTHX PO3MIILEHb.

VY pesynbrari Oyino copMOBaHO BEKTOPHY
UiTbOBY  (yHKIiIO  OaraToKpuTepiaabHOI
MiHIMI3aI]

minXF(X) = (e, HX), fc(®), (20)

ne F(x)— Bekrop, KOMIIOHEHTH SKOTO
BIJIIIOBIIAIOTH HOPMaJli30BaHOMY
€HEepPrOCIIOKMBAHHIO, CEPelHIA  MepekeBiit

3aTPUMIII Ta BIIXWICHHIO IIIJILHOCTI MTOKPUTTS
B wimpoBOoro mnpodimo. s mpaxTuyHOi
peamizamii Ta MOXJIMBOCTI OJIHO3HAYHOTO
pamKyBaHHS KOH(]Irypariii 6yio BUKOPHCTaHO
CKaJIIPHU3AIIIFO0 32 METOIOM 3BaXKCHOT CyMH:

®(x) = wg fg (%) + wp fp (%) + wc fe(x), (21)

ne d(x) — ckamgpHa UiIIbOBAa (YHKIS, IO
Mmiysirae - MiHiMi3anii, g, Wp, Wc — Barosi
Koe(ilieHTH, $Ki BiIOOpaXkaroTh MPIOPUTET
€HEePreTUYHUX, 3aTPUMKOBHX Ta TOKPHUBHHX
XapaKTepUCTUK BIANOBIAHO, MPUUYOMY WE +
wp + We = 1.

OcTraroyHa MOCTaHOBKA 3a/1aul ONTUMI3allli
PO3MIIIIEHHSI CEHCOPHUX BY3JiB y Michkiit [oT-
Mepexi Ma€e BUTIIS

min &(x) (22)
X,y
3a OOMEXKeHb
N
Z Xi S Nmax'Xi € {0)1}1 YI] € {0)1}1 (23)
i=1
N
Vij < Xi,Zyi]- = 1,yi]- =0 npu dij >R, (24)

i=1

ne N ax — MaKCUMaJIbHO JOMYCTUMA KiJTBKICTh

CEHCOPHMX  BY3JliB, IO  BHU3HAYA€THCS
OromkeTHUMH  ab0  iH(pacTPyKTYpHUMHU
OOMEeXEeHHSMH.  3alpoloOHOBaHA  MOJETb
JI03BOJIHATIA BUKOHATH MaTeMaTuYHUN
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PO3PaxXyHOK  ONTHMAIBLHOTO  PO3MIIICHHS
CEHCOpPHMX BYy3JlIB Ha KapTi Micta 3
ypaxyBaHHSIM EHEPrOCIIOKUBAHHS, CEPEIHBOT
3aTPUMKU JOCTAaBKH JaHUX Ta MPOCTOPOBOT
IIUIBHOCTI TOKPHUTTSA, a TAaKOX JOCHITUTH
KOMIPOMICHI KOH}Irypamii Mepexi IIIsIxoM
3MiHH BaroBUX KOe(Dilli€HTIB WE, Wp, Wc.

Ha puc. 1 mnpeacraBieHo y3arajbHEHY
CTPYKTYPHY cxemy 3aMpoIOHOBAHOT
OaraToKpuTepiaJIbHOI ~ MOIENIl  OmTHMIi3ail
PO3MIIIEHHS CEHCOPHHUX BY3JiB, SIKa OXOTLIIOE
eTanu JUCKpeTH3alii MICBKOTO MPOCTOpY,
(dbopMyBaHHS pilllcHb, OLIHIOBAaHHS KPHUTEPIiB
Ta GararokpuTepiaabHOT MiHIMI3aIlii.

PiBeHb NPOCTOPOBOT AMCKPETA3ALIT
- NOBY/08a CITKN | MHOXWHM KaHIWIATHUX TOYOK
- 3ICTABNEHHA 30HOK MOKPUTTRA Ta NEPELLKORAMA

I

PigeHs NPUARATTA PilueHs
- (hopMyBaHHA GIHAPHOD BEKTOPA X ANA BUGOPY aKTMBHI

Bxigi aai
- MiCsKa KapTa, Oy/liBni, Nepelukoay
-+ - KEHAMAATY NO3WLLIA CEHCODIB
- 30HW NONUTY / IHTEHCHBHICTE Tpadhiky

- NiapameTpK pagjokaHany Ta eHepromogers.

CEHCOPHIX By3niB ) EHapreTuuHWA KpHTEpiA E(x)
- YpaXyBaHHA OOMEXEHE (MAKC. KINGKICTb BYanie,
0008'A3KDBE NOKPUTTR 30H NONMUTY, 38'A3HICTE)
e _
’ (/ Kpurepin sarpumen D(x) ‘
PiBeHb OUIHIOBAHHA KpUTEDiiB
- ONA 38A3H0I KOHMDIrypawi X 004MCIITECA YacTKoai P
DyHKLT - e i
¥ - Kpuepiit nokpuTa C(x;
E(x) — exepreTuHi BATDATH - - thed 2 &
D(x) — 3aTpUMKa JOCTAEKMH " -
C(x) — WiNBKICTs | NOBHOTA NOKPUTTA 4 e
l " a
. . . PesynsTar
PiBeHb GaraToKpHTepiansHol onTuMiaaLYT _ . .
- noOya08a arperosaHol LinsoBoi dyHkUil J(x) = w_e E(x) + COTMEASIEH pnawmenm:::mnpnwx EYEIR HAKEDT

w_d D(x) +w_c C(x)

 nowy wirimywy J(x) 2 Miz eHepriew, Ta WinkHICTI0

MOKPHTTA

Puc. 1. CrpykrypHa cxema OaraTtokpuTepiaibHOT
MOJIEJ OTITUMI3allii pO3MIIIEHHS! CEHCOPHUX BY3JIiB
y micekiit loT-mMepexi (moOynoBaHO aBTOPOM)

I3 wmeroro Bamigamii  3armponoOHOBAHOT
MaTeMaTU4YHOi Mozel OararokpurepianbHOI
ONTUMI3AI] PO3MIIIEHHS] CEHCOPHUX BY3JIB
Oysi0 po3poOJICHO MPOrpaMHHUM MOAYJb Ha
Python, skuit peanidye NOBHUI  IMKI
MO/JIEJIIOBaHHS Ta MOPIBHAHHA TPAJAMLIMHUX 1
ONTUMI30BaHUX  TOmojorii  micekoi  loT-
Mepexi. Jlmst  ormiHOBaHHS — €(EKTHBHOCTI
MoJIesli BUKOPHCTOBYBABCSI BIAKpUTHH HaOip
nmaanx [oT Sensor Network Dataset [18], mo
MmictuTh 500 cuMyIAMIHHUX —KOH(Irypamii
PI3HUX €HEepPreTUYHUX napamMmerpis,
iHTeHCUBHOCTEH TpadikKy, po3MipiB Mepexi Ta
THUIIIB ONTUMI3ALIMHUX CTpaTeriil (Tpaauiiiiyi,
riOpuAHI Ta IHTENEKTyallbHI MiIXO0H ).

CTpyKTypHO TIporpama CKIQJa€ThCcs 3
TPbOX OCHOBHHUX KOMIIOHEHTIB. ~Moaynb
utils.py BUKOHY€ 3aBaHTaKEHHS Ta TMOMEPETHIO
00poOKy mJaraceTy, a TakoX TeHepye 0a30Bi

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 4(17), 2025, 32-40

Bisyastizallii XapaKTepUCTHK MEpexXi 3aJeKHO

Bill BHOpaHOi ONTUMI3AIIAHOI  TEXHIKH.
Moayne model.py peanizye MaremMaruyHy
MOJIETb: 00YHCIICHHS KpUTEPiiB

€HEPrOCIIOKUBAHHS, 3aTPUMKH Ta TOKPHUTT,
noOynoBy rpada 3B’SI3HOCTI, BHU3HAYCHHS
0araToxomoBUX MUIAXIB, a TaKOX arperaiiro
YaCTKOBHX KPHUTEPIIB y €IUHY LUIBOBY
¢dyskito J(x). TyT ke peanxizoBaHO alrOpUTM
JOKaJIbHOTO TIOIIYKY, SIKUHM, TOYHMHAIOYUA 3

peryisipHoi IpaTKu, 3AIHCHIOE iTepaTHUBHE
3MINIEHHS  BY3JiB Yy  HampsMKax, IO
3MEHIIYIOTh 3HAa4eHHS LiIbOBOI  (DyHKII].

Mogyne main.py BHUKOHY€ KEpPYBaHHS BCIEIO
MPOILIETYPOIO: 3aBaHTAXCHHS BX1JTHHX
napaMmeTpiB i3 Jaracery, reHepailito 6a3oBoro
(traditional) Ta ontumizoBaHoro (proposed)
PO3MIIIIEHHSI CEHCOPIB, 3allyCK OOYHCIICHHS
BCIX KpWTepiiB, HOpMami3amiro 3HaueHb Ta
ABTOMAaTHYHE dbopmyBaHHS rpadiyHnX
pEe3yNbTaTiB.

ApXITeKTypHO Tporpama MoOyaoBaHa 3a
NPUHIUIIOM PO3IUICHHS JIOTIKW: MaTeMaTH4Ha
YacTHHA BIJIOKpeMJICHA BiJ] aHANi3y AaHUX 1
Bi3yamizariii, 1m0 3a0e3nedye MpO30piCTh
MEPEeBIPKHU MOJIENI Ta MOYKJIMBICTH MMOIAJIBIIIOTO
posmupenHs. Pesynsrarom poboTu € Habip
rpagikiB 1 MaTpullb MOPIBHAHHSA, SKi
JIEMOHCTPYIOTh npane31aTHICTh
3aMpoNOHOBAHOI 0araToKpuUTepialibHOT CXeMHU
Ta Il BIUIUB Ha €HEPrOCIIOKUBAHHS, 3aTPUMKY
Ta SIKICTb MMOKPUTTS MEPEXi.

VY pe3ynbraTi MpOBEACHOTO MOJEITIOBAHHS

Oy10  OTPUMAaHO  KUIBKICHI  TOKa3HUKHU
e(eKTUBHOCTI 3aIpOIIOHOBAHO1
OaraTokpuTepiayIbHOI ~ MOJENl  ONTHMI3aIii

PO3MIIIEHHSI CEHCOPHUX BY3JiB. IlopiBHAHHSA

0a3oBoro  (IpaTkOBOro)  pO3MILIEHHS  Ta
ONITUMI30BaHOT KOH(irypauii
MPOJIEMOHCTPYBAJIO CYTTEBI TEepeBaru Mojeii
3a BCiMa TpbOMa KPUTEPISIMHU:
€HEePTOCIIOKUBAHHSIM, 3aTPUMKOIO
nepeaaBaHHs Ta AKICTIO HOKPUTTS.

Ha puc. 2 mnoka3zano, mo 0a3oBe

PO3MIIIEHHS XapaKTepU3y€eThCsI PIBHOMIPHOIO,
aJie TeOMETPUYHO HETHYYKOIO CTPYKTYPOIO, SKa
HE BPaxoBy€ peajbHy CTPYKTypy Tpadiky Ta

ONTUMAIbHUI MIXKBY3JIOBUI 1HTEpBaJL.
HaromicTth pe3yabrar poboTH
3aIPONIOHOBAHOTO  AJTOPUTMY  JIEMOHCTpPYE

MOMITHE 3MIIIEHHS CEHCOpPIB y 30HH, IO
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3a0e3MeuyloTh Kpairy 3B S3HICTh Ta MEHIII
MDKBY3JIOBI BificTaHi. OnNTHMIi30BaHI MO3MITT
hopMyIOThH OB KOMIaKTHY Ta
CTPYKTYPOBaHY TOIIOJIOTIO, JI€ 3MCHINYIOThCS
BiJICTaHi mepeaayi Ta cepeaHs KUTbKICTh XOIIiB,
a 30HA MOKPUTTS 3aJIHUIIAETHCI MaKCUMAaJIbHO
IIOBHOIO.

100
™ ® ® ® o ba3ose po3miwleHHs (FpaTka)
ONTUMi30BaHe PO3MILLIEHHSA
° ® e ° ° e ] ° L
80
° ® e ° ° ° ° ° °
[ ]
god ® e [ ° ° ® ° °
= ° ® ° ° ° ® ° ° ®
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401 o ® ° e e ® ° e ®
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201
o ] [ ] [ ] o ® [ ] [ ] [ ]
° ® ° ° ° ® ° ° °
0 T T T T

X, M

Puc. 2. [TopiBHSIHHS pO3MILIICHHS CEHCOPIB: 0a3oBe
Vs OaraToKkpuTepialbHO ONTHMIi30BaHE
(oOymoBaHO aBTOPCHKUM MPOTPAMHUM
3a0€3MeYeHHIM)

I'padpix Ha puc. 3 iTHOCTPYE HOPMOBaHI
3HAuUeHHs ~ €Heprosarpar, 3aTpUMKH  Ta
HEMOKPUTOT IJIOIL].

0.16

W BazoBe pozMileHHs
3anponoHoBaHa Modens

o o
oo
soOR

=)
o
5]

=)
o
&

HopmoBaHi 3Ha4eHHA (MeHwe — Kpalue)
=] =]
o o
= =]

=4
o
o

o
o
=]

EHepris 3aTpuMKa MokpuTTs
Puc. 3. [TopiBHSHHS KpUTEpiiB U1t 6a30BOTO TA

ONTHUMI30BaHOTO PO3MillleHHs (T00YI0BaHO
ABTOPCHKHUM MPOTPaMHUM 320€3IIeYCHHSIM )

3a BciMa TOKa3sHMKAMH OITHMI30BaHa
MOJIEIb  JICMOHCTPYE  CYTTEBE  3HIDKCHHS
3HAYEHb MOPIBHIHO 3 0A30BUM PO3MIIIICHHSIM:

e CHEPrOBUTPATH 3MEHIIMIUCS 3aBISKH
CKOPOYEHHIO CEPETHBOT TOBKUHU MAPIIPYTY Ta
KIJIBKOCTI XOIiB;
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e 3aTpMMKa 3MEHIIMJIACh Mailke YiBiui,
IO MiITBEPKYE TOKPALICHHS MapIIpyTHOI
CTPYKTYypH;

e HENOKPUTI 30HH CTalM NPAKTUYIHO
HYJTbOBUMH, IO CBITYUTH MPO e(PEKTHBHE
BUKOPUCTaHHS  pajaiycy Jii  By3JIiB Ta
PiBHOMIpHE OXOTIJICHHS TUIOIII.

Taki pesynbrard HpsMO MiATBEPIKYIOTH
MIPaBUIIBHICTD noOy10BU y3araJbHEeHO1
LIUTLOBOT PYHKIIIT, Y KK 3BaXKEHO 1HTETPOBAHO
€HEepreTHUYH1 BUTPATH, 3aTPUMKY Ta TOKPUTTS.
30KkpeMa, 3MEHIICHHSI €HEprii Ta 3aTPUMKH Y
MOEJHAHHI 3 OJHOYACHUM IOKPALICHHAM
MOKPUTTS MIATBEP/DKYE, MO KpUTEpii He
KOH(ITIKTYIOTH Yy 3alpoNOHOBaHIA MOJelNi, a
HaBNaKu — 30aJaHCOBaHO B3aEMOJIIOTH Y
MeXax 0araToKpUTepiabHOTO MOMIYKY.

Bukonane MOJICITIOBAHHSI TaKOX
MIATBEPIUKYE, IO AJITOPUTM  JIOKAIBHOTO
MOIIIYKY 3abesreuye 301KHICTh hi (6]
KoH(irypamii 3 HIKYOIO HITLOBOIO (PYHKITIETO,
TOOTO  peanpbHO  MiAOUpae  PO3MIIICHHS
CEHCOpIB, sIKE Kpalie BiJIMOBIAaE YMOBaM
MICBKOT 1H(PACTPYKTYpH Ta MiHIMIi3y€ BTpaTu
eHeprii Ta yacy nepenadi.

VY uinomy, oTpuMaHi pe3yabTaTH T0BOASATH,
110 TMOCTaBJIeHI B poOOTI 3aBIaHHS BHUKOHAHO
noBHicTi0. byno cdopmoBaHo MaTeMaTHuHY
MOJI€Ib, PO3pOOICHO BIAMOBITHUN AJITOPUTM
onrtumizaii, BpPaxoBaHO IPOCTOPOBI
OOMEXEHHS  MICBKOTO  CEpeloBHINAa  Ta
MIPOBE/IEHO BAJiallil0 HAa PEATbHUX JaHUX.
3anpornoHoBaHa MOJEIb 3abe3mneuye
MOKPAIIIEHHs! BCIX KIIOUYOBHX XapaKTEPUCTHK

IoT-mepexi opHOyacHo, 1O poOMUTH i
ONTUMAIILHUM Ta TPAKTUYHO 3HAYYIIUM
pilleHHsAM I 337a4  TOIOJOTIYHOTO

IJIaHYBaHHS y PO3YMHHUX MICTaX.
BYUCHOBKU TA ITEPCIIEKTUBU

VY po6oTi Oyio po3poliieHo Ta anmpoOOBaHO
OararokpuTepialbHy MaTeMaTu4Hy MOJIeIb
ONTHUMI3AIl] PO3MIILIEHHS CEHCOPHUX BY3JIB y
Michkiil loT-Mepexi, 10 OJHOYACHO BPaxoOBY€
€HEePTOCIIOKUBAaHHS, 3aTPUMKY ITepeIaBaHHs Ta
IIUTBHICTh TTOKPUTTS. 3alpOTIOHOBAHUNA T AX1]T
MPOAEMOHCTPYBaB  37aTHICTh  (GopMyBaTu
TOIOJIOrI], sIKI € 30a7aHCOBaHUMH Bijpa3y 3a
TpbOMa KITFOUOBHMU KPUTEPISIMH
€(EeKTHUBHOCTI, 110 MiATBEPPKYE HOr0 HAyKOBY
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HOBU3HY Ta BIJIMIHHICTh BiJl HasSBHUX Y
jgiteparypli omHO- ab0 JABOKPUTEPIaIbHUX
MoJEeIen.

[IpoBeneHe MoneaOBaHHS 3aCBITYHIIO, IO
3alpONOHOBAHA y3arajibHEHa IIboBa (YHKIIis
J03BOJISIE  JIOCATTH  CYTTEBO  Kpallux
MOKAa3HHUKIB ~ MEPEXeBOi  MPOAYKTUBHOCTI
MOPIBHAHO 3 TPATUIIHHUM PIBHOMIPHUM
(rpaTkoBHM) PO3MILIIEHHAM CEHCOpiB. 30Kpema,
ONTHMI30BaHa KOH(irypaiis 3abe3neunsia
MOMITHE 3MEHILICHHSI BITHOCHUX €HEPreTHYHUX
BUTpAaT Ta 3aTPUMKH IEpPElaBaHHSA, a TaKOXK
MIBUIICHHS PeabHOI MIUTFHOCTI Ta TOBHOTH
noKpuTTa Teputopii. OTpumanuil edekr €
0COOJIMBO BaXJIMBUM y KOHTEKCTI MichbKkuX [0T-
CUCTEM, /i€ BUCOKHUU pIBEHb PaJiONepeliKo/,
HEPIBHOMIPHICTh IHTEHCUBHOCTI Tpadiky Ta
CKJIaJIHa TEOMETpis CEepeloBHUIAa CYTTEBO
BIUTMBAIOTh Ha SIKICTh 3B’SI3KYy Ta TPUBATICTh
ABTOHOMHO1 POOOTH CEHCOPIB.

[IpakTn4Ha 3HAYYLIICTH POOOTH MOJATAE Y
TOMy, 10 po3poOieHa Moaenb  Oyna
peamizoBaHa y  BHDISIII  IIPOTPAMHOTO
3a0e3MeyeHHs] 3 BUKOPHCTAHHSM PEaTbHOTO
Habopy [MaHUX NpPO TapamMeTpH CEHCOPHHX
Mepex. Lle no3Boimiio He JuIe BaligyBaTH
MO/IEJb, aJie 1 MPOJIEMOHCTPYBATH MOXKIIUBICTh
11 3aCTOCYBaHHS A [JIaHYBaHHS PO3rOPTaHHSA
loT-1HppacTpyKTypu Ha KOHKPETHHUX MICBKHX
TUISTHKaX. 3MaTHICTh MOJAENi aJanTyBaTHCS 10
PI3HHMX IUIOINI, IIIJIBHOCTI BY3IIB, pajlycCiB
MOKPUTTA Ta OOMEXEHb EHEeproOIKETy
pOOUTH 11 MPUAATHOIO JIO 1HTErpallii B CUCTEMHU
aBTOMaTH30BaHOTO MaHyBaHHs Smart City.

[lepcnekTHBY  NOAATBIIUX  JOCHIHKEHb
nependayaroThb  PO3IIMPEHHS  MoOJedl  3a
pPaxyHOK ypaxyBaHHS JMHaMi4HUX (pakTopiB —
3MIHM IHTEHCUBHOCTI TpaQiky IpoTsIrom 1o0u,
MepeMilleHHsT MOOUTbHUX BY3IIiB, aJalmTUBHOI
MapuIpyTH3allii Ta OHOBJICHHS €HEPreTUYHOTO
CTaHy CEHCOpPIB Yy pealbHOMYy daci. Takox
MEPCIEKTHBHUM € TIO€THAHHSI 3aIPOITOHOBAHOT
MOJIeJIi 3 METOIaMU MAIIMHHOTO HaBYAHHS IS
MIPOTHO3YBaHHS 30H MIKOBOTO HABaHTAXKCHHS
Ta ABTOMAaTHYHOTO KOPUTYBAaHHS TOMOJOTI].
JlomaTKOBUM ~ HampsMOM  MOXE  CTaTd
3aCTOCYBaHHS MOJIEJII Y 33J]a4axX ONTUMAJIbHOTO
po3ropTaHHsi ~ TIOpUAHMX  MeEpex, 110
MOEHYIOTh CTaTU4HI CEHCOpPH Ta MOOUIbHI
npuiimMayi.
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3anponoHoBaHa MareMaTuyHa MOJIENb Ta il

nporpaMHa  peamizaiigs €  e(pEKTHBHUM
IHCTpYMEHTOM JUIs oOy/10BH
€HEeproePeKTHBHHUX, MaJio3aTpaTHUX 3a

3aTPUMKOIO Ta ONITUMATBHO MTOKPUTUX MICHKHX
[oT-Mepex, a TakoK 3aKJIaJar0Th OCHOBY JIJIS
MOJIAJTBIIIOTO PO3BUTKY METOJIIB
OaratokpuTepiaJibHOI onTuUMizalii y cdepi
IHTEJIEKTyaJIbHUX MICBKUX 1HPPACTPYKTYP.
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Optimization of sensor node placement in an
urban IoT network using multi-criteria
minimization

Anastasiia Kondakova

Abstract. The article addresses the problem of
optimizing the spatial placement of sensor nodes in
an urban IoT network using a multi-objective
minimization approach that simultaneously
accounts for energy consumption, communication
delay, and coverage density. A mathematical model
is proposed in which the city area is discretized into
demand cells and candidate sensor locations, while

40

the selection of active nodes is represented by a
binary decision vector. The objective function
integrates three normalized criteria: total network
energy consumption, average end-to-end delay, and
deviation of actual coverage density from the target
profile. The formulation is complemented by spatial
and connectivity constraints that ensure full
coverage, feasible communication ranges, and
compliance with the maximum number of
deployable nodes.

To validate the model, a Python-based software
module was developed, implementing automated
evaluation of candidate topologies, construction of
the connectivity graph, computation of partial
criteria, and comparison with traditional grid-based
deployments. Experimental assessment was
performed using the real-world IoT Sensor Network
Dataset, which contains diverse configurations of
network parameters and enables benchmarking of
the proposed method. The obtained results
demonstrate significant reductions in energy
consumption and average communication delay,
alongside improved completeness of spatial
coverage without increasing the number of nodes.
The proposed model provides a balanced
optimization  framework  for urban  IoT
infrastructures and forms a foundation for future
adaptive topology-planning methods in smart city
environments.

Keywords: IoT networks, sensor placement
optimization, multi-objective minimization, energy
consumption, delay, coverage density, smart city.
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Ha OCHOBI CMOCTEPEXEeHHS 3a HaBaHTaXXeHHAM
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1.2 KniBCbKMI HaUioHanbHWUIA yHiBepcuTeT iMeHi Tapaca LLeBueHka,
Byn. Bonoanmupceka, 64, m.Knis, YkpaiHa, 01033
Tigorpapr@gmail.com, https://orcid.org/0009-0006-1644-2833,

2aapashko@univ.kiev.ua, https://orcid.org/0000-0001-6944-8477

Received 16.10.2025, accepted 11.12.2025
https://doi.org/10.32347/st.2025.4.1205

Anoranis. B crarti gocnimkyerscs npodiema
HaNalITyBaHHS KOMYHiKamii MiX cepBepamu
BHCOKOHABaHTAKEHUX CHCTEM, IO (YHKIIOHYIOThH
B YMOBax NepiONUYHHX HaBaHTaXeHb. OCHOBHA
yBara MpUIUISETHCS 11a0JIOHaM BiIMOBOCTIHKOCTI,
sKki Oe3mocepeHb0 BIUIMBAIOTH HAa CHHXPOHHY
KOMYHiKaIlifto MK cepBicamu. B ¢okyci 1mporo
mocmimkenus  wMertoxy  Circuit  Breaker, 110
(hopMatizye aHAJIOTIIO 13 peaibHUM BUMHUKAYEM JIJIS
KOHTPOJIO Ta 130JSMii BiAMOB Y PO3MOALICHUX
CHCTEMaXx.

Meta poOOTH — MiJBUILECHHS BiJMOBOCTIHKOCTI
MIKpPOCEPBICY IUIIXOM TUHAMIYHOTO PEryIFOBaHHS
po3Mipy KOB3HOTO BiKHa 300py JaHWX, IO HAAa€e
3MOTY aJIalTyBaTl KOHTEKCT 0 OTOYHUX KOIUBAHb
Tpadiky.

JInst TOCSATHEHHS 11i€] MeTH PO3po0IIEHO MOJIEIh
OOUYMCIIEHHSI LIIBOBOTO PO3Mipy BiKHa Ha OCHOBI
aHai3y HaBaHTaXEHHS B CIIOCTEPEIKYBAHOMY
MPOMDKKY 4acy, SIKy IOKJIQJIEHO B OCHOBY pOOOTH
Circuit Breaker.

OnwucaHo anropyuTM, 10 NEPIOANIHO OOUHCITIOE
1 ajanTye po3Mip KOB3HOTO BikHA 300py JaHUX JI0
KONMBaHb Tpadiky B cHCTeMi, 0a3ylounch Ha
OOUYMCIICHHSAX 1 EKCIIOHEHI[IHHOMY 3Iia/KyBaHHI
MOTOYHOTO HABAHTAXKEHHS, SKi BUKOHYIOTBCS
3TiJTHO 3 3aIPOIIOHOBAHOIO MOJIEILITIO.

[IpakTuuHe 3HaUEHHS OTPUMAHHMX PE3YNILTATIB
BOa4a€eThcs B MOXIIMBOCTI BITPOBAIKEHHS HOBUX
QITOPUTMIB TOKpPAIIEHHS PEUTHHTY KOMYyHikamii
MIKpPOCEpBiCIB BUCOKOHABAHTAKEHUX CHCTEM, IO
JIO3BOJIMTH IMMABUIIATH 1X BIAMOBOCTIMKICTB 1
3a0e3neynTd  CTabIBHICTh POOOTH CHUCTEM 3a
pi3HUX YMOB HaBaHTakeHHs. HaykoBa HOBH3HA
MOJISITa€ 'y TOAAJBIIOMY PO3BUTKY METOMOJOTT
MIIBUIINEHHS  BIJIMOBOCTIMKOCTI  MIKPOCEpPBICIB
BHCOKOHABaHTaXEHUX CHUCTEM, IO TPYHTYETHCS Ha
BU3HAYEHI CTaHy iX B3a€MOAI] 3a CTaTUCTUYHUMH
JAaHUMH TOTIEPEIHIX 3aMUTIB 1 IX Pe3yJIbTarTiB.

KirouoBi ciioBa: aganTHBHICTb, KOB3HE BIKHO,
CHUHXpOHHA KoMyHikawis, Tpadik, Circuit Breaker,
11abJIOH BiIMOBOCTIMKOCTI.
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Irop Manpoubkun
acnipaHT kadenpu
TEOPETUYHOIT KibEpHETUKM
KniBcbkoro HaLjioHanbHOro
yHiBepcuTeTy imeHi Tapaca
LleB4eHka

AHatonin Mawko

Mpodecop kadenpu
TEOPETUYHOIT KibEpHETUKM
KniBcbkoro HaLjioHanbHOro
yHiBepcuTeTy iMeHi Tapaca
LlleByeHka

[okTop (hisnko-maTemaTuyHmX
Hayk

BCTVII

CraTuCTUYHI ONMUTYBaHHS PO3POOHUKIB
CYy4acHOTO MporpaMHoro 3abesmnedeHHs [1,2]
MOKa3aju, L0 MIKPOCEpBICHA apXITEeKTypa
BBA)KAETHCSI HAUMPAKTUYHUM MIAXOIOM J0
KEpyBaHHS BEIMKOMACIITAOHUMU JTOJIaTKAMHU.

Po30UTTS CTPYKTYpH 3aCTOCYHKY Ha BETHKY
KUIBKICTh (DYHKIIIOHAJbHUX YAaCTHH HE TUIbKU
JI03BOJISIE€ PO3AUTUTH Pi3HI IOMEHH CYyTHOCTEH 1
130JTF0BaTH OKpeMi YaCTHHU Oi3HEC JIOTIKH, a i
MiJBHILYE€ aBTOHOMIIO KOMaH] PO3pOOHUKIB Y
R&D, 1100 Hastae 3Mory MpaIoBaT B OKPEMUX
JIeTIO3UTapifax Koay mnapanenbHo. Came Tomy
Cy4yacHI BHCOKOHABAHTAXKEHI CHCTEMHU YacTo
noOy/10BaH1 3 BUKOPUCTAHHIM MIKpOCEPBICHOI
apXiTEKTypH.

HaniiiHicTh BUCOKOHABAaHTAXEHUX CUCTEM —
KITIOUOBA XapaKTEePHCTHKA, M0 3ade3redye iMm
30aTHICTh (PYHKI[IOHYBAaTH HaBiThb B yMOBax
IUHAMIYHUX HaBaHTa)XeHb, JIOKAJILHHUX 300iB
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OKpeMHUX KOMIIOHEHTIB 1 HECHOIIBaHUX BTPAT
JOCTYITHOCTI.

BinMOBOCTIHKICTh — KPUTHYHO BaKITUBUI
KpUTepid  HaaiiHOCTI, 1m0  3abe3mnedye
3[aTHICTh CUCTEMH KOPEKTHO (YHKIIIOHYBaHHS
HaBiTh y pa3i BHUXOMYy 3 Jaay OKpPEMHX
KOMIIOHEHTIB a00 BTpaTé JOCTYIy J0 NEBHHUX
00YHCITIOBAILHUX BY3JIB [3].

MikpocepsicHa apxitektypa (puc. 1) Hagae
nepeBaru Mnpu HEoOX1MHOCTI 130s1ii 3001B 1
niaTpumii Oe3nepepBHOI poOOTH y BHIAAKY
YaCTKOBHX BiJIMOB.

KnieHT KnieHTt KnieHT
A4
Basa » API -«
OaHuxX
-~
| ! !

Cepsic Cepeic

| 1

Bpokep noeigoMmneHb

Cepesic

Puc.1. [Ipuknag MikpocepBiCHOIT apXiTeKTypH
BHCOKOHABaHTAKEHOI cUCTEMU [4]

J10 TOrO X po3noALT (PyHKIIIOHAIBHOCTI MK
HE3aJIeKHUMH cepBicaMM 1 JelleHTpastizaiis
CTBOPIOIOTH TIEPEIyMOBH ISl JOCATHEHHS
ONTUMAJIbHOI MPOIYKTUBHOCTI 1 alalTUBHOCTI
cucremu. lle, m03BoNIsI€ 3HAYHO MOKPAIIUTH
CTaOUIbHICTE  pOOOTH  3aCTOCYHKIB, IO
(YHKIIOHYIOTh Y CEpPEJOBHINAX 3 BUCOKHUMH
BUMOTaMH JI0 Oe3MepepBHOCTI 1 3aTPUMOK B
yMOBaX 3MIHHUX HaBaHTaXEHb [4].

[Ipote, Benuka KUIBKICTh HE3AJIEKHUX
MIKpPOCEPBICIB YCKJIaIHIOE KOHTPOJIb 33 IXHBOIO
B3a€MOJII€I0, OCKUIBKM BIIMOBa OKpPEMHX
cepBiciB MO)ke OyTH He ofpa3y BHUsBIEHa 0e3
BIJITIOBITHOTO CIIOCTEPEKEHHS 32 CHUCTEMHHUM
cranoM. Kpim Toro, posmoaiieHuil xapakrep
MIKpPOCEPBICHUX JIOJJaTKiB MOX€E CTBOPIOBATU
Takl CHCTEMHI aHOMaii, IK KacKaJHi BIIMOBHU
[5], 110 CTBOPIOE HOBI BUKIIUKHU y 3a0€3MEeUeHH1
HaJIHHOCTI, a caMe BHCYBAa€ Ha MEPIIUH TIIaH
3aja4y e(peKTUBHOI OpKECTpAllil i MOHITOPUHTY
KOMITOHEHTIB. He3anexHicTe MiKpocepBiciB
POOHUTH KOMITOHEHTH CHCTEMH 3HAYHOIO MipOIO
3aJIeKHUMH Bl KOMYHIKalli, IO TMOCHJIIOE
BJIACTUBICTh EMEP/KEHTHOCTI CUCTEMH 1 MOXKe
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MPU3BOJIUTH 10 3HAYHHUX HEMepen0adyyBaHUX
HEraTUBHUX HACIIJIKIB [6]

VY BiANOBigs HA HU3KY 3a3HAYCHUX PU3HKIB,
110 MOB’s3aHi 3 JOCTYMHICTIO 3aCTOCYHKY, IS
3MEHIIIEHHS HACHiAKIB 3001B B  Mepexi,
CUCTEMHHX B1JIMOB, PI3KHUX 3MiH HABAHTAXKCHHS
(IHTEHCHBHOCTI BUKOPUCTaHHS (yHKIIOHATY
KOPUCTyBauaMH) 1 MOPYIIEHb OE3MEeKH YacTo
3aCTOCOBYIOTH IIA0JIOHH BiJIMOBOCTIHKOCTI.

Icnye Oararo mnporpamMHuX 0i0mioTeK 1
¢bpeiiMBopkiB [7, 8], 10 NPOMOHYIOTH IS
JNeSKUX  IIa0JIOHIB  Pi3HI  IMIUIEMEHTAIli
(peamizamii), sKi PO3POOHHKH TMPOTPAMHOTO
3a0€e3MeYeHHs] MOXKYTh BHUKOPHUCTOBYBAaTH «3
KOPOOKM», 3MIHIOIOYHM 3HAYEHHS 3MIHHUX Y
KOHITypallii, o HaJlae€ThCsl O10J10TEKOO.

Takox icHye HHU3Ka pI3HUX Ia0JIOHIB
BIJIMOBOCTIMKOCTI, IO KJIaCHU(IKYIOThCS 3a
piznumu  kareropismu  [7-9]. Ilpore 1e
JOCIIDKEHHS C(OKYCOBaHE Ha ITOKpaIleHHI
TUX IIa0JIOHIB, IO O€3MOCEPETHHO BILTUBAIOTH
Ha CHHXPOHHY KOMYHIKAIIiF0 MK CEpPBICaMH.

Cepen maOnoHiB, SKi OINMMHHUIUCS B TIOJI
nporo pociimkeras [7, 9]: Timeout; Circuit
Breaker; Retries; Fallbacks; Bulkheads; Rate
Limiters. B po6oti [7] Ha OCHOBI aHai3y HUX
MIabJIOHIB IS TOJAJIBIIOTO BAOCKOHAJIEHHS
oyno Buokpemieno Circuit Breaker (CB).
Takox y [7] Oyno 3ampornoHOBaHO HOBY
peamizalifo 1bOro METOAY — MNPEAUKTHBHY
monens mnatepHy Circuit Breaker, 1 Bukonano
MOpIBHSHHS ~ 3allPONIOHOBAaHOT  Mojenmi 3
3arajibHOBIJIOMHUM, peasli3oBaHUM Ha 0a3l [8],
Circuit Breaker.

VY miif peamizamii 1maGnoHy, IS OI[IHKH
MIOTOYHOI HaJIMHOCTI 3B’SI3Ky MIXK CepBicaMu
BUKOPUCTAHO TaKi METPUKH HA OCHOBI JIaHUX
npo HemoaaBHi Bukimku: Failure rate (piBeHb
BimMOB); Slow call rate (HHM3bKa HIBUAKICTH
3anuTiB); Success call rate (piBeHb ycHilIIHUX
3amutiB); Time in Open State (dac vy
B1JIKPUTOMY CTaH1).

3anponoHoBaHa B [7] IpeIUKTUBHA MOZEIb
natepny Circuit Breaker copsimoBana Ha
ONTHUMI3AIlII0 CHHXPOHHOI KOMYHIKAIlii JBOX
MIKpPOCEPBICIB LUISIXOM MPOTHO3YBAHHS CTaHy
iX B3aeMopii 1 3MEHIIICHHS 3aTPUMKH TTEPEXOTY
Mk cranamu Circuit Breaker, mo moxparrye
CTaTUCTUKY YyCHIIIHOCTI 3anmuTiB. OJHAK, IO
monmens  Circuit  Breaker wmoxma e
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BIOCKOHAJIUTH B HAIpPSAMKY IIOKpalleHHA i
alaTUBHOCTI J10 3MIH HAaBaHTAKEHHS.

TIIBUIIEHHS BIZIMOBOCTIVKOCTI
MIKPOCEPBICIB

Ilepedymosu soockonanenus memoody CB

JlunaMiuyHe HaBaHTAXCHHS HAa MIKpOCEpBIC
BHCOKOHABAaHTA)KEHOI CHCTEMH — II€ THUIIOBE
SIBUILE, IO 3aJIEKUTH BiJ] KOHTEKCTY, B SIKOMY
MPALIOE CHCTEMA.

Came TOMy OUIBIIIICTh CyYaCHUX peati3allii
Circuit Breaker npaiiforoTh Ha OCHOBI KOB3HOTO
BiKHA JIaHUX, HI0 TPUMA€ KOHTEKCT IMEBHOTO
po3Mipy 3a 3aJaHMM YacoM abo0 KiTbKIiCTIO
BUKJIMKIB B 3aJIEKHOCTI Bif oro tumy [8, 10]:
- Count-based sliding window (koB3HE BiKHO

Ha OCHOBI KUJIBKOCTI 3aITUTIB);

- Time-based sliding window (koB3He BiKHO

Ha OCHOBI YaCOBHUX IPOMIXKKIB);

KoxeH Tun BiKHa TpHMae KOHTEKCT 3a
MEBHOIO KIJIBKICTIO OCTAHHIX BHKJIMKIB, aJI€ BCi
i peamizaliii HamalOTh CTAaTHYHUI pPO3MIp
BIKHA.

KoHTekcT oHOBIIOETBCS Ha 0as3i jaHUX
CTaTUCTUYHHUX OCTAHHIX 3aIUTIB 1 MOKa3HUKIB
MPOMYKTUBHOCTI, 10 BHUKOPUCTOBYIOTHCS IS
OLIHKM TMOTOYHOI HaAIHHOCTI 3B'SI3KYy MIXK
cepBicami.

Jleski icHyroui ¢peliMBOpku 1 6i10mioTeKH
MPOTIOHYIOTh MEXaHi3M BWIIyYEHHS «ITOTaHHX
eK3eMIUIPIBY, aje TakoX 0e3 aBTOMaTHYHOIO
HaJallTyBaHHA po3Mipy BikHa. B miit po6oTi
JUIl  BJOCKOHAJICHHA TPEIUKTHUBHOI MOJENi
natepny CB [7] 3amponoHoBaHO AMHAMIYHE
peryiIioBaHHS pPO3Mipy KOB3HOIO BIKHAa Ha
OCHOBI TIOTOYHOTO HAaBaHTAXXEHHS Ha CEpBiC.
Take HanmamTyBaHHs HaJae 3MOTY aJlanTyBaTH
KOHTEKCT JI0 IPUPOTHUX KOJIMBAaHb TpadiKy.

[ToTouHUM Ha3MBAETHCS HABAHTAXKECHHS, 1110
CIIOCTEPITA€ThCS B TOTOYHUN 1IHTEPBAJ Yacy.

Jns peanizauii wiel i7ei, 10 NpeAUKTUBHOI
Mmozeni narepny CB, nomano koHTposnep, sikuit
3MIHIOE IUIBOBUM pO3Mip KOB3HOTO BiKHA

BIAMOBIAHO O  IOTOYHHUX  IMOKA3HHUKIB
IHTEeHCUBHOCTI BUKJIMKIB ¢byHKIIOHATY
CepBicy.

Lle, cBo€to yeproro nepegodavae:
- PO3poOKy anropuT™My g aJanTUBHOTO
HaJIAITyBaHHS PO3Mipy BiKHA JaHUX;
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- poO3poOKy MaTeMaTW4HOiI MOAem  JiIs
O0OYHCIICHHSI pO3Mipy KOB3HOTO BIKHA, Ha
oCHOBI sikoro mpairoe CB [7, 8].

Aneopumm adanmueHo20 HALAWMY8AHHS
PO3MIPY KOB3HO20 BIKHA BIKHA OAHUX

B ocHOBy po0OoTH KOHTpoOJepa, MOKIaJACHO

QJITOPUTM, IO TIEPIOTUIHO BUKOHYE:

1) 0OYMCIICHHS TOTOYHOTO HABAaHTAXKCHHS;

2) eKCIOHEHIlIaJbHe 31Ky BaHHS
00YHCIICHOTO TOTOYHOTO HABAaHTAXKEHHS;

3) oO4HCIIeHHs IBOBOTO PO3MIPY BIKHA;

4) oOuMCIeHHS BIIHOCHOI 3MIHH MOPOTY
ricTepesucy;

5) mepeBipka yMOBU OHOBJICHHS PO3MIpY
LIJTLOBOI'O BIKHA;

6) OHOBJEHHS LIJILOBOTO PO3MIpy BiKHA, IPU
YMOBi TEpPEBUILIEHHS WOTr0 BiJHOCHOI
3MiHU TIOPOTY TiCTEPE3UCY.

[ToyarkoBe 3Ha4YeHHs po3Mipy BikHa W,

HAJTAMITOBYETHCS Ti]] 9ac 3aIyCcKy pOrpaMu.

Aoanmayis mamemamuyroi mooeni

1.  OOGuucneHHs MOTOYHOTO HABAHTAKCHHS
BUKOHY€ThCS 3a (popmyroro (1):

A =7 @)
1ie: N, — KUTbKICTh 3aIUTIB 3a 3aJJaHHI iHTepBal
qacy 4, a it — IIOTOYHE HABAaHTAKEHHS.

2. ExcrnioHeHuianbHe 3IV1aKy BaHHS
O00YHCIICHOTO ITOTOYHOIO HABAHTAXXCHHS, IO
BUKOHYETBCS JIJIsl cTabuIi3a1lli KOPOTKOUaCHUX
IIyMiB 1 OTpUMaHHS 3MIAHKEHOT MPOIYCKHOT
3/1aTHOCTI, BUKOHY€ETHCS 3a GopMyIioro (2):

)lt = (1 - )/)At—l + V’it' Y E (0,1], (2)

ne: A; — 3TIaJKCHEe HAaBaHTKEHHS B MOMEHT
qacy t; A;_q — 3DIaDKCHE HABAHTAXXCHHS B
nonepe/Hiil yacoBuii iHTepBaNT; A, — HMOTOUHE
HaBaHTAXXCHHS; ¥ — KOE(DIII€HT 3I1a1’KyBaHHS.

3. OOuucneHHs po3Mipy BiKHa B MOMEHT
yacy t BUKOHY€ThCs 3a (hopmyroro (3):

Wtarget,t = clip(ade, Whin, Winax)- (€))

ne; Wiargett IUTHOBUNA PO3MIP KOB3HOTO

BIKHA B MOMEHT uYacy t; @ — KoeQili€eHT
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MacmTaOyBaHHS, 0 KOHTPOJIIOE TPOTIOPLIHHY
3MiHYy pO3Mipy KOB3HOTO BiKHA BIJIHOCHO
HaBaHTAXCHHS; A; — 3MIQDKEHUA po3Mip
HAaBaHTAXCHHA B MOMEHT dacy t; clip
¢byHkuis oOMexeHHs po3Mipy BikHA; Wi, 1
Winax — HYKHSA 1 BEpXHS MEXI JIO3BOJICHOTO
pO3Mipy BiKHa, IO 3amo0Iral0Th HAaIMIPHOMY
CTHCHEHHIO 1 PO3IINPEHHIO.

4. 3MiHH ITOPOTY TiCTEPE3UCY BUKOHYETHCS
3a hopmymoro (4):

(Wearget,e=We—1l
& = W, ’ (4)
t—-1
e & — BIIHOCHAa 3MiHA HABAHTAKEHHS B

MOMeHT vacy t; W;_; — po3Mip KOB3HOTO BiKHa
3 monepeanboro inreppany; Wigrger,: — PO3MIp
KOB3HOTO BiKHA (10 TIepeHaIaITyBaHHs).

5. Po3mip BikHa OHOBIIOETHCS 3TiAHO 3 (5):

W = Wiargee,t U &> &
otherwise W, = W;_,, (5)

ne W, — po3mip BikHa, IO 3aCTOCOBYETHCS B
MOMEHT 4acy t; W;_; — po3mip KOB3HOTO BiKHa
3 monepeaHboro inrepsany; Wigrgerr — HOBE
3HAYEHHS pPO3MIpYy KOB3HOIO BIKHa 10
MepeHaNalITyBaHHsI; & — TMOPIT TiCTEPe3ucy,
SIKAA BH3HA4Ya€ MIHIMAJIbHY BIJIHOCHY 3MiHY,
1110 HeoOX1AHa JIs OHOBJIEHHSI MOTOUHOTO W4
3HaueHHs Ha obuuciene W;.

YMOBa OHOBJIEHHSI PO3MiIpYy KOB3HOT'O BiKHa
MoTpiOHAa i  YHUKHEHHS HEBHIIPABIAHO
4acTUX KOJHMBaHb, SIKi MOXKYTh OyTH BUKIHKaHI
MIHOPHHUMH 3MIHaMU B Tpaiky.

6. OHOBIEHHS pO3Mipy KOB3HOIO BIKHA
3allyCKA€ThCSI B OKPEMOMY BiJI OCHOBHHX
nporeciB podoru Circuit Breake moromui, a6o
HIIIFOETHCST (POHOBUM IIJIAHYBAJTBHUKOM Yepe3
CHeliaJIbHAN Taiimep.

[lepioa oHOBIIEHHS pO3Mipy KOB3HOTO BiKHA
BU3HAYAETHCA BIJTMIOBITHO /10 TOTPEO CUCTEMHU.

Ipuxnao pobomu anzopummy

Ha puc. 2 mnoxazano paunamiky HTTP
3aMuTIB, IO BIAMOBITAE peabHIA CTATHUCTHIL
N000BHX  KONWBaHb  Tpadiky  cepBepiB
Cloudflare y €Bpomi mnpoTSroM THXHSA Yy
BepecHi 2025 poky [11].
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3 puc.2 BUAHO SK IHTEHCHBHICTH Tpadiky
nepesuinye 90% Baenb (puc. 2, a), a BHOYI
3meHmyeThes 10 30% (puc. 2, 6).

HTTP requests time series for Europe

HTTP requests over tim:

~\ s
Fri, Sep 26, 2025, 18:00 UTC
@ Europe: 94.1% of Max

!

'+ Cloudflare Radar Sep 21, 2025, 00:00 UTC - Sep 27, 2025, 23:45 UTC
a

HTTP requests time series for Europe

HTTP requests over tir

Fri, Sep 26, 2026, 02:00 UTC
® Europe: 30.4% of Max

Cloudflare Radar Sep 21, 2025, 00:00 UTC - Sep 27, 2025, 23:45 UTC 6’

Puc. 2. Craructuka nob6oBux koinuBanb HTTP
3aruTiB A0 cepBepiB Cloudflare y €Bpormi [11]

Ha puc. 3 mnoxazano mnpukian AUHAMIKA
PO3MIpY aJanTUBHOIO 1 CTATUYHOTO KOB3HUX
BIKOH B YMOBaX NepioANYHUX HaBaHTAKEHb.

—— Tpadik (zanuTis/c)

== Po3Mip a4anTHBHOMO BikHa
—— Po3Mip CTaTUYHOro BikHa

KinekicTe 3anuTie

Puc. 3. [Ipuknan AuHAMIKH PO3Mipy aAalTUBHOTO
1 CTaTHYHOTO KOB3HHX BiKOH

3 puc. 3 BHIHO, IO 3aIPONOHOBAHUM
QITOPUTM QJANTy€e PO3MIp KOB3HOIO BiKHA
BIAMOBIAHO [0 IMOTOYHOTO HABAaHTAXXEHHS, a
came:

- SMxmo HaBaHTaXEHHS HAa MIKPOCEpBIC
3pOCTaE, TO PO3Mip BiKHA 30UIBIITY€ETHCS;
- JSIKmo HaBaHTaXEHHS CIajae, TO PO3MIp

BIKHA 3MEHIIIY€ThCS.

3anexHICTh AMHAMIKKM PO3MIPYy KOB3HOTO
BiKHa BiJg Tpadiky IaHUX HaJa€ MIUPIIAN
KOHTEKCT JUIsl aHAI3y CTaHy KOMYHIKaIii Mix
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cepBicaMM y TMOPIBHSHHI 3 CTaTUCTHYHUMU

BIKHAMH, III0 HEUYTIUBI JI0 X 3MiH.

Takum yuHOM «IIpOOHA MEepeBipKa» poOOTH
AITOPUTMY ITOKa3aJa, 0 aJlTOPUTM BiAIIOBiAa€e
OYiKYBaHHSIM.

[Ipote, B 1bOMY TOCIIKEHHI 3QJTUIIAINCH
HEBUPILICHUMH 33/1a4i:

- CKCIIEPUMEHTAJILHOI  OI[IHKK  3/aTHOCTI
npeaukTuBHOI  Mmozpeni  marepny  CB
aJlanTyBaTUCs J0 PealbHUX 3MiH POOOYOTro
HABaHTAXCHHS;

- TOPIBHSHHSI e(hEeKTUBHOCTI poboTtu
NpeauKTUBHOT Mozieni narepHy CB B pisHuX
CIICHapisiX pPOOOTH BHUCOKOHABAHTAKEHHX
CHCTEM, B TOMY 4YHCIi BHKOPHUCTOBYIOUH
noeqHaHHs 1i€l peanmizamii mabaoHy 3
IHIIMMU MTaTepHAMH BiTMOBOCTIHKOCTI.

Jlns  TOpIBHAHHSA ~ pE3yJbTaTiB  IUX
eKCIIEPIMEHTIB TPOIIOHYETHCS BUKOPHUCTATH
METPHUKHU PEUTHHTY KOMYHiKaIlii cepBiciB: Slow
call rate, m moOKasye HHU3BKY MIBHIKICTh
3anuTiB; Success call rate, sika BimoOpaxkae
piBeHb ycmimHuxX BUKIHKiB; Time in the Open
state, sKka TMOKa3ye 4Yac BIJIKPUTOrO CTaHy
Circuit Breaker; Permitted call rate, mo
MOKa3y€e KUIbKICTh TO3BOJIEHUX JI0 BUKOHAHHS
Circuit Breaker cmnpo0® 3amuTiB 3 THUX IO
3amucasi B KOB3HOMY BikHi; Consecutive failure
streak, ska BimoOpakae TIOTOYHY cepis
MOCITiJOBHUX HEBJIAY.

TakuM YMHOM, TIEPCIIEKTUBOIO IONATBITIX
PO3pOOOK € eKCIEpUMEHTATbHI JOCI1KEHHS, B
SAKUX  3alpONOHOBAHWH  anroput™  Oyze
BUKOPUCTAHO B Pi3HUX MPUKIATHUX CIIEHAPIAX.

BUCHOBKU

1. OCHOBHMM pE€3ylbTaTOM JOCIHIKEHHS €
QJITOPUTM HaJAIITYBaHHA PO3Mipy IiIbOBOTO
KOB3HOTO BiKHAa, B OCHOBY pOOOTH SIKOTO
MOKJIAZICHO ~ MareMaTU4yHy  MOjeNb, 11O
po3pobieHa s 3aCTOCYBaHHS MPEIUKTUBHOIO
mozemmo narepHy Circuit Breaker.

2. 3anponOHOBAHMI AITOPUTM ANANTYE
PO3MIp HUTLOBOTO KOB3HOTO BiKHA BiAMOBITHO
JI0 TIOTOYHOTO HABAHTAXXEHHSI HA MIKPOCEPBIC
CHCTEMH, BUKOPHCTOBYIOUM E€KCIIOHEHIIiHe
3MIaPKyBaHHS 1 TOpIT  TicTepe3ucy  Ams
YHUKHEHHS 3aHaJTO 4YacTUX 1 PI3KUX 3MiH
PO3MIpy KOHTEKCTY.
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3. Ans OomiHKH €(QEeKTUBHOCTI alrOpUTMY B
CKJIQTHIMUX KOH(pIrypamisix MiKpocepBiciB
3aIUTAHOBAHO TIPOBEACHHS EKCIIePUMEHTAIIbHI
JOCIIJKECHD, B SIKMX HOTO OyJie BAKOPUCTAHO B
PI3HUX MPUKIAJIHUX CHEHAPIAX.
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Improving the Fault Tolerance of
Microservices in Highly Loaded Systems Based
on Load Monitoring

Thor Paprotskyi, Anatolii Pashko

Abstract. The article investigates the problem of
configuring communication between servers in
high-load systems that operate under periodic
conditions. The primary attention is on fault-
tolerance patterns that directly affect synchronous
communication between services. The study
focuses on the Circuit Breaker method, which
formalizes the analogy to a real circuit breaker for
fault control and isolation in distributed systems.

The goal of the work is to increase the fault
tolerance of a microservice by dynamically
adjusting the sliding data collection window size,
enabling the context to adapt to current traffic
fluctuations.

To achieve this goal, a mathematical model for
calculating the target sliding window size has been
developed based on the load analysis over the
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observed time interval and incorporated into Circuit
Breaker.

The algorithm periodically calculates and adapts
the size of the sliding data collection window to
traffic fluctuations in the system, based on current
load calculations and exponential smoothing, as
described in the proposed model.

The practical significance of the results obtained
is seen in the possibility of implementing new
algorithms to improve the communication rating of
microservices in highly loaded systems, which will
allow for increasing their fault tolerance and
ensuring system stability under different load
conditions. The scientific novelty lies in the further
development of the methodology for increasing the
fault tolerance of microservices in highly loaded
systems, based on the determination of their
interaction state using statistical data from previous
requests and their outcomes.

Keywords: adaptivity, Circuit Breaker, fault
tolerance pattern, synchronous communication,
sliding window, traffic.
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Abstract. This article examines the limitations
of existing hybrid rollup solutions and presents an
adaptive L2 architecture model that leverages
artificial intelligence mechanisms. It is shown that
current approaches to combining optimistic and ZK
verification are largely based on static rules or
manual mode selection, which prevents them from
effectively accounting for load dynamics, risk
profiles, and domain-specific properties of
applications. Based on an analysis of optimistic,
ZK, and hybrid rollups, an adaptive hybrid rollup
model with Al-based transaction routing is
proposed. This model combines transaction
classification, GNN-based decision making,
LSTM-based network condition forecasting, a dual-
path execution system, and a continuous learning
module. The article describes a Predictive Routing
Algorithm that performs proactive selection
between ZK and optimistic paths, taking into
account cost, latency, security, and risk profile, as
well as a Dynamic Resources Allocation
mechanism that dynamically redistributes resources
between the paths. The proposed multi-criteria
optimization framework demonstrates the ability to
tune objective weights to the specifics of different
classes of DeFi and Web3 protocols. It is shown that
the implementation of such a model is promising for
systems with high transactional intensity, as it
enables a shift from manual configurations to
automated, data-driven policies for resource and
risk management in hybrid rollup architectures.

Keywords: web3, adaptive hybrid rollups,
artificial intelligence, blockchain.

INTRODUCTION

Contemporary blockchain networks face a
fundamental scalability challenge that limits
their widespread adoption in the global digital
economy. The Ethereum network is capable of
processing only 15-30 transactions per second
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at the base layer [1, 2], while centralized
payment systems demonstrate throughput that
exceeds this metric by several orders of
magnitude [1]. Limited throughput leads to
network congestion and significant increases in
transaction costs [2], creating a barrier to mass
adoption of blockchain technology.

Layer-2 solutions, particularly rollups,
successfully reduce the load on the main
blockchain, offering more scalable
infrastructure [3]. Among rollup technologies,
optimistic rollups and zero-knowledge proof
rollups have gained the widest adoption [4].
Optimistic rollups, including Arbitrum and
Optimism, provide full compatibility with the
Ethereum Virtual Machine and low transaction
costs ranging from $0.10 to $0.30 [4, 5],
however they have a significant limitation in
the form of a seven-day waiting period for final
confirmation [6, 7]. ZK-rollups, such as zkSync
Era and StarkNet, ensure faster transaction
finality and efficient data compression [8, 9, 10,
11], but the generation of cryptographic proofs
requires significant computational resources,
which is reflected in higher transaction costs
[5].

Analysis of existing solutions reveals a
fundamental shortcoming in the form of
absence of mechanisms for adaptation to the
specifics of individual transactions and
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dynamic network conditions. Both optimistic
and ZK-rollups apply a single verification
strategy to all operations regardless of their
value, urgency, or security requirements [1].
Initial attempts to overcome these limitations
are represented by static hybrid architectures,
however these systems remain constrained by
predefined routing rules and are unable to
dynamically adapt to changes in network load
[12, 13, 14].

Systematic reviews demonstrate successful
application of machine learning methods for
optimizing various aspects of blockchain
systems, including consensus mechanisms and
dynamic optimization of resource allocation
[15, 16, 17]. However, the potential for
applying artificial intelligence for intelligent
routing  between  different  verification
mechanisms in rollups remains insufficiently
explored in scientific literature [18].

The objective of this work is a systematic
analysis of the possibilities and prospects for
creating adaptive hybrid rollup systems that
utilize artificial intelligence for dynamic
routing of transactions between zero-
knowledge  verification and  optimistic
verification mechanisms. The research is aimed
at developing a conceptual architecture of an
adaptive hybrid system, analyzing the
possibilities of its practical application,
theoretical prediction of efficiency, and
evaluation of the technology's development
prospects.

REVIEW OF ROLLUP TECHNOLOGIES
Optimistic Rollups

Optimistic rollups represent a second-layer
scaling technology based on the assumption of
network participant honesty. Unlike traditional
approaches that require active verification of
each transaction, optimistic rollups proceed
from the presumption of operation correctness
until proven otherwise [19]. This architectural
feature provides a significant increase in
throughput while maintaining an acceptable
level of security through the fraud proof
mechanism.

The architecture of optimistic rollups
presupposes the presence of two key roles:
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sequencers, responsible for collecting and
processing transactions, and verifiers, who
oversee the network and initiate challenge
procedures upon detection of incorrect
operations [20]. Sequencers ensure the batching
of a significant number of transactions into
batches, which are subsequently published in
the main blockchain together with a new state
root. A critical feature of this process is that
sequencers must deposit collateral to participate
in the network, which can be confiscated in case
of detection of malicious behavior [20]. The
fraud proof mechanism constitutes a
fundamental element of optimistic rollup
security. After publication of a transaction
batch, a challenge period begins, during which
any network participant can initiate a procedure
to verify the correctness of proposed state
changes [6]. Modern implementations of
optimistic rollups utilize interactive fraud
proofs, which require several rounds of
interaction between the sequencer and
challenger to determine the specific instruction
that caused the error [21]. This approach
significantly reduces the cost of verification
compared to non-interactive proofs, which
require re-execution of all batch transactions on
the first layer. The challenge period
traditionally amounts to approximately seven
days in leading optimistic rollups, including
Arbitrum, Base, and Optimism [6, 7, 19, 20].
This duration is necessitated by the need for
protection against economic censorship attacks,
where an attacker may attempt to block
challenge submission through bribing block
producers [21]. Research shows that to ensure
successful completion of the challenge period
in the presence of economic censorship, the
period duration must exceed one week,
proceeding from the assumption that the
Ethereum community will implement a social
response in the form of a hard fork of the chain
within this timeframe [21].

The main advantage of optimistic rollups is
their compatibility with the Ethereum Virtual
Machine and relatively low transaction costs.
Following the implementation of the EIP-4844
upgrade, which introduced specialized data
storage space in the form of blobs, the average
transaction cost in optimistic rollups decreased
to a range from $0.10 to $0.30 [22]. This is
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achieved due to the fact that optimistic rollups
do not require generation of complex
cryptographic proofs for each transaction batch,
which reduces computational costs and
accelerates the processing procedure [6].
However, optimistic rollups have significant
limitations that constrain their widespread
adoption in time-sensitive applications. The
most critical problem is the delay in final
transaction confirmation, which can reach
seven days as a result of the necessity to wait
for completion of the challenge period [7]. This
creates difficulties for users when withdrawing
funds from the second layer to the main
blockchain and limits the technology's
applicability for cases requiring rapid finality.
An additional limitation is dependence on the
presence of honest network participants capable
of detecting and challenging fraudulent
transactions, = which  creates  additional
requirements for decentralization and verifier
activity [6]. Contemporary  research,
particularly the Dynamic Fraud Proofs
protocol, proposes the possibility of applying
dynamic fraud proofs to reduce the challenge
period under ideal conditions [23]. This
approach presupposes adaptive modification of
the challenge period duration depending on
verifier activity and absence of disputes, which
could potentially improve user experience

without compromising system  security.
However, full implementation of this concept
requires  additional  research  regarding

economic incentives and cryptoeconomic
resilience.

Zero-Knowledge Proof Rollups

Zero-knowledge proof rollups represent an
alternative approach to blockchain scaling
based on the use of cryptographic proofs for
verification of computation correctness without
revealing transaction details. Unlike optimistic
rollups, ZK-rollups actively generate and verify
validity proofs for each transaction batch,
ensuring instant finality and a higher level of
security [8]. The architecture of ZK-rollups
includes several key components: a sequencer
responsible for processing transactions off-
chain, a proof generator that creates

cryptographic confirmations of computation
SMART TECHNOLOGIES:
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correctness, and a smart contract on the first
layer that verifies submitted proofs [10]. The
transaction processing procedure begins with
collecting operations into a batch, after which
the proof generator creates a succinct
cryptographic proof confirming the correctness
of the state transition. This proof, together with
compressed transaction data, is published on
the main blockchain, where the smart contract
performs verification and updates the state root
[10]. There are two main types of zero-
knowledge proofs applied in ZK-rollups: zk-
SNARKSs and zk-STARKSs, each of which has
unique characteristics, advantages, and trade-
offs [24, 25].

A key advantage of ZK-rollups is the
possibility of instant transaction confirmation
without the need to wait for a challenge period.
After the validity proof is verified by the smart
contract on the first layer, the new state is
considered final and immutable [8]. This allows
users to quickly withdraw funds from the
second layer, typically within 10-30 minutes,
which represents a cardinal improvement
compared to the seven-day waiting period in
optimistic rollups [6, 10]. An additional
advantage is significant data compression
achieved through the use of cryptographic
proofs. Instead of publishing complete data
about each transaction, ZK-rollups publish only
succinct proofs and minimal information
necessary for state recovery [10]. This leads to
a reduction in load on the main blockchain and
improvement of overall ecosystem scalability.
Research shows that ZK-rollups can achieve
data compression at a level of 90% compared to
publishing all transactional data [11].

However, generation of zero-knowledge
proofs requires significant computational
resources, which is reflected in higher
transaction costs compared to optimistic
rollups. Analysis of practical implementations
demonstrates that the average transaction cost
in ZK-rollups fluctuates in a range from $0.50
to $1.00 under normal conditions, with the
possibility of growth to $3-10 during high first-
layer congestion [5]. This creates an economic
barrier for applications with high frequency of
low-value transactions, particularly
micropayments and gaming applications. An

additional challenge is the complexity of
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ensuring compatibility with the Ethereum
Virtual Machine. Development of zkEVM
capable of generating proofs for execution of
arbitrary smart contracts presents significant
technical difficulties due to the complexity of
EVM instructions and the necessity of their
representation in the form of arithmetic circuits
[26, 27]. There are various approaches to
zkEVM implementation with different levels of
compatibility: from full EVM equivalence
allowing direct deployment of existing
contracts, to specialized virtual machines
optimized for proof generation [27]. The risk of
centralization also constitutes a substantial
problem for ZK-rollups. Proof generation often
requires specialized hardware, which can lead
to concentration of this function in the hands of
a limited number of operators [28]. This creates
potential vulnerability to transaction censorship
and manipulation of their execution order,
which contradicts the principles of blockchain
system decentralization. Contemporary
research is focused on developing decentralized
networks of proof generators and mechanisms
for incentivizing participation of multiple
independent operators [28].

Hybrid Rollups

Awareness of the limitations of both
optimistic and ZK-rollups has led to the
development of hybrid architectures that seek
to combine the advantages of both approaches.
These solutions represent diverse strategies for
integrating verification mechanisms, from
conceptual models of seamless transition
between  proof  types to  practical
implementations with artificial intelligence
integration at the sequencer level. A brief
overview of key hybrid projects is presented in
Table 1.

The considered hybrid solutions, despite the
innovation of architectural decisions, are
characterized by the static nature of decision-
making regarding the choice of verification
method [12, 13, 14]. The systems use fixed
routing criteria that do not account for dynamic
changes in operating conditions: current
network load, gas cost on the first layer, specific
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transaction requirements regarding
confirmation speed or security level. Such
absence of adaptivity leads to suboptimal
resource utilization, when the system applies an
excessively expensive verification mechanism
for simple operations or an insufficiently secure
approach for critical transactions.

Potential of Adaptive Hybrid Architectures

Research on the application of machine
learning methods for optimization of
blockchain systems demonstrates the potential
of artificial intelligence algorithms for dynamic
optimization of resource allocation, where ML
approaches  notably  outperform  static
management schemes [15, 16, 17]. In parallel,
the integration of Al and blockchain is at the
stage of active development: thousands of
repositories, scientific  publications, and
double-digit growth rates of the solutions
market at the intersection of these technologies
indicate the formation of a separate research
direction [15, 16, 17]. The evolution of this
combination proceeds from initial theoretical
analysis and prototypes to implementation in
practical scenarios — from finance and energy to
the Internet of Things. Against this background,
concepts such as optimistic machine learning
(opML), hybrid consensus with ML
components, and Al analysis of market data
demonstrate the technical feasibility of
incorporating Al into critical circuits of
blockchain infrastructure [17, 29].

At the same time, the potential for applying
Al specifically for intelligent routing between
different verification mechanisms in rollups
remains insufficiently explored. Existing
systems do not provide context-dependent
balancing between cost, speed, and security:
critical high-value transfers and routine
microtransactions are processed according to
the same logic, without consideration of risk
profile, deadlines, or application domain [12,
13, 14]. Advanced mechanisms for predicting
network load and personalizing priorities for
different categories of users and protocols are
also absent: DeFi liquidation scenarios require
maximum security and fast finality, while
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Table 1. Comparative characteristics of static hybrid solutions

Project

Hybrid Approach

Unique Feature

Finality Time

ZKM

Entangled Rollups based on
zkMIPS with configurable
selection between optimistic
and ZK-verification [12]

Universal zkVM allows users
to choose withdrawal mode:
fast with higher cost or slower
with lower costs [12]

10-30 min (ZK) or 7 days
(optimistic)

BOB

Combining Bitcoin security
with Ethereum
programmability through OP
Stack and Bitcoin finality
mechanism [13]

Hybrid ZK-proofs for state
verification combined with
BitVM for trust-minimized
bridge to Bitcoin [13]

Depends on phase: ETH L2 (7
days) / BTC finality (in
development)

Morph

Responsive Validity Proof
(RVP): optimistic
architecture with reactive ZK-
proof generation [14]

Sequencer generates ZK-
proof only upon challenge,
which reduces verification
period and lowers data
publication costs [14]

1-3 days

Zircuit

Integration of ZK-proofs with
Al security monitoring at
sequencer level [30]

Specialized sequencer with
automated Al mechanisms for
proactive detection of
malicious transactions and
vulnerability exploitation

10-30 min (ZK)

[31]

gaming applications can tolerate additional
delay for the sake of cost reduction. The lack of
flexible, formalized service level agreements
(SLA) limits the ability of current rollup
architectures to effectively serve the
heterogeneous requirements of contemporary
decentralized applications.

Technical and organizational limitations of
Al integration with blockchain — high cost and
latency of executing complex models on-chain,
requirements for privacy, scalability and
interoperability, as well as ethical questions of
algorithm fairness [17, 18] — indicate the
necessity for intellectually adaptive hybrid
architectures. In such systems, Al does not
replace basic cryptographic guarantees, but acts
as a superstructure that analyzes transaction
context, current and predicted network state,
and participant priorities, forming decisions
about the choice of verification mechanism and
resource allocation. Against the background of
expected growth in transaction volumes and
diversification of blockchain usage scenarios
[4, 5], the development of such intellectually
adaptive hybrid rollups emerges as a critical
direction for further research, aimed at
combining the advantages of Al and Web3
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without loss of fundamental properties of
decentralized systems.

ADAPTIVE HYBRID ROLLUP MODEL
WITH AI-BASED TRANSACTION
ROUTING

Key Principles and Components of the
Adaptive Hybrid Rollup Model with Intelligent
Routing

Analysis of existing hybrid solutions reveals a
fundamental limitation: the static nature of
decision-making regarding the choice of
verification mechanism. BOB allows users to
manually choose between standard withdrawal and
validity proof on demand, which transfers decision
complexity to the end user [13]. Morph applies a
reactive approach through Responsive Validity
Proof, generating ZK-proofs only upon challenge
occurrence, but does not provide for preventive
optimization [14]. ZKM offers a configurable
mechanism for selection between optimistic and
ZK-verification, however  configuration is
performed at the system level rather than individual
transaction level [12].

The proposed model is based on three
principles that distinguish it from static hybrid
solutions:
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1. full automation - the system independently
makes optimal decisions for each
transaction without user or application
developer intervention;

2. principle of proactive adaptation - the
system not only reacts to current conditions,
but also predicts future changes in network
load and preventively redistributes
resources;

3. principle of continuous learning - ensures
constant improvement of decision quality
through analysis of previous operation
results and model adaptation to the
specifics of different application types.

The enumerated principles are
implemented through an architecture of five
interconnected components:

1. transaction analysis and classification
module;

2. Al decision-making core;

3. dual-path execution system with dynamic
load balancing;

4. network conditions prediction module;

5. continuous learning system with feedback
loop.

The transaction lifecycle in the proposed
adaptive hybrid model is depicted in Figure 1.

TRANSACTION RECEPTION

+ RPC endpoint receives transaction
* Signature validation

* Nence & balance verification

* Metadata formation

A 4

ANALYSIS & CLASSIFICATION

- Static bytecode analysis (complexity, external calls)
- dApp type classification (DeF/NFT/Gaming/Social)
« Collection of 14 parameters, 5 groups:

> Temporal (3): deadline, speed criticality, user patterns

o Security (3): contract reputation, logic complexity, risk score
o Contextual (2): dApp type, time of day

* Network (2): current load, load ferecast

° Financial (4): tx value, gas price, gas forecast, economic model

Collectively,  these  principles  and
architectural components form an adaptive
hybrid rollup model capable of real-time
selection of the optimal transaction processing
path and evolution in accordance with dynamic
network conditions and application protocol
requirements.

Al Routing Mechanism

The proposed Al routing mechanism
implements automatic selection of the
processing path for each transaction without the
need for user participation. The core of the
system is a Graph Neural Network that
processes fourteen parameters through a
dependency graph, where nodes represent
transaction parameters and network state, and
edges reflect their interrelationships [32].
Parameters are divided into 5 groups.

The first group of parameters includes
financial metrics: transaction value in USD
equivalent, current gas price on the first layer,
gas price forecast for the next four hours based

AI-POWERED ROUTING DECISION

Graph Neural
work
(3-ayer GNN)
pr
parameter

LSTM Network
provides 4-6 hour
load forecast

Multi-Criteria
Optimization

esses

Output: ZK score vs
Optimistic score determines
route selection

L

FEEDBACK LOOP &
CONTINUOUS LEARNING

BATCH PACKAGING FOR L1

L1 PUBLICATION & SETTLEMENT

DYNAMIC RESOURCES ALLOCATION ENGINE

« Monitor utilization greater than threshold
« Scale ZK allocation

« Throttle low-priority transactions

» Rebalance periodically

Fig. 1. Transaction flow in adaptive hybrid rollup architecture
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on LSTM model, and economic model of the
application. The second group encompasses
temporal requirements: explicitly specified user
deadline, speed criticality for application type
(DeFi requires speed, gaming tolerates delays),
and historical usage pattern of a specific user.
The third group of parameters concerns
security: smart contract reputation score based
on audit history and incidents, transaction logic
complexity determined through static bytecode
analysis, and risk profile of sender address. The
fourth group includes contextual data:
application type (DeFi, NFT marketplace,
gaming, social), time of day and day of week
for detecting cyclical load patterns, and
correlation with activity on other Layer 2
networks. The fifth group encompasses
network conditions: current load of ZK and
optimistic paths, transaction queue sizes,
available throughput in both directions, and
load forecast based on historical data of
analogous periods [15, 16, 17].

In the proposed model, an important role is
played by the Predictive Routing Algorithm,
which transitions the system from a reactive to
a proactive approach to transaction routing. The
system uses an LSTM model with three layers
to predict network load four to six hours ahead
based on historical data from the previous six
months [15, 16, 17]. The model accounts for
cyclical patterns: daily activity peaks during
opening of American and Asian markets,
weekly patterns with higher activity in mid-
week, and seasonal trends. If a period of high
load is predicted, the system preventively
redistributes non-critical transactions to the
optimistic path 30-60 minutes before the
expected peak, reserving ZK capacity for
critical operations. The proposed strategy has
the potential to significantly reduce the risk of
ZK-path overload during peak load periods
while  simultaneously lowering average
transaction costs compared to the reactive
approach.

Dual-path System with Dynamic Balancing

Unlike static hybrid architectures with fixed
or minimally adaptive resource allocation, the
proposed dual-path system implements fully
dynamic balancing of throughput between ZK
SMART TECHNOLOGIES:
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and optimistic paths. The ZK-path uses zk-
SNARK proofs for transactions requiring fast
finality (10-30 minutes) and maximum security,
with support for batch processing to amortize
costs [10, 24]. The optimistic path applies the
presumption of correctness with a dynamic
challenge period from 24 hours to 7 days
depending on transaction risk profile:
operations with verified contracts and low
value receive a shortened period, while
suspicious or high-value operations are subject
to the full seven-day period.

The presence of a Dynamic Resource
Allocation mechanism ensures automatic
scaling of available resources between paths in
real time. The system monitors three key
metrics: utilization coefficient of each path's
throughput, average queue waiting time, and
transaction processing cost. When the ZK-path
reaches 80% load, the system automatically
increases the share of proof generators allocated
to this direction from the baseline level of 30%
to a maximum of 70% within

5-10 minutes. In parallel, a throttling
mechanism is activated for non-critical
transactions: operations with a priority score
below 0.3 are automatically redirected to the
optimistic path or postponed until load
normalization [17]. This approach ensures
guaranteed service level for critical operations
even during activity peaks, which is difficult or
impossible to achieve with static systems.

Adaptive Multi-Criteria Optimization Framework

Traditional approaches to rollup system
optimization use static weight coefficients for
balancing between cost, speed, and security. The
proposed Adaptive Multi-Criteria Optimization
Framework introduces temporal dependence of
weight coefficients that change in real time based on
context. The optimization function is defined as
Figure 2.

Fig.2. The optimization function for Adaptive
Multi-Criteria Optimization.

F(t) = Z w;i(t) - fi(transaction, network_state(t))

53



Information technologies

Where wi(t) are adaptive weights that evolve
through a reinforcement learning mechanism.
Instead of a fixed distribution (0.2, 0.3, 0.5) for
all DeFi applications, the system learns specific
patterns of individual protocols: Uniswap-like
DEXSs receive higher speed weight (0.15, 0.45,
0.40) due to the importance of execution before
price changes, while lending protocols like
Aave receive emphasis on security (0.15, 0.25,
0.60). Similarly, for payment stablecoin
services, cost and transfer speed become
priorities (0.40, 0.40, 0.20). For NFT
marketplaces (trading tokenized assets at fixed
or auction prices) a more balanced profile is
appropriate (0.30, 0.40, 0.30), while for cross-
chain bridges and liquidity transfer protocols
with high exploit risks, weights are additionally
shifted toward security (0.10, 0.20, 0.70).

The system receives feedback through three
channels and uses it to adapt weights. Explicit
user ratings are collected through an optional
rating mechanism after transaction completion,
where users can indicate satisfaction with
speed, cost, and reliability. Implicit signals are
derived from behavioral patterns: if a user
repeatedly sends a transaction with higher gas
price within 10 minutes after the first attempt,
this signals dissatisfaction with speed, and the
system increases the speed weight for similar
future operations of this user by 0.1. System
metrics include the percentage of transactions
that did not complete successfully within the
expected timeframe, average time from
submission to final confirmation, and
frequency of challenges in the optimistic path.
The reinforcement learning agent uses
accumulated reward as a signal for gradient-
based updating of weight coefficients hourly,
achieving convergence to optimal policy within
7-14 days for a new application type.

WORK SCENARIOS: DEMONSTRATION
OF ADAPTIVITY

Scenario 1: Preventive Optimization During
Predicted Peak

At 13:00 UTC, the system detects
through the LSTM model a high probability
(0.87) of an activity peak at 14:30 UTC (NYSE
opening). Current load: ZK-path 45%,
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optimistic 30%. The system analyzes queues
and identifies 340 non-critical transactions
(gaming operations, low-value NFT transfers)
with a deadline greater than 2 hours. The Al
mechanism makes the decision:

1. move 280 non-critical transactions to

the optimistic path,

2. increase proof generator allocation for

the ZK-path from 30% to 55%,

3. activate priority throttling with a
threshold of 0.4 instead of the standard

0.2.

At 14:30 UTC, the expected peak
occurs: 1200 new transactions in 15 minutes,
65% of which are DeFi operations. Thanks to
preventive optimization, the ZK-path reaches
82% load (not overloaded), average finality
time 18 minutes, no critical transaction delayed.
Without preventive optimization: predicted
load 127%, waiting time > 45 minutes.

Scenario 2: Adaptive Classification Based on
Contextual Analysis

Two users send transactions interacting
with the same DeFi contract (lending protocol).

User A: borrow operation for 50 ETH,
address with 2-year history, 450 successful
transactions, reputation score 0.92. User B:
borrow operation for 45 ETH, address active for
3 weeks, 12 transactions, reputation score 0.31.

The Al mechanism analyzes the
context: both operations are financially
significant, but risk profiles differ. Decision:
transaction A is routed through the optimistic
path with shortened challenge period of 48
hours (high reputation), cost $0.15. Transaction
B is routed through the ZK-path (low reputation
= higher risk), cost $0.85, finality 22 minutes.
After a week, user B completes 30 successful
operations, reputation score rises to 0.68. The
next analogous transaction is automatically
routed through the optimistic path,
demonstrating system adaptation to behavioral
profile changes.

Scenario 3: Continuous Learning Through
Feedback Loop
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A new gaming application integrates with
the system. Initial parameters: baseline weight
distribution (0.5, 0.3, 0.2) for gaming category.

First 1000 transactions: the system collects
data on implicit signals. Pattern detected: 23%
of users repeatedly send transactions with
higher gas price, 12% leave negative explicit
ratings with complaints about slowness.

The reinforcement learning agent interprets:
users of this particular application are more
sensitive to speed than typical gaming
applications. After 72 hours, the system adapts
weights to (0.35, 0.50, 0.15), increasing the
share of transactions routed through the ZK-
path from 8% to 22%.

Next 1000 transactions: frequency of
negative feedback decreases to 7%, satisfaction
indicator grows from 3.2 to 4.1 out of 5. The
system continues fine-tuning, achieving
optimal weights (0.32, 0.53, 0.15) after 14 days,
after which it reaches a stable state with
periodic micro-adjustments.

CONCLUSIONS

Summarizing the results, it can be stated that
the proposed adaptive hybrid rollup model
represents a conceptually new approach to
organizing Layer 2 solutions, which differs
from existing static systems in three key
principles: full automation of decision-making
at the individual transaction level instead of
manual  selection (BOB) or system
configurations (ZKM); proactive adaptation
through prediction of future network conditions
instead of reactive response (Morph RVP);
continuous learning through reinforcement
learning with adaptation to the specifics of
different application types.

To implement these principles, a five-
module architecture has been developed that
integrates an analysis module with fourteen
transaction classification parameters, an Al
core based on Graph Neural Network, a dual-
path execution system with Dynamic Resource
Allocation mechanism, an LSTM prediction
module, and a continuous learning system
through feedback loop. Theoretical analysis
indicates potential advantages: reduction in
transaction costs through dynamic distribution
between ZK and Optimistic paths, reduction of
SMART TECHNOLOGIES:
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delays during peaks through preventive
resource redistribution, improvement in routing
quality through adaptation to protocol specifics,
as well as elimination of the need for technical
understanding of verification mechanisms on
the part of users.

The model proves particularly appropriate
for DeFi protocols with operations varying in
criticality, gaming and social applications with
mass low-cost transactions, cross-chain bridges
with automatic balancing of security and speed,
as well as payment systems with high
transactional intensity.

At the same time, despite the conceptual
attractiveness of the proposed model, there
exists a number of unresolved questions that
require in-depth investigation and may limit the
practical applicability of the approach. Critical
priority questions include formal verification of
Al component security, as currently there are no
formal proofs of system resilience to
manipulation by attackers and adversarial
attacks on neural networks making routing
decisions. Confidentiality of behavioral data
constitutes another critical challenge, as
learning mechanisms require access to user
transaction  patterns, ~ which  demands
development of privacy-preserving approaches
to machine learning in the context of public
blockchains. High priority is assigned to
inference scalability issues, as it is necessary to
ensure decision-making latency of less than ten
milliseconds even when processing thousands
of transactions per second, which may prove to
be a technically complex task for sophisticated
models such as Graph Neural Networks.
Empirical validation of the proposed approach
also remains an open question due to the
absence of experimental data on the actual
effectiveness of the adaptive system compared
to static hybrid solutions under real operating
conditions. Medium priority questions include
development of an economic model with
determination of incentive mechanisms for
validators and provers under conditions of
dynamic load distribution, as well as ensuring
compatibility with existing Layer 2 stacks and
creating a clear migration path for decentralized
applications already functioning on static rollup
solutions.
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Further development of the model requires
implementation of proof-of-concept and
empirical testing, formal security analysis,
development of privacy-preserving learning
mechanisms, investigation of decentralized
approaches to Al inference, as well as analysis
of economic incentives and game-theoretic
properties of the system. Overall, the proposed
model represents a conceptual framework for
next-generation Layer 2 solutions, where
cryptographic  verification protocols are
integrated with intelligent resource
management systems, laying a theoretical
foundation for transition from static to adaptive
systems that independently optimize the
balance between cost, speed, and security.
Practical implementation and empirical
validation constitute the subject of future
research and will determine the boundaries of
the approach's applicability in production
environments.
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ApanTuBHi riopuaHi posanu:
iHTeJIekTyaibHA MapmpyTu3alis Mixk ZK ta
ONTUMICTHYHOIO Bepu(iKallicro

Muxona Manenxo

AHoTauis. Hana CTarTs IPUCBAYECHA
TOCIIPKEHHI0O OOMEXEHb CyYacHUX TiOpUIHHX
pomnan-pimeHs Ta po3podui agantuBHOI Momem L2-
apXiTeKTypy 3  BUKOPHUCTAHHSIM  MEXaHi3MiB
HITy4yHOTO iHTenekry. [lokazaHo, MO icHyrodi
MiAXOMM 110 MO€AHaHHS ontumictuuHoi Ta ZK-
Bepudikallii  3AeOUIBIIOI0  IPYHTYIOThCS  Ha
CTaTUYHUX MpaBuiIax abo pydYHOMY BUOOPi PEKUMY,
10 HE J03BOJISIE €(PEKTUBHO BPaXOBYBaTH JTUHAMIKY
HaBaHTa)KEHHS, PU3UKU Ta JIOMEHHI OCOOJIMBOCTI
3acTOCYHKiB. Ha OCHOBI aHaji3y ONTHMiCTHYHUX,
ZK Ta TriOpugHUX pojamiB  3alpOIIOHOBAaHO
agantuBHy rTiOpumny rollup-momens 3 II-

MapuIpyTH3aI[i€l0  TpaH3aKiid, fAKka MOETHYE
KIacuQikaliro TpaH3aKIIiH, GNN-6a3oBane
MPUHHATTS pilieHs, LSTM-nporso3yBaHHs

MepexkeBux yMoB, dual-path cucremy BUKOHAHHS Ta
MOyl OesnepepBHOTO  Hap4yaHHs. OmnuUcaHo
Predictive Routing Algorithm, o 3miiicHtoe
MPOaKTUBHUI BUOip Mix ZK- Ta ONTUMICTUYHUM
[OUIIXOM 3 ypaxyBaHHSM BapTOCTi, 3aTPUMKHU,
Oe3mekn Ta NpOoQUII0 PU3MKY, a TAKOK MEXaHi3M
Dynamic Resources Allocation, sxkuii TUHaMi4HO
MEePepo3NoAIsiE  pecypcd MK IUISXaMu.
3anpornoHoBaHUI OararokpuTepiabHAN
(hpeiiMBOpK onTHMI3aIlii JEMOHCTPYE MOXKIUBICTh
HAJNAMITYBaHHS Bar mijied mij crenugiky pi3HHUX
kiaciB DeFi ta Web3-niporokomis. ITokazano, 1o
BIIPOBAKEHHS TAKOi MOJIEJIi € IEPCIIEKTUBHUM JIJIs
CUCTEM i3 BHCOKOIO TpaH3aKUiHHOIO
IHTEHCHBHICTIO, OCKIUJIBKH JIa€ 3MOTY IIEPEHTH Bix
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pYYHHX KOHQIrypamiii [0 aBTOMaTH30BaHHX
MONITUK KepYBaHHS PecypcaMH Ta PU3UKAMH, IO
CIIUPAIOThCS HAa aHami3 (QaKkTUIHMX [aHUX, B
ribpugaux rollup-apxitektypax.

KurouoBi cjoBa: Be03, amanTuBHI TiOpHUIHI
pomnanw, ITyYHUI 1HTEIEeKT, OTOKJIEiTH.
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Abstract. Urban infrastructure = damage
assessment is essential for post-disaster recovery,
resource allocation, and city resilience planning.
Manual inspections are slow, subjective, and unsafe.
This study presents an extended review of computer
vision (CV) and geographic information system
(GIS) approaches for automated multi-source
damage detection. Methods for classification,
detection, segmentation, and change detection are
analyzed. An expanded Al—Damage Index—GIS
pipeline is proposed. Challenges specific to
Ukrainian cities are examined. The paper provides a
comprehensive  foundation for implementing
automated damage-mapping systems.

Keywords: computer vision, GIS, damage

assessment,  segmentation, UAV  imagery,
reconstruction planning.
INTRODUCTION

Urban environments are highly vulnerable to
large-scale disasters, including earthquakes,
industrial explosions, and, most notably for
Ukraine, warfare-related destruction [12, 20].
Rapid evaluation of infrastructure damage is
critical for emergency response, reconstruction
scheduling, prioritization of repair budgets, and
risk mitigation [7, 13].

Traditional manual inspections pose several
problems: low scalability, dependence on expert
availability, safety risks, subjective assessments,
and delays in compiling city-wide reports [6,
12].

Al-based approaches can process thousands
of images per hour and produce consistent,
quantitative metrics. When combined with GIS
layers such as building footprints, road
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networks, and population density, the results
support municipal decision-making[15].

MODERN METHODS OF DAMAGE
ASSESSMENT

In this section, we examine the primary
computer vision techniques applied to
infrastructure damage assessment. Each method
offers distinct advantages depending on the
specific requirements of the assessment task and
available data sources.

Classification models assign a global
severity category to an entire image. Typical
labels include no damage, minor, moderate,
severe, and destroyed. Common architectures
such as ResNet, EfficientNet, and MobileNet [1,
8] offer fast processing and low resource usage.
However, these models lack spatial
understanding of damage distribution within the
image, limiting their utility for detailed damage
mapping.

Object detection models identify and
localize specific damage components such as
cracks, facade failures, debris piles, and roof
collapse. Modern detectors like YOLOVS,
YOLO-NAS, Faster R-CNN, and DETR [5, 16]
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provide bounding boxes and confidence scores
for each detected element. While these models
enable rapid localization of damaged areas
within complex urban scenes, they do not
provide precise geometric boundaries of the
damaged regions.

Semantic segmentation provides pixel-level
classification of damaged versus undamaged
regions, which is essential for calculating exact
damage area. Widely used architectures include
U-Net, U-Net++ [3, 4, 9], DeepLabv3+, Mask
R-CNN, and the recent Segment Anything
Model (SAM). Segmentation forms the
backbone of quantitative damage analysis by
enabling precise measurement of affected
surfaces and providing the foundational data for
Damage Index calculation.

Change detection analyzes differences
between pre-event and post-event images,
making it particularly useful when baseline
imagery exists from sources such as Google
Street View or satellite archives. Common

models include Siamese Networks,
Transformer-based change detection
architectures, and Temporal CNNs. This
approach enables direct quantification of

damage by comparing identical locations across
time, eliminating ambiguity from pre-existing
structural deterioration.

COMPUTER VISION TECHNIQUES

The evolution of deep learning architectures
has significantly impacted damage assessment
capabilities. Convolutional Neural Networks
have dominated computer vision tasks for the
past decade, establishing robust feature
extraction methods for image analysis [3, 5].
However, Vision Transformers now provide
superior contextual modeling through self-
attention mechanisms and outperform CNNs on
large-scale datasets [11]. Transformers can
capture long-range dependencies in images,
which proves valuable for wunderstanding
damage patterns across entire building facades
or urban blocks.

Future damage assessment systems will
increasingly rely on multimodal approaches that
merge multiple data sources [17, 19]. These
systems integrate visual imagery with metadata
such as GPS coordinates and elevation data, GIS
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context layers providing urban infrastructure
information, and text descriptions from field
reports. This multimodal fusion enables more
robust and comprehensive damage
characterization by leveraging complementary
information sources that individually may be
incomplete or ambiguous.

A critical component of standardized
damage assessment is the Damage Index, a
scalar metric representing normalized severity
on a scale of 0-1 or 0-100 [15]. The DI
incorporates multiple factors: percentage of
structural surface damaged, presence and
volume of debris, facade deformation
magnitude, roof penetration area, and contextual
GIS-based weighting that accounts for building
importance, location, and structural type. The
Damage Index  enables  cross-regional
comparison and objective prioritization of
reconstruction efforts, transforming qualitative
visual assessments into quantitative decision-
making metrics.

ROLE OF GIS IN DAMAGE MAPPING

Geographic Information Systems provide
the spatial intelligence infrastructure needed for
effective  reconstruction  planning.  The
integration of computer vision outputs with GIS
platforms transforms raw damage detections
into actionable operational intelligence.

Georeferencing aligns computer vision
outputs with authoritative building footprints
and cadastral data, ensuring accurate spatial
localization of damage assessments. This
process requires careful coordinate
transformation and quality control to maintain
positional accuracy across different data sources
and coordinate systems.

Aggregation  capabilities =~ summarize
Damage Index values at multiple spatial scales,
from individual buildings to grid cells,
neighborhoods, districts, and entire

municipalities. This multi-scale analysis enables
decision-makers to understand damage patterns
at the appropriate level of detail for their specific
planning needs.

Heatmap generation creates intuitive visual
representations of damage density, allowing
rapid identification of the most severely affected
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areas for priority response and resource
allocation [12, 13]. These

visualizations =~ communicate  complex
spatial patterns effectively to stakeholders who
may lack technical expertise in geospatial
analysis.

Urban analytics functions leverage the
integrated damage and GIS data to support
advanced  decision-making.  Applications
include population exposure estimation by
overlaying damage maps with residential
density data, road blockage assessment for
emergency vehicle routing, proximity analysis
identifying damage near critical facilities such
as hospitals and schools, and multi-criteria
prioritization of infrastructure repair based on
structural importance, population served, and
economic impact.

KEY CHALLENGES

Despite significant advances in Al-based
damage mapping, several challenges must be
addressed for successful implementation in
Ukrainian cities.

Dataset scarcity remains a fundamental
obstacle [8, 20]. Limited training data exists for
Ukrainian architectural styles, particularly
Soviet-era panel buildings with unique
structural ~ characteristics  that  respond
differently to damage compared to Western
construction types. Developing representative
training datasets requires extensive field
documentation and expert annotation.

Image source variability creates technical
challenges for model generalization. Inputs
range from high-altitude satellite imagery to
low-altitude UAV footage and ground-level
photographs, each  exhibiting different
resolutions,  viewing  angles,  lighting
conditions, and atmospheric effects. Models
must maintain consistent performance across
this heterogeneous input space.

Ambiguous damage signatures complicate
automated classification. Weathering, shadows,
architectural  features, and pre-existing
deterioration can be misclassified as disaster
damage. Distinguishing recent damage from
historical deterioration requires temporal
context that may not always be available.
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Coordinate system mismatches require
careful geometric processing. Transforming
between WGS84, UTM, and local coordinate
systems while maintaining spatial accuracy
demands robust geodetic procedures and
quality control workflows.

Lack of standardized Damage Index
methodologies across organizations and
countries makes it difficult to compare
assessments and integrate data from multiple
sources. International collaboration is needed to
establish consistent calculation frameworks and
validation protocols.

The structural uniqueness of Soviet-era
panel buildings presents a specialized
challenge. These prefabricated concrete
structures exhibit failure modes distinct from
cast-in-place  or masonry  construction,
requiring dedicated training data and
potentially specialized model architectures.

PROPOSED PIPELINE

We propose an integrated processing
pipeline that transforms raw imagery into
actionable damage intelligence through
sequential processing stages [6, 12].

The input stage accepts data from multiple
sources: satellite imagery providing pre-event
and post-event coverage at medium to high
resolution, UAV imagery captured at low
altitude delivering detailed building-level data
with  oblique viewing angles, ground
photographs from first responders and civilians
offering close-range damage documentation,
and archived baseline imagery from Google
Street View enabling temporal change
detection.

The computer vision module processes
these diverse inputs through multiple analysis
pathways. Semantic segmentation generates
pixel-level damage masks quantifying affected
surface area. Object detection identifies and
localizes specific damage features such as
facade collapse, debris accumulation, and
structural deformation. Classification assigns
overall severity levels to entire structures or
image regions. Change detection performs

temporal comparison between pre-event and
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post-event imagery to isolate damage from pre-
existing conditions.

Damage Index calculation integrates
outputs from the computer vision module with
contextual information. Weighted area ratio
scoring quantifies the proportion of structural
surface exhibiting damage. Structural failure
metrics assess the severity of detected damage
features. GIS-based contextual factors adjust
the base damage score based on building
importance, population served, and criticality to
urban infrastructure networks.

The GIS integration layer performs
geospatial mapping to associate damage
assessments with specific structures in the
urban cadastre. Heatmap generation visualizes
damage density at multiple spatial scales.
Reconstruction priority zoning identifies areas
requiring immediate intervention based on
damage severity, population exposure, and
infrastructure criticality.

VISUAL EXAMPLES OF URBAN DAMAGE

To illustrate the practical application of the
proposed damage assessment pipeline, we
present representative examples of
infrastructure damage from Ukrainian cities
affected by recent military operations.

Figure 1 presents a  schematic
representation of the complete damage
assessment pipeline, showing the flow from
multiple input sources through computer vision
processing, Damage Index calculation, and
final GIS integration stages.

Figure 2 demonstrates typical fagade
damage patterns observed in residential
buildings in Kyiv. The image shows
characteristic destruction including broken
windows, partial wall collapse, and exposed
reinforcement  structures resulting  from
explosive impact. This type of damage is
particularly common in multi-story panel
buildings constructed during the Soviet era.
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INPUT SOURCES

« Satellite imagery (pre/post-event, high-res)
« UAV (drone) images from low altitude

« Ground photos from responders and civilians
« Google Street View (baseline imagery)

Y
COMPUTER VISION MODULE

« Semantic segmentation (pixel-level masks)
« Object detection (fagade collapse, debris)
« Classification (severity level)

« Change detection (temporal comparison)

Y

DAMAGE INDEX

« Weighted area ratio scoring
« Structural failure metrics
« GIS-based contextual factors

Y

GIS LAYER

Geospatial mapping
Heatmap generation
Reconstruction priority zoning

Fig. 1. Al-based damage assessment pipeline
showing integration of multiple data sources

Fig. 2. Facade destruction in residential building,
Kyiv (example of moderate to severe damage
classification)

Figure 3 illustrates more severe structural
failures documented in Kharkiv, including
partial collapse of load-bearing panel walls,
destroyed floor sections, and extensive
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structural cracking. These damage patterns
represent the most severe category in
classification systems and require immediate
structural stabilization interventions.

Fig. 3. Severe structural damage with partial
collapse, Kharkiv (example of severe to
destroyed classification)

These visual examples demonstrate the
range of damage severity levels that the
proposed Al-based assessment system must
accurately classify and quantify. The variability
in damage patterns, viewing angles, lighting
conditions, and surrounding context illustrates
the technical challenges discussed in the
previous sections.

IMPLEMENTATION
CONSIDERATIONS

Successful deployment of Al-based
damage mapping systems requires addressing
several practical considerations beyond
algorithm development.

Computing infrastructure must support
efficient processing of large image datasets.
Cloud-based GPU resources can provide
scalable computation for initial processing,
while edge computing on UAV platforms
enables real-time damage assessment during
reconnaissance missions.

Model training requires diverse datasets
representing the full range of Ukrainian
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architectural styles and damage patterns.
Transfer learning from existing damage
datasets can accelerate development, but
domain-specific fine-tuning remains essential
for optimal performance.

Validation procedures must compare
automated assessments against expert ground-
truth data collected through traditional field
surveys. Establishing quality metrics and
acceptable error  thresholds requires
collaboration between computer scientists and
structural engineering experts.

Integration with existing municipal GIS
systems ensures compatibility with local
planning workflows and data standards. APIs
and data exchange formats must accommodate
the technical constraints of legacy systems
while enabling modern spatial analysis
capabilities.

User interface design must present
complex spatial analysis results clearly to
decision-makers who may lack technical
expertise in remote sensing or geospatial
analysis. Interactive web-based dashboards
with intuitive visualization and filtering
capabilities facilitate effective use of damage
intelligence.

CONCLUSIONS

Al-based approaches offer unprecedented
opportunities to automate infrastructure
damage assessment at city scale. When
integrated with  Geographic Information
Systems, these technologies enable rapid,
objective, and data-driven reconstruction
planning that would be impossible through
traditional manual inspection methods.

The current situation in Ukraine provides a
unique real-world environment for developing
and validating damage mapping methodologies
that will have global applicability. The large
scale of infrastructure damage, availability of
multi-temporal imagery, and urgent need for
effective  reconstruction planning create
conditions conducive to innovation in this field.

Key contributions of this paper include a
comprehensive review of computer vision
models applicable to damage assessment,

expanded analysis of GIS integration
workflows that transform raw detections into
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actionable intelligence, identification of
research gaps and challenges specific to
Ukrainian architectural contexts, and proposal
of a complete Al—-Damage Index—GIS [12,
18] operational pipeline suitable for practical

implementation.
Future research should focus on
developing open-source training datasets

documenting Ukrainian building types and
damage patterns, standardizing Damage Index
calculation methodologies to enable cross-
regional comparison and data integration,
validating automated assessment accuracy
through systematic comparison with expert
field surveys, and integrating multiple
complementary data sources including satellite
imagery, UAV  reconnaissance, ground
photography, and social media reports into

unified operational systems supporting
reconstruction  planning and  resource
allocation.
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KaprorpadyBannsa nomkon:xeHb MicbKol
iH(paCTPyKTypH HA OCHOBI INTY4YHOTO
iHTeeKTY

Kocmanmun Mapuncokuii

Anoramist. OIliHKa TTOMKOMKEHb MiCHKOT
iHQPACTPYKTypH € KPHUTUYHO BAXKIUBOK IS
MTOCTaBapiiHOTO BiTHOBIIEHHS, PO3IOALTY PECYPCIiB
Ta TUTaHYBaHHS MIiCBKOi CTIMKOCTi. PydHi iHCHeKIii
€ TIOBUIBHUMHU, CY0'€KTHBHUMHU Ta HEOS3MICUHUMU.
Jlane mOCIHiPKEHHS TIPEACTaBISE  PO3IIMPCHUN
oA TimxomiB komm'torepHoro 3opy (CV) Ta
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reoindopMariiitHux CUCTEM e IS
ABTOMATH30BAHOTO BHUSBICHHS TIOIIKOMKEHbL 3
KimbKOX — mkepen.  llpoanamizoBaHo — MeTOAM
kyacudikaiii, JeTEKIIii, CCTMEHTAIlii Ta BUSBJICHHS
3MiH. 3alpoNOHOBAHO PO3IIUPCHUN  KOHBEEP
I—Ianexc Ilomkomxenp—I'1C. Po3rmaryTo
BUKJIMKH, crHenupigHi is yKpaiHCBKUX MICT.
Crarts  Hajae  KOMIUICKCHY  OCHOBY  JUIS
BIIPOBAKCHHS aBTOMAaTH30BaHUX CHCTEM
KapTorpadyBaHHS MOIIKO/KEHb.

KumrouoBi cioBa: xomm'torepauii 3ip, T'IC,
OIliHKa IONIKOMKE€HbL, cermenramiss, BIIJIA-
300paXeHHS, TUIAHYBaHHS PEKOHCTPYKIIIi.

65



Information technologies

Comparative analysis of contour detection algorithms in images in
computer vision tasks. Part |

Dmytro Mishchuk’, Yevhen Mishchuk?, Dmytro Korzhevin3

1.2Kyiv National University of Construction and Architecture,
31 Air Force Avenue, Kyiv, 03037, Ukraine,
3Cisco Talos Intelligence,
8135 Maple Lawn Blvd, Fulton, MD 20759, USA
'mischuk.do@knuba.edu.ua, https://orcid.org/0000-0002-8263-9400,

?mischuk.ieo@knuba.edu.ua, https://orcid.org/0000-0002-1888-3687,

3dkorzhev@cisco.com, https://orcid.org/0009-0002-1916-5019

Received: 12.11.2025, accepted: 08.12.2025
https://doi.org/10.32347/st.2025.4.1208

Abstract. Identifying contours in images is a
fundamental task in computer vision, underpinning
many modern technologies. Their accurate
detection enables the solution of a wide range of
practical problems, including segmentation and
object recognition, 3D reconstruction, medical
diagnostics, and autonomous control of systems.

In the field of computer vision, significant
progress has been made in developing image
processing algorithms; however, many unsolved
problems remain. The tasks of improving the speed
of solving existing algorithms and developing
algorithms for working with limited computational
memory resources remain relevant.

This paper presents a description and analysis of
several well-known image processing algorithms
for detecting contours in an image.

It is known that an image in computer systems is
a set of pixels of a given brightness and color. Such
a representation can be represented in the form of
matrices, where each of its elements is a pixel, and
the position is the coordinates of each pixel. Thus,
image processing from the position of mathematics
is working with matrices and sets. The quality of the
processing algorithm will depend on the chosen
method of working with matrices.

Neural networks, although not a new approach,
have gained widespread popularity relatively
recently, mainly due to the development of
convolutional neural networks, which specialize in
processing photo and video data. In addition, the use
of recurrent neural networks allows you to search
for the optimal architecture for neural network
systems. Different models have been adapted to
specific constraints, such as the size of the model
itself, computational resources, or ensuring the
required accuracy.

Alternative approaches to neural networks are
algorithms based on detectors and descriptors. In
essence, these are algorithms that allow you to
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compare images based on some basic features. For
example, to understand that two different photos
show the same object, the computer does not
compare every pixel, but looks for "special” places
and describes them mathematically, which
significantly speeds up image processing, but can
lead to errors.

Keywords: Roberts operator, Prewitt operator,

Laplassian, erosion, blurring, morphological
processes, dilation, normalization.
INTRODUCTION

Contours are boundaries between objects or
areas with different visual characteristics.
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Today visual information processing is
becoming increasingly automated; and contour
detection methods are widely used in various
industries. For example, in medicine, such
image processing algorithms are used to
analyze medical images (X-rays, MRI, CT
scans), which allows doctors to diagnose
diseases faster and more accurately. In the field
of autonomous vehicles, contours help
guidance systems detect obstacles, pedestrians,
and other objects on the road. In remote sensing
of the Earth, contour detection is used to
process satellite images, which is important for
monitoring environmental changes, urban
planning, and resource management.

Thus, the development and improvement of
contour detection methods is a relevant area of
research, since the quality and reliability of
many automated systems depend on their
effectiveness.

PURPOSE AND OBJECTIVES

The main goal of this work is to analyze and
compare classical and modern methods of
contour detection.

The objectives of the work were to identify
the advantages and disadvantages of each
approach and assess the applicability of the
methods depending on the type of images and
tasks.

PRESENTATION OF THE MAIN
MATERIAL

Image edge detection methods can be
classified according to the approach used to
detect the boundaries between objects. The
main known detection categories include:

1. Gradient methods - These methods are based
on the analysis of the intensity changes of
pixels in an image. Contours are defined as
areas with a high brightness gradient. The
most common algorithms include the Sobel,
Prewitt, Roberts operators, and the Canny
operator, which combines noise filtering,
gradient  calculation, and hysteresis
thresholding to obtain thin and continuous
contours.

2. Laplacian-based methods. The Laplacian is
a second-order differential operator that
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detects areas of rapid intensity change. This
method is sensitive to noise, so it is often
used in conjunction with pre-filtering (e.g.,
Gaussian blur). Laplacian-based methods
allow for the detection of contours of
varying thickness, but require additional
processing to eliminate false detections.

3. Methods based on morphological analysis.
Morphological processes (erosion, dilation,
opening, closing) are used to extract
contours by processing binary or gray
images. These methods are especially
effective for processing images with clear
boundaries between objects, for example, in
the tasks of texture segmentation or analysis
of microscopic images.

4. Methods based on active contours (Snakes,
Level Set) - these are methods that use
deformed curves that adapt to the
boundaries of objects under the influence of
internal and external forces. Active contour
methods allow you to obtain smooth and
continuous contours, but require an initial
approximation and are computationally
more complex compared to gradient
methods.

5. Machine learning and deep learning methods
- these are modern approaches to edge
detection that are built on the basis of fuzzy
neural network logic, in particular
convolutional neural networks (CNN) and
U-Net-type architectures. These methods
allow you to automatically learn to detect
edges based on large data sets, which
significantly increases accuracy and noise
resistance. Examples: HED (Holistically-
Nested Edge Detection) algorithms, RCF
(Rich Convolutional Features).

The Roberts operator is one of the simplest
methods for determining contours. It calculates
the gradient wusing two 2x2 matrices

(convolution  kernels) that approximate
derivatives along the diagonals:
c 1o
o -1
o [0 ()
Y7l-1 0]
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Algorithm for applying the Roberts
operator. Suppose that the input image is
represented as a two-dimensional matrix of
pixels I with size M x N, where each pixel has
an intensity from 0 to 255. At the output, this
algorithm returns a new image matrix G with
selected contours of size MxN.

To implement this algorithm, you first need
to create an empty matrix G with size MxN and
specify Roberts kernels — matrices of size 2x2
(1). To process the original image, it is
necessary for each pixel [ ;) (where
1<i<(M—1), 1<j<(N—1)) calculate the gradient
value using the next formula:

2x = 1,5 Gx, 0yt LG, j+1): Gxo, nt 2
+ i+, ) Gx, 0T L, i+1) G, 1)
&y = Li.j Gyo. ot L, j+1) Gy, it 3)
+ L+, iy Gya, ot L, j+1)° Gy, 1

Next, the gradient modulus is calculated,
which will reflect the pixel value in the new

image:
2 2
Giy=4/&x + &Y )

To visualize the gradient values, they need to
be normalized. To do this, you need to find the
minimum Gpin and maximum Gnax values in the
gradient matrix and give each value Gi; to the
range [0, 255] according to the following
formula:

G =G
Grorm(i,j) = Voundii255 %} )

max = “Ymm

where Gj,00m i,)) normalized pixel brightness

value.
If Gnorm(,"j) < 0 then Gy G, j)= 0. if
G”O’”m(i N> 255 then G )~ 255, 1f Gmin =

Gmax then G, 0.

orm (i, )~

The advantages of this method of image
processing are its simplicity of implementation,
but for large image sizes it requires a large
number of calculations and sorting of the
gradient array. This method is also sensitive to
noise and can detect contours only along
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diagonals, which can lead to missing some
boundaries. It is mainly used for fast processing
of small images or as a preliminary stage in
more complex algorithms.

The Prewitt operator uses two kernel
matrices of size 3x3 to calculate the horizontal
gradient (Gy) and vertical (G)):

~1 0 1
G.=|-1 0 1|:

~1.0 1

-1 -1 -1 ©
G,=[0 0 0

111

Algorithm for applying the Prewitt
operator. For the image / in size MxXN an
empty matrix G created with size MxN. Next
needs to specify the Prewitt kernels (6).

For each pixel [, j), where 1 <i<M-1 and 1
<j <N-—1I, need to calculate the gradient values:

=11, 51y Gy, 0y Gi-1,j) Gxeo, nyHi-1, j+1)%
XGxo,2) + L j-1y Gxa, 0t L jy Gra

7
+1i,i+1) Gy, 2) + L1, -1 Gx, 00 )
+i+1,5) G, 1) T L+, j+1)° Gx, 2);
gy= Lii-1, -1 Gy, -1, ) Gyoo, yHlii1, j+1) X
xGyo,2)+ 1, -1 Gy, oG, jy Gya, 't ®)

i1 ey Gya, 2t 1, 1 Gy, ot
+i+1, Gy, yt L, i1y Gy, 2)-

This algorithm ignores the extreme rows and
columns, since the kernel is 3x3 and does not
fit on the edges. Next, the gradient modulus is
determined using a similar formula (4), and
normalization is performed.

This algorithm detects contours better than
the Roberts algorithm, but is also sensitive to
noise - small objects or individual pixels. It is
often used for processing medium-quality
images, where speed and simplicity are
important.

The Sobel operator is the most common of
these three. It also uses two 3x3 cores, but with
additional weighting for the center row/column,
which reduces sensitivity to noise:

-1 0 1
Gy=[-2 0 2]; ©)
-1 0 1
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-1 -2 -1
G,=[{0 0 0
12 1

The gradient for the Sobel operator is
calculated similarly to that for the Prewitt
operator. This method can suppress noise better
than Prewitt and Roberts, which allows you to
more accurately determine the direction of the
contour. The disadvantages of this method of
contour determination are that this algorithm
can produce thick contours and requires
additional processing for fine boundary
selection. The Sobel operator using in computer
vision systems, medical imaging, and satellite
image processing.

The Laplacian calculates the change in the
intensity of the image brightness at each point,
indicating the boundaries of objects where the
brightness changes sharply and is defined as the
sum of the second derivatives in the coordinates
x and y:

2 2
V2= a_g + a—é : (10)
ox~ Oy
where: / — pixel intensity.

Brightness function / depends on the
coordinates of the pixel in the image — x and y,
that is /(x, y) — is the brightness of the pixel at
position (x, y). The derivative shows how
quickly the brightness changes when moving
from one pixel to the next. Since it is not
possible to calculate the derivative directly in
the image, the following approximation is used:
- the first derivative is approximated as the
difference in brightness of neighboring pixels:

ol

o~ e e s (1)
- second derivative — difference of first
derivatives:

021

ax_2 z(I(JH‘L)’) _I(an’))_ (12)

~(x,y) = L(x-1,y))-
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In practice, for discrete images, instead of
searching for gradients, Laplacian
approximation is used using a convolution
kernel, for example:

11 1
K=|1 -8 1| (13)
11 1

Algorithm for applying the Laplacian. At
the beginning of processing, the original image
must be converted to grayscale (if it is color)
and transformed into a matrix of pixels I with
normalization to values from the range [0, 1] or
[0, 255]. Next, a new matrix of the same size is
created, where each pixel will be the result of
applying the Laplacian to the corresponding
pixel of the original image. To do this, a kernel
(kernel convolution) is applied to each pixel of
the original image (except for the boundaries)
so that the center of the kernel coincides with
the current pixel. Next, the new pixel value is
calculated as the sum of the products of the
image pixel values and the corresponding
kernel values:

new_pixelx,y) = Ix-1,y-1yK[0,0]+
Hix-1,9)°K[0,1 [+ (x-1,y+1)-K[0,2]+

Hlocy-1 K[1LOH ey K111+ (14)
Hecy+1) K[ 1,2]H e 1,y-1)-K[2,0]+

+ L1,y *K[2,1] + Ler1y+1)*K[2,2].

Pixels at the image borders can be ignored
(left black), reflected, or border extended.

After convolution with the Laplacian kernel,
pixel values can be both positive and negative,
so normalization to the range [0, 255] is applied
for visualization according to the algorithm
using the formula (5).

Sometimes thresholding is also applied after
normalization to retain only the strongest
contours:

if abs(normalized pixel) > threshold:
edge pixel =255

else:
edge pixel =0

69



Information technologies

This approach allows for contour detection
because the Laplacian responds to abrupt
changes in intensity.

The Kenny algorithm is a multi-stage
algorithm that combines high accuracy in
detecting significant edges with minimizing
false positives. It is one of the most effective
methods for detecting contours in computer
vision. The Kenny algorithm is not limited to
calculating the smoothed gradient of the image.
Only the points of maximum gradient of the
image remain in the contour, and the maxima
near the boundary are removed. His method
also uses information about the direction of
change of the image contour boundary in order
to remove noise near the boundary and not
break the contour near local gradient maxima.
Further, weak boundaries are removed using
two thresholding processes. Fragments of the
contour boundaries are processed as a single
whole fragment. If the gradient value anywhere
on the processed fragment exceeds the upper
threshold, then such a fragment remains valid
even in those places where the gradient value is
lower than this threshold value, until the
gradient value becomes lower than the lower
threshold. If there is no point with a value
greater than the upper threshold on the entire
fragment, then such a fragment is deleted. This
approach allows you to reduce the number of
breaks in the original boundaries. The use of
noise reduction in the Kenny algorithm
increases the stability of the results, but
increases the computational costs and can lead
to distortion and loss of clarity of boundaries.
For example, this algorithm rounds the corners
of objects and destroys the boundaries at the
connection points.

The algorithm for applying the Kenny
method consists of sequentially executing the
following image processing cycles.

1. Gaussian smoothing, which is essentially
a blurring of the original image to remove noise
(small scattered pixels). A two-dimensional
Gaussian filter is used - a matrix (kernel) that
processes the pixels of the original image. Each
pixel of the kernel is a weighted average of its
neighbors, and the weights are determined by
the Gaussian function:
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_x2+y2
e 200 | (15

Cler) = 2n6*

where o — standard deviation, which
determines the degree of “blur” (the larger this
value, the stronger the blur and the better the
noise suppression); x, y — pixel coordinates
relative to the center of the filter kernel.

For a blur kernel of size 3%3 and o= 1 were
define the components of the matrix:

. _0%+0°
Gy =———271 2" =0,159
o 2.314-1
G(-1,00 = G(0.-1) = Go,1) = G1,0) =
12+0?
1 T2
=———271 —0,262
2.314-1

Gy =G, =6-1,-1y =G,y =
12412
1 o
2-3,14-1
Then the blur filter kernel will be like this:

0,432 0,262 0,432
g=[0262 0159 0262(. (16)
0,432 0,262 0,432

In practical applications, a simplified
Gaussian formula is often used for each pixel:

x*+y?

GS(x,y)Ze 26° . (17)

In this case, the resulting kernel matrix is
normalized. To do this, the sum of all elements
of this matrix is determined, and each of its
elements is divided by this sum. This allows
you not change the brightness of the original
image. To calculate the new brightness for a
specific pixel, you need to superimpose the
convolution kernel on the original image. To do
this, superimpose the center of the convolution
matrix on the selected pixel (usually starting
from the upper left corner). Next, the brightness
value of each neighboring pixel must be
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multiplied by the corresponding coefficient of
the kernel matrix, which is "underneath it". The
resulting values added, and the result will be the
new (smoothed) pixel value:

1 1
Prew= Z z](x+i,y+j)'g(i:j) , (18)
i=—1j=—1

where p,,,, 1s pixel intensity value of the new
image; [(y4iy+j)the pixel intensity of the
original image; g(;, ;)is blur kernel value.

The resulting total value is written to a new
image array at the same location as the central
kernel pixel. Then the kernel matrix is shifted
one pixel to the right in the original image, and
the procedure is repeated. When the row ends,
the matrix moves to the next row. To process the
edges of the image, when the center of the
matrix is at the outermost pixel of the photo,
part of the kernel protrudes beyond the image.
To solve this problem, either addition or
ignoring is used. When adding, a frame of black
pixels is added, or the outermost pixels are
duplicated. Ignoring — the outermost strip with
a width equal to the kernel radius is not
processed. After this step, an image will be
obtained where small details and noise are
absent, and important contours remain, but
slightly blurred.

2. Applying a gradient (usually Sobel),
which allows you to determine the intensity
(strength) of the gradient and its direction.

3. Non-Maximum Suppression — fine-tuning
of boundaries. The essence of this stage is to
“thin out” the edges. Only those pixels that are
local intensity maxima in the gradient direction
are left. The gradient direction (which can be at
any angle from 0 to 360°) is rounded to one of
four main directions: 0° (horizontal), 45°
(diagonal), 90° (vertical), 135° (diagonal). For
each pixel, it is compared with two neighboring
pixels in the same direction. If the gradient is
directed horizontally (0°), the current pixel is
compared to the pixels to the left and right. If
the current pixel has the highest intensity
among these three, then it is left. If not, set its
brightness to 0.
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4. Double threshold filtering, which allows
filtering out pixels that have a high gradient due
to noise, rather than the real boundary of the
object. The algorithm uses two thresholds:
lower and upper. All pixels are divided into
three types:

- strong — gradient above the upper threshold.

- weak — gradient between thresholds. These are
“candidates” in the limit.

- irrelevant — gradient below the lower
threshold. These pixels are removed (turned
black).

5. Hysteresis edge tracing is the final step,
where a weak pixel is recognized as part of a
true boundary and remains if it touches a strong
pixel. If a weak pixel stands alone and there are
no strong pixels around it, then such a pixel is
considered noise and is removed. Before using
such a detector, the original image is usually
converted to grayscale to reduce computational
costs. This step is typical for many image
processing methods.

Thus, first-order methods  (gradient
methods) determine contours by calculating the
first derivative (change in brightness). To do
this, small matrices are used that "slide" over
the image. The Roberts operator calculates the
difference between diagonal pixels, has a kernel
with a matrix 2x2, very fast and finds sharp
corners well. Disadvantage is sensitive to noise
and intermittent contours. The Prewitt operator
uses a mask to calculate the gradient
horizontally and vertically. The size of the mask
matrix 3x3, suppresses noise better than
Roberts due to larger analysis area, but creates
"blurred" and thick contours and does not take
into account the central weight of the pixel. The
Sobel operator is an improved version of the
Prewitt operator. In the matrix, the central
pixels have a greater weight, the kernel has a
size 3x3, quickly solves simple problems,
smooth’s noise well and gives a clear gradient
direction. The disadvantage is that it leaves
thick outlines.

Second-order operators (Laplacian) look for
points where the first derivative has an extreme
(crossing through zero of the second
derivative). Responds equally to contours in all
directions, finds very fine boundaries, but is
extremely sensitive to noise. Even noise

invisible to the eye can turn the result into a
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"white noise". Usually used together with
blurring (Laplacian of Gaussian).

Kenny algorithm is a multi-step method that
includes a whole process, namely Gaussian
filtering, Sobel filtering, non-maximal
suppression and hysteresis. This algorithm has
the best accuracy compared to the previous
ones, gives thin, continuous lines. The
disadvantage is that it is computationally
complex (slower than Sobel). Requires manual
adjustment of two thresholds.

In Table 1 shows a comparison of indicators
for different image processing operators.

Table 1. Operator comparison
Operator | Core | Sensiti | Detecti | Speed
size | vity to | on

noise accurac
y

Roberts | 2x2 | High Low High
Prewitta | 3x3 | Wedne | Mediu | Mediu

sday m m
Sobel 3x3 | Low High Mediu

m

Kenny 3x3 | Low High Low
Laplacia | 3x3 | High High Mediu
n m

Morphological analysis is a set of image
processing methods based on set theory and
topology, which allows you to change image
parameters and subsequently accelerate
processing for contour detection. The main
functions of morphological analysis are
erosion, dilation, opening and closing.
Morphological analysis functions allow you to
modify the shape of objects in an image,
highlighting or suppressing certain structures,
for example, blurring or enhancing the
boundaries of foreground pixel regions.
Structural elements of modifiers can be small
matrices (usually 3x3 or 5x5), which define the
shape of operations, in particular, the most
commonly used are a rectangle and a circle
(approximated on a discrete grid). For the
rectangular modifier 3x3, the kernel will be this
matrix:
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The principle of the erosion modifier is to re-
duce the size of objects in an image by blurring
their boundaries. The erosion operator takes
two pieces of data as input. The first is the im-
age to be eroded, the second is a structural ele-
ment (the erosion kernel) that determines the
exact effect of erosion on the input image. Typ-
ically, erosion is best applied to binary images,
but there are versions that work with grayscale
images.

Erosion for a binary image consists in super-
imposing an erosion kernel on a part of the pixel
array of the output image that is equal in size to
the pixel array of the mask. Provided that all the
pixels of the mask coincide with the pixels of
the output image, then the pixel of the output
image that corresponds to the central position
of the mask remains unchanged, otherwise such
a pixel is converted to the background.

Let A be the original image represented as a

function
AZP—V (20)

where: V — a set of pixel values (e.g., {0,1} for
binary images or [0,255] for grayscale).

If B is a structural element that can also be
represented as a matrix B:

7*—{0,1}, (21)

where: B defines the shape of the neighborhood
(e.g., a 3x3 rectangle), then for binary images
the erosion is defined as:

AB®B(x) =minA(xX+b)=
beB
iy Ay Aign | o)
=min Agy Aey  Aagen |
A(iJrl,jfl) A(i+1,j) A(i+1,j+1)

where: © — erosion operator, x — pixel
coordinates, b — coordinates of non-zero
elements of a structural element B.

On Fig. 1 shows a graphical algorithm for
performing erosion for a binary image. Such an
algorithm has the following description. For
each pixel Ay checks whether all pixels that
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overlap the mask 3x3 equal 1. If at least one
pixel in the neighborhood equals 0, then the
result for this pixel is — 0. Only the central
pixels of the object around which all pixels are
the same and non-zero brightness remain 1.

The effect of applying erosion: removes
small objects (noise); separates stuck objects;
reduces the size of objects.

The 3x3 square is probably the most com-
mon structural element used in erosion opera-
tions, but others can be used. A larger structural
element creates a more pronounced erosion ef-
fect, although very similar effects can usually
be achieved by repeated erosions using a
smaller structural element of similar shape.
With larger structural elements, it is quite com-
mon to use a structural element that is roughly
disc-shaped, as opposed to a square.

Erosions can be made directional by using
less symmetrical structuring elements. For ex-
ample, a structuring element that is 10 pixels
wide and 1 pixel tall will erode only in the hor-
izontal direction. Similarly, a 3%3 square struc-
turing element with its origin in the middle of
the top row rather than in the center will erode
the bottom of the region more than the top.

Erosion of gray tones using a flat disk-
shaped structural element usually darkens the

Ol

0
0
0 —
0
0

-
-

-

S O O O O

o

..

!

Fig. 1. Example of applying erosion the binary image
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image. Light areas surrounded by dark areas de-
crease in size, and dark areas surrounded by
light areas increase in size. Small bright spots
in the image will disappear as they fade to their
surrounding intensity value, while small dark
spots will become larger. The effect is most no-
ticeable in areas of the image where the inten-
sity changes rapidly, while areas of fairly uni-
form intensity will remain more or less un-
changed except at their edges. Flat disk-shaped
erosion cores cause small peaks in the image to
disappear and valleys to widen.
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IopiBHANBLHUIA aHATI3 AITOPUTMIB BU3HAYEHHS
KOHTYPIiB Ha 300paskeHHSX B 3aJa4ax
KoMI'loTepHoro 30py. Yactuna 1

Jmumpo Miwyx', €seen Miugyx?,
JImumpo Koporcesin®

Y2 Kuiscorutl Hayionanvhutl ynieepcumem
0yOisHuymea i apximexmypu,

3Cisco Talos Intelligence

AHoTanis. Busnauenns KOHTYDiB Ha
300paKEHHSX € OJHIEI0 3 PYHIIAMEHTAILHUX 3a]1a4

74

KOMIT'FOTEPHOTO  30pYy, fKa JIS)KUTh B OCHOBI
6araTbOX CyyacHHX TEXHONOTiH. IX TodHe
BUSIBJICHHS  JI03BOJIIE  PO3B’SA3yBaTH  LIMPOKHUH
CHEKTp MPaKTUYHUX 3aBIaHb: BiJ cerMeHTamii Ta
posmi3zHaBaHHS 00’ekTiB 10 3D-pekoHcTpyKii,
MEIMYHOI JIarHOCTUKH Ta aBTOHOMHOTO KepyBaHHS
CHCTEMaMH.

B ramysi KOMIT'IOTEPHOTO 30pYy JOCSATHYTO
3HAYHOTO TIPOTPECY B CTBOPEHHI alTOPUTMIB
00po0OKHM 300pa’keHb, TPOTE 3AIUINAETHCS Oararo
HEpPO3B’sI3aHMX 3a7a4. AKTyaTbHUMH 3aJIMIIAI0THCS
3aMa49i 3 TIOKpAIIeHHs IMBHIKOMII PO3B’sI3aHHSI
ICHYIOUMX aJTOPUTMIB, PO3POOKH aITOPUTMIB IS
pobotn 3 OOMEXKEHUMH  OOYHCIIOBAIHLHUMH
pecypcamu mam’Ari.

B maniif po6oTi pONOHYETHCS OMHC 1 aHami3
JISSIKUX BIIOMHX aJITOPUTMIB OOpOOKH 300pakeHb 3
BU3HAYCHHS KOHTYpPIiB Ha 300pakeHHi. SK BimoMo
300paXeHHA, B KOMII FOTEPHHAX CHCTEMax Iie Halip
MMKCETB 3aJlaHOi SICKPaBOCTI Ta KoIbopy. Take
OpEACTaBICHHS] MOXHA BioOpaxkaTh y BHUZi
MaTpuIlh, ¢ KOXKEeH ii eNeMEeHT — e MKCelb, a
TOJIOKEHHSI — 116 KOOPIMHATU KOXKHOTO ITIKCEIIs.
Takum uymHOM O00pOOKa 300pa)keHHS 3 TMO3MIIL
MareMatTuku — 1€ p060Ta 3 MaTrpuisMu @ Ta
MHOXXWHaMH. SIKicTh anroputMy o00poOku Oyme
3ajmekard Big oOpaHoi Metoawku poboTH 3
MaTpuLsIMU.

HetiponHi Mepexi, xo4a i He € HOBUM ITiIXOJIOM,
MpOTe 3700y MIUPOKY TMOMYJISAPHICTH BiIHOCHO
HEOIOAaBHO, T'OJIOBHUM YHMHOM 3aBISAKH PO3BUTKY

3rOPTKOBUX HEHPOHHUX MEPEK, K1
CIeIliaTi3yIOThCs Ha 00po01i (hoTo- Ta BiieonaHuX.
Kpim TOTO, BUKOPHCTaHHSI PEKYpPEHTHHX

HEHPOHHMX MEPEX J03BOJIAE 3IHCHIOBATH TMOIIYK
ONTHUMAJIBHOI apXITEKTYpPH JUIA HEHPOMEpPEeRKEeBUX
cucteM. Pi3Hi wmomeni Oymm amanToBaHi 10
crennpivHuX 0OMEKEeHb, TAKHX SIK PO3MIp camMoi
MOJIeIi, 0OYHCITIOBAIBHI peCcypCcH 4n 3a0e3eueHHs
HeOoOXiaHOT TOYHOCTI.

AJBTEpHATUBHUMHM MIJIXOJaMH JIO HEHPOHHOT
MEpeXi € aJrOpuTMH Ha OCHOBI JCTEKTODIB Ta
neckpuntopiB. Ilo cyti me anropurmu, sKi
JIO3BOJISIIOTH TIOPIBHATH 300pa)KCHHSI HA OCHOBI
nesikux  0a3oBuUX — O3HaK. Hampukman, 100
3pO3yMITH, IO Ha JBOX Pi3HUX (OTO 300pakeHUH
OJIMH 1 TOW caMuli 00’ €KT, KOMITIOTEp HE TIOPiBHIOE
KOYKEH TIKCellh, a ITYKAE «0COOIHBI» MiCIIsl | OTIUCYE
iX MareMaTM4yHO, IO 3HAaYHO NPHUILBUALIYE
00poOKy 300pakeHHs, TMpOTEe MOXE JaBaTH
TTOXHUOKH.

Kuarouosi ciioBa: oneparop Pobeptca, oneparop
[Ipesirra,  Jlammacian,  epo3is,  PO3MUTTH,
MopdoIIoriuHi mporecu, Auarailis, HopMai3alis.
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Abstract. This paper presents a novel concept for
ensuring survivability of complex super-critical
systems in post-critical state based on a four-level
abstraction hierarchy and adaptive reconfiguration
mechanism. A mathematical model of the
survivability function S(t) is developed, integrating
resource states, function activities, and their weight
coefficients. An algorithm for optimal system
configuration  selection  during  component
degradation is proposed, maximizing survivability
under minimum functionality constraints. Practical
implementation of  rapid reconfiguration
mechanisms based on Post-Build Configuration
architecture for automotive ECUs in accordance
with ISO 26262 is described.

Keywords: system survivability, post-critical
state, reconfiguration, graceful degradation,
abstraction hierarchy, ISO 26262, ASIL, Lyapunov
function, super-critical systems.

INTRODUCTION
Modern cyber-physical systems,
particularly automotive electronic control

systems, are characterized by high levels of
complexity and criticalityas well as strict
functional safety requirements imposed on their
design and operation [1, 4]. The problem of
ensuring system operation after partial failures
— in the so-called post-critical state, when some
components have failed or operate with faults,
but the system must continue to perform critical
functions — is of particular relevance [5, 8, 10].

The traditional approach to functional
safety, based on ISO 26262, provides for system
transition to a Safe State upon failure de tection
[1]. However, for many applications,
particularly autonomous driving systems,
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complete system shutdown may be more
dangerous than continued operation with limited
functionality. This requires new approaches to
designing systems capable of Graceful
Degradation and rapid reconfiguration.

The purpose of this research is to develop
theoretical foundations and practical methods
for ensuring survivability of complex systems in
post-critical state based on a hierarchical
abstraction model that enables rapid system
reconfiguration
while maintaining maximum possible
functionality.

MATHEMATICAL MODEL OF SYSTEM
SURVIVABILITY

2.1. Resource State Model
Let the system consist of a set of resources R
= {r4, 1, ..., In}, Where each resource can be in
one of three states: H (Healthy), D (Degraded),
F (Failed). The state of the i-th resource at time
t is denoted as x;(t) € {H, D, F}.

For each resource, an operability coefficient
pi(t) € [0, 1] is introduced, characterizing its
ability to perform functions:
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pi(t) = poi - exp(-A; - t_degraded), (1)

where po; is the initial operability coefficient
(1.0 for H, 0.3-0.7 for D, 0 for F), Ai is the
degradation intensity, t degraded is the time
spent in degraded state. The dynamics of
transitions between states is described by a
Markov process with intensity matrix Q [5, 10].

2.2. System Survivability Function

The system implements a set of functions F =
{F1, F2, ..., Fu}, each having a weight w; € [0, 1]
reflecting its importance for mission execution.
The system survivability function is defined as:

S(t) = Z]' wj - fj(Pl:---;,Dn) : (Sj(t)l (2)

where 0i(t) € {0, 1} is the activation indicator for
function F; (determined by current
configuration), fj(p) is the dependency function
of the j-th function on resource operability
coefficients:

filp) = [li€Rjpi - [Ix €
0; max(px p_backup), (3)

where R; is the set of required resources for

function Fj, O; is the set of optional (redundant)
resources, p_backup is the backup channel
operability coefficient.

2.3. Mission Objective Function

The level of mission execution by the system
is determined by the objective function:

D(t) = 2 w; - @it), where ¢; € {0, 1},(4)

The system transitions between operating modes
(NOMINAL — DEGRADED — LIMP_HOME
— SAFE_STOP) depending on the ratio of ®(t)
to threshold values @ threshold(mode). The
survivability management task consists of
maximizing S(t) subject to constraints @(t)
> @ min(mode).

HIERARCHICAL ABSTRACTION MODEL
FOR RECONFIGURATION

To enable rapid system reconfiguration
while maintaining its integrity, a four-level
abstraction hierarchy is proposed (Fig. 1), where
each level encapsulates implementation details
of lower levels and provides interfaces for
management by higher levels.

Abstraction Hierarchy for System Survivability

MISSION LAYER

Objective function: ®(t) = w, - @(t), where ¢, € {0, 1}
Modes: NOMINAL — DEGRADED — LIMP_HOME - SAFE_STOP

Transition criterion: ®(t) < Gumeshoa(Mode)

!

FUNCTION LAYER

Fi: ADAS

ASILD | wi=1.0 ASILB | wa=0.7

‘ Fi: Autopilot

ASILC | wi=0.9

‘ Fi: Stability

!

SERVICE LAYER (BSW/RTE) |

oM | | oS

|

!

ECU:
wlt) @ D

o =043

ECU:
wit) € H
=095

RESOURCE LAYER (Hardware) I

Sensorss..
314 active
ps=0.7%

Resource States:
H - Healthy

D b - Degraded

P€(0.1] — resource operability coeffickent

Survivability Function:

S(t) = Fw; - fi(p1. .. pa) - B
(0 {0.1}

- foree

function F, activation state

Fig. 1. Abstraction hierarchy for ensuring system survivability
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3.1. Mission Layer

The highest abstraction level defines global
system objectives and permissible degradation
modes. At this level, decisions are made about
transitions between NOMINAL, DEGRADED,
LIMP HOME, and SAFE STOP modes based
on the objective function value ®(t). Transition
criterion: ®(t) <® threshold(current mode) —
transition to lower mode.

3.2. Function Layer

This level defines the set of system
functions and their states (ACTIVE,
STANDBY, DEGRADED, DISABLED). Each
function is characterized by weight wj, ASIL
level, and resource dependencies.
Reconfiguration at this level consists of
changing the set of active functions Ji(t) to
maximize S(t) for a given mission mode.

3.3. Service Layer

The Basic Software (BSW) and
Runtime Environment (RTE) level with
multiple configuration support. Implemented
through  the  Post-Build  Configuration

mechanism, allowing switching of COM
routing tables, OS settings, WdgM parameters
without recompilation. Each service supports

several predefined configurations (Config
A/B/C).

3.4. Resource Layer

The lowest abstraction level,

responsible for monitoring the state of physical
components (ECU, sensors, actuators,
networks) and providing information about
operability coefficients pi(t) to higher levels.
Feedback from this level is the basis for
reconfiguration decisions.

ADAPTIVE RECONFIGURATION
MECHANISM

4.1. Degradation State Machine

The system operates as a finite state
machine with four main states and a nested
reconfiguration process in the DEGRADED
state (Fig. 2) [6, 7]. Transitions between states
are determined by the survivability function
value S(t) and thresholds S nom, S deg,
S min.

System Dggradation State Machine in Post-Critical Mode

recovery complel

L/_\
NOMINAL DEGRADED LIMP_HOME SAFE_STOP
detectpd rdconfig faildd

._. S(6) = Snom Steg < 5(8) < Spom Smin S5(8) < S S(8) < Smin

(t) = Omax Reconfig active Minimal function Emergency

____________________________________________________________________________
Reconfiguration Process (DEGRADED state)
.—> ANALYZE APPLY

v

o(t), 6(t)
SELECT_CONFIG

]

Fig. 2. System degradation state machine in post-critical mode
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A key feature of the model is the presence of
reverse transitions (recovery), allowing the
system to return to a higher functionality level
after successful reconfiguration or resource
recovery. The reconfiguration process in the
DEGRADED state includes stages: ANALYZE
— SELECT CONFIG — APPLY — VERIFY.
Fig. 2. System degradation state machine in
post-critical mode.

4.2. Optimal Configuration Selection
Algorithm

Upon detecting system degradation, an
optimal configuration search algorithm is
launched (Fig. 3), solving the optimization
problem:

cfg*= argmax S(cfg|ps-..,pn) (5)
subject to: @(cfg) =
®_min(current_mode)

Survivability Computation and Optimization Algorithm

Get resource states

x(t) E{H.D,F}

|

Compute coefficients p;(t)

21 = poi - exp{=A; - toegraded)

|

Compute survivability function

5(t)=2w; - fi(p) - 5
)

Function fi(p):
fi=MNa-
iER
[ max(pr, Puackup)

kEQ

R; — required resources

0; — optional resources

l

No
Continue

SAFE_STOP

D = Damergency

1
®

maonitoring

|
Yes :
|
|
Find optimal configuration :
n 1
cfg” =argmax5icfg | p) ]
|
|
I
| |
I
I
]
Slcfg”) = S5min :
|
& feasible? :
|
|
|

Apply cfg”

G;: =dGjlcfg*)

Fig. 3. Survivability computation and optimization algorithm
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4.3. Reconfiguration Sequence

The reconfiguration process upon failure
detection includes interaction of WdgM,
SafetyManager, ConfigManager, RTE, BSW,
and DEM components (Fig. 4). The sequence
consists of five phases: Detection (failure
detection), Analysis (computation of S(t) and p;),
Selection (optimal configuration selection),
Apply (applying new configuration), Verify
(result verification).

5.1. Reconfiguration-Enabled
Architecture

Practical  implementation  of  the
hierarchical survivability model is based on
Post-Build Configuration architecture, allowing
storage of multiple configurations in NVM and
switching between them at runtime without
recompilation (Fig. 5) [1, 2].

The SurvivabilityManager component
implements upper levels of the abstraction

Reconfiguration Sequence Upon Failure Detection

WdgM SafetyManager ConfigManager

RTE

BSW DEM

2: ReportEror(DTC, status)
i

1 i 1
' | 1
1 i '
' | 1
' i '
' i i
: : !
:I'Sn.pl-‘uu'.lnnl.ulrdl‘al d, type) ] |
Detection ) !
i i
1 1
i i
| '
i i
1 T
' '
' '
!

/-\‘ Calculate
plt, 5t
=0y - By

Analysis

3: RequestConfiglS(t), constraints)

1
1
!
'
!
i
i
i
1
'
1
'
!
Optimize
i
i max Sconfig)
— ' &1, ressures
1 i
' I
Selection H ] .
| & ConfigSelectadicly id, © .
! [ ——————
! I
i i
i
' |
1 i ]
! ) 3: SwitchConfiggrationictg id)
i
1 i
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i
' : ;
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Apply i | |
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i | i
i 1
1 i i
i i
' : :
1 i 1
i '
|
| i
: i B: Lu"llq,ﬂpu!\udl}'.dlh!
t | ¥
_ 1 i i
i 1
Verity i | | .
' 1 H 9: LogReconfiguration(chgid, Soaw, Bren!
I L L
i
|

Salection Criterion;

oy " = argmax 5icfy)

subpect

Sicfy) 2 @ mode)

6: ReconfigBswi)

Update

1: BSW _Ready

Fig. 4. Reconfiguration sequence upon failure detection

PRACTICAL IMPLEMENTATION IN
AUTOMOTIVE SYSTEMS
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hierarchy and makes reconfiguration decisions
based on WdgM (monitoring) data and resource

state from HAL. ConfigurationManager is
responsible  for applying the selected
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Component Architecture with Reconfiguration Support

Application Layer (SWC)

scomponents sCOmponents
SWC _[ ritical SWC _i\l]ﬂ.\

sCOMpanents
SWC_Comfort

soptionals
SWC_Autopilot samponents

Survivability

Config & only] Manager

AL Ll |

RTE (Runtime Environment) — Post-Build Configurable

-———— —

Basic Software (BSW)

safe0S WedgM

BswM | k oM E2E DEM
.

ConfigurationManager (Post-Build)

Hardware Abstraction / MCAL

S . e e————— (. [

MCU MPU HW WDG

CAN ADC/PWM NVM 00

Config fgre . Pn
=5(t)

Fig. 5. Component architecture with reconfiguration support

configuration through BswM, which controls
BSW module operating modes.

5.2. Survivability System Class Model

The software model of the survivability
system (Fig. 6) includes classes:

80

SurvivabilityManager (survivability
management), Resource (resource model with p
coefficient), SystemFunction (function with
weight and dependencies), Configuration
(system configuration), ConfigSelector (optimal
configuration selection), and
LyapunovAnalyzer (stability analysis).
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Class Diagram: System Survivability Model

SurvivabilityManager

- currentMode: SystemMode

- 5_threshalds: float[4]

+ calculateSurvivability(): float

+ triggerReconfiguration()

Resource

- 1d: int
- state: ResourceState
- rho: float

- lambda: float

uses

SystemFunction

+ updatestate()

wenums»

ResourceState
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DEGRADED

- id: int

- weight: float
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- requiredRes: Resourcel]

- optionalRes: Resource[]

+ computef (rhol(]): float

analyzes

LyapunovAnalyzer

- P: Matrix

- Q: Matrix

cur

rent

Configuration

- id: int
- activeFunctions: bool[]
- §_expected: float

- Phi_level: float

+ apply()

ConfigSelector

- configs: Configuration(]

- 5_min: float

+

selectoptimalirho{])

Configuration

FAILED

+ checkStability(): bool

«enums»

SystemMode

NOMINAL

DEGRADED

LIMP_HOME

SAFE_STOP

Fig. 6. Survivability system class diagram

5.3. Rapid Reconfiguration Mechanisms

To ensure minimum reconfiguration time,
the following mechanisms are used:

— Post-Build Selectable Configuration —
pre-compiled configurations stored in NVM
and activated through BswM;

— Hot Standby Functions — backup
functions maintained in ready state for instant
activation;

— Partition Restart — ability to restart
individual OS-Applications without affecting
critical functions;

— Pre-computed Configurations — table
of optimal configurations for typical
degradation scenarios computed offline.

STABILITY AND CONVERGENCE
ANALYSIS
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To prove system stability in post-critical
state, the Lyapunov function V(x) = x"Px is
used, where x is the deviation vector from the
target state [4]. The system is asymptotically
stable if there exists a configuration cfg* for
which the derivative dV/dt < 0. The condition
for existence of such a configuration:

Acfg:S(cfg|p) = S_min A @(cfg) =
@_min(mode), (6)

If the condition is not satisfied for any
configuration, the system transitions to
SAFE STOP  state  with  functionality
® emergency, guaranteeing minimum safety.

CONCLUSIONS

This paper presents a comprehensive
approach to ensuring survivability of complex
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super-critical systems in post-critical state.
Main results:

I. A mathematical model of system
survivability S(t) = X; wj - fi(p) - 6; has been
developed, integrating resource  states,
functions, and their weight coefficients,
allowing quantitative assessment of system
ability to execute its mission.

2. A four-level abstraction hierarchy
(Mission — Function — Service — Resource)
is proposed, enabling decomposition of the
reconfiguration task and encapsulation of
implementation details.

3. An algorithm for optimal configuration
selection cfg* = argmax S(cfg) subject to
minimum functionality constraints ®(cfg) >
® min has been developed.

4. Practical implementation based on Post-
Build  Configuration  architecture  for
automotive ECUs with rapid configuration
switching support is described.

5. System stability conditions in post-
critical state based on Lyapunov functions are
proven, guaranteeing convergence to a stable
mode or safe transition to SAFE_STOP.
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3ale3nmeyeHHS KUBYYOCTi CKJIAIHUX CyNep-
KPUTHYHMX CHCTEM Ha OCHOBi MojeJIi
iepapxiunoi adcTpakiii Ta aTanTHBHOL
pexoHirypanii y mic1sKpuTHYHOMY CTaHi

Jmumpo Iymennuir!

'Kuiscoxuii nayionansnuii ynisepcumem
0yOisHuymea i apximexmypu

AHoTanisi. Y paHiii poOOTI MpencTaBICHO
HOBMH  KOHLIENT  3a0e3MEYECHHS  KUBYYOCTI
CKJIaJHUX CYNEPKPUTUYHUX cUcTeM y
NOCTKPUTUYHOMY CTaHI Ha OCHOBI YOTHPUPIBHEBOI
iepapxii aOcTpakiii Ta MeEXaHi3My aJalTHBHOI
pexoHdiryparii. Po3pobieno MaremMaTinaHy MOJIeNb
¢byHkuii kuBydocTi S(t), MmO iHTErpye craHH
pecypciB, akTMBHOCTI (YHKIIM Ta IX Barosi
KoedilieHTH. 3arpoNnoOHOBAHO AJTOPUTM BUOODPY
ONTUMAaJbHOT KOHGirypamii cucteMu mig yac
Jerpangarii  KOMITOHEHTIB, o MaKCUMI3y€
KHUBYUICTb 32 YMOB MiHIMaJIbHUX (PyHKIIOHATIBHUX
oOMexxkeHb. OnHMcaHoO TPaKTHYHY —peajli3aliio
MeXaHi3MIB MBUIKOI peKoHQirypamii Ha OCHOBI
apxitektypu  Post-Build  Configuration  mus
asroMoOUTEHNX EBK Bimnosiano mo ISO 26262.

KmaiouoBi  ciaoBa:  KHBYYICTh  CHCTEMH,
MOCTKPUTUYHUN CTaH, peKoH(irypaiis, TuiaBHA
nerpafanis, iepapxis adbctpakuii, [SO 26262, ASIL,
¢$ynkuis JIsmyHoBa, CynepKpUTHYHI CUCTEMH.

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 4(17), 2025, 75-82



Mechanical and electric engineering

Overview of designs and materials for printing
on 3D printers that use FDM technology

Kostiantyn Pochka’, Vadym Shalenko?, Andrii Masliuk3

1,23 Kyiv National University of Construction and Architecture,
Povitryanykh Sil avenue, 31, Kyiv, 03037
" pochka.ki@knuba.edu.ua, https://orcid.org/0000-0002-0355-002X,

2shalenko.vo@knuba.edu.ua, https://orcid.org/0000-0002-6984-0302,

3 masliuk.aa@knuba.edu.ua, https://orcid.org/0000-0002-6349-084X

Received 10.09.2025, accepted 01.12.2025
https://doi.org/10.32347/st.2025.4.1301

Abstract. In recent years, FDM 3D printing
technology has become widely used. FDM, or fused
deposition modeling, is currently the most popular,
affordable, and simple method of 3D printing. It
creates objects by laying down molten
thermoplastic filament layer by layer on a work
table, forming a part according to a digital model.
The printer prints using an extruder in which molten
plastic is extruded through a heated nozzle. Moving
along the corresponding axes, it forms 2D layers.
These layers are laid down layer by layer to create a
3D object. This technology allows you to create
various prototypes of models, functional parts, and
mechanisms from them. Using widely available
materials (PLA, PETG, TPU) that do not require
specific printing conditions, it is possible to print at
home, in educational institutions, and in various
workshops. Printing with special engineering
plastics requires certain printing conditions and 3D
printer functionality.

The widespread use of 3D printing with plastic
has led to a wide variety of printers. Today, there are
two types of printer mechanics. Cartesian
coordinate systems and delta mechanics. Each of
these mechanics is divided into specific classes,
which are distributed according to the scope of
application and functionality of 3D printers. These
classes of 3D printers are divided into basic printers
for training, semi-professional printers, professional
printers, and industrial printers.

This article examines various designs of 3D
printers that print using FDM technology. It
considers their different functionalities and areas of
application, as well as different printing materials.
The authors also consider the option of creating a
3D printer based on their own design. In the future,
such a 3D printer should correspond to the
professional-industrial class of printers in terms of
its functionality and capabilities. It should be
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capable of printing with both standard (PLA, PETG,
TPU) and special composite plastics (ABS, Wood,
PA-CF, PA-GF, PA, nylon).

Keywords. Delta printers, 3D printers, printing,
CoreXY, rod, material, composite plastic, nylon,
carbon  fiber, high-performance composite
polymers, model, workbench.

INTRODUCTION

Today, FDM printing technology continues
to develop and capture a share of the market
focused on the rapid production of components
of varying complexity and their prototyping
prior to mass production. The use of different
types of plastics for printing, which differ in
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properties and printing conditions, creates
certain requirements for the capabilities of 3D
printers and their designs. This creates a wide
variety of printers in terms of their
functionality, model printing sizes, printing
speed, the ability to print with different plastics,
ease of printer control, and more.

RESEARCH RESULTS

Delta printers use a special system with three
parallel levers connected to the print head and
attached to three vertical guides at the top of the
device. Each lever is moved by a separate
stepper motor located at the top of the printer.
The coordinated movement of these levers
allows the head to move to any point in the
three-dimensional workspace. The position of
the extruder nozzle is determined using
trigonometric calculations, which ensures high
accuracy and smooth movement. Unlike classic
Cartesian printers, where the platform can
move along one or two axes, in delta printers
the printing platform wusually remains
stationary. This reduces vibration during
operation, contributing to stability and print
quality. The stationary platform also simplifies
the printer's design, reducing the number of
moving parts and making maintenance easier.
Thanks to lightweight levers, often made of
materials such as carbon fiber, and an efficient
kinematic system, delta printers are capable of
achieving high printing speeds. Lightweight
levers and reduced inertia allow the printer's
extruder to move faster, reducing printing time.
For example, the Flsun V400 3D Printer (Fig.
1) can print a model 9-10 minutes faster, which
is about twice as fast as many other types of
printers.

Delta printers have a cylindrical working
surface, which is ideal for printing tall or
cylindrical objects such as vases, figurines, or
architectural models. For example, the Kossel
Mini Delta printer (Fig. 2) offers a working area
with a diameter of 180 mm and a height of 320
mm, allowing you to create tall models without
having to split them into parts and glue them
together. The printer's special mechanics also
reduce the risk of mechanical inaccuracies. A
fixed work table and precise lever coordination
ensure stability during printing, which is
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especially important for creating detailed
models. Modern delta printers, such as the
Flsun V400, achieve an accuracy of £0.15 mm,
which is suitable for professional use [2].

FLSUN
—

Fig. 2. Kossel Mini Delta printer
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The current variety of delta printers can be
divided into four main groups: compact,
professional, industrial, and specialized delta
printers.

Compact delta printers for beginners and
home use. These printers are designed for those
who want to try 3D printing at home or in a
small workshop. They have a relatively small
working area, which is suitable for creating
decorative  figurines, toys, and small
prototypes, such as models of cars or robots.
These printers are compact, fit easily on a table,
and are usually easy to set up. They work with
basic materials such as PLA or PETG plastics
and have an intuitive interface, making them an
excellent choice for beginners. These printers
may be limited for complex tasks. They are not
always suitable for printing with composite
materials such as Nylon-CCF, PLA-CF, Wood-
filled PLA, PLA-LW, and others. Also, some
printer models require manual calibration,
which can be difficult for those who are new to
3D printing.

Professional delta printers are suitable for
those who want more functionality and
capabilities from a 3D printer. These printers
have an enlarged working area for printing,
which allows you to print large objects. They
allow you to print with various plastics,
including hybrid plastics with carbon fiber
additives. Such printers usually have more
configuration options: automatic calibration,
platform heating for working with durable
materials, touch screens, or remote control via
a network. Professional delta printers are
convenient for creating complex prototypes,
design layouts, or small batches of parts,
automotive components, or electronics. They
are well suited for small workshops, various
startups, and centers where high quality and
speed are important.

A class of industrial delta printers designed
for large-scale projects requiring large parts or
serial production. Their working area allows
them to create objects of considerable size. The
ability to print specialized materials, such as
metal composites or hybrid resins, makes them
indispensable in industries such as aviation,
automotive, and medicine. These 3D printers
have greater functionality: the ability to print
with multiple extruders to work with different
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materials simultaneously, equipped with
cameras to monitor the process in real time.
They can manufacture parts for aircraft engines,
medical prostheses, or architectural models
with unique properties.

Specialized delta printers — this category
includes printers designed for specific tasks,
such as printing with ceramics, resins, or eco-
friendly bio-hybrids. These 3D printers are less
common, but their popularity is growing thanks
to the development of new materials. Delta
printers that print with ceramics are used in
jewelry making or dentistry, where high
precision and surface smoothness are required.
Those that print with bio-hybrid materials are
suitable for creating eco-friendly products that
decompose naturally. Specialized printers may
have a smaller working area, but they
compensate for this with high precision and
support for unique materials. They are ideal for
modern innovative projects; in medicine, such
printers can create biocompatible implants, and
in design, decorative elements with unusual
textures [1, 2].

The following 3D printers belong to the
Cartesian coordinate system and are currently
the most widespread and diverse in design
compared to delta printers. Printers with a
Cartesian coordinate system are the most
common 3D printers that use FDM printing
technology. Their key difference is their linear
movement along three perpendicular axes: Y
(left-right), X (forward-backward), and Z (up-
down) for precise positioning. This mechanism
ensures simplicity of design and high precision,
although it can limit speed due to its massive
moving parts. There are two basic styles of such
mechanics, Prusa i3 and CoreXY, and their
various variations. The Prusa i3 style is a
popular option with a cantilever design, where
the extruder moves along the Y/Z axis and the
table moves along the X axis. The CoreXY style
is a system where the extruder moves along the
X and Y axes via a belt drive controlled by two
stepper motors. At the same time, the work
table is moved along the Z axis by a separate
motor. The advantages of 3D printers with a
Cartesian coordinate system include convenient
calibration and printer maintenance. Due to its
simplicity, high positioning accuracy of the
extruder during printing is ensured. A
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disadvantage is the large number of moving
parts in the printer, which can cause vibration at
high printing speeds [3].

Despite the wide variety of printers with a
Cartesian coordinate system, they can also be
divided into the following classes: basic for
training, semi-professional, professional, and
industrial 3D printers.

Printers similar to the Easy Threed K7 mini
3D printer (Fig. 3) can be classified as basic for
training purposes.

Fig. 3. Easy Threed K7 mini 3D printer

When assembled, this 3D printer has small
external dimensions of 235x175x270mm. The
maximum print size of the model is
100x100x100mm. The printer supports a one-
button printing function, which makes it very
easy to use. It operates at a safe low voltage of
12 V and does not have a heated platform
(table), making it safer for children and home
use. Thanks to noise reduction technology, it
operates very quietly. Designed for printing
with PLA plastic and flexible TPU with a rod
diameter of 1.75 mm. Compatible with popular
slicing software such as Easyware K7, CURA,
and Simplify3D. Print models can be launched
via a TF card in the printer itself or via a USB
cable from a computer. The printer is designed
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specifically for beginners and children, which
distinguishes it by its ease of use and makes it
ideal for home educational printing [4, 5, 6, 13].

The following two 3D printers can be
classified as semi-professional printers. The
first one is the Bambu Lab A1 Mini 3D printer
(Fig. 4), one of the smallest representatives in
its class.

Fig. 4. Bambu Lab A1 Mini 3D printer

The Bambu Lab A1 Mini is a high-speed,
compact, and extremely easy-to-use FDM
printer. It has a compact design that is ideal for
small desks or limited space. It is equipped with
a heated work table and a print area of
180x180%x180 mm. Thanks to more reliable
mechanics, the printing speed can reach 500
mm/s, and the acceleration can be up to 10,000
mm/s?. It has a low noise level even at high
printing speeds. The printer is equipped with
fully automated calibration systems: automatic
table level detection, vibration compensation
system during printing, and nozzle pressure
detection system. These systems allow you to
achieve the most perfect printing results with
virtually no user intervention. The 3D printer
can work with the Combo kit and the AMS Lite
module. This module allows the printer to
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automatically change the printing rod from the
Combo set during printing. Combo is a system
that has four plastic spools, which can be of
different colors or different types of filament.
PLA, PETG, and PVA can be used as printing
materials. If flexible TPU filament is used for
printing, the AMS Lite module will not work
with this plastic. The printer is equipped with a
2.4-inch color IPS touch screen for control. You
can connect to the printer via a Wi-Fi network
and also download models for printing via a
Micro SD card. Extremely easy to set up and
use, it can be ready to work in less than 30
minutes. It can also have a low frame rate (1-2
fps) surveillance camera. The Bambu Lab Al
Mini 3D printer can be considered one of the
best options for beginners thanks to its
automatic calibration and the ability to print
with multiple plastics [7].

The second 3D printer worth mentioning is
the Creality Ender-3 S1 (Fig. 5). This is one of
the upgraded versions of the popular Ender
printer series.

Fig. 5. Creality Ender-3 S1 3D printer

One of the features of this 3D printer is its
all-metal Sprite extruder with dual feed, which
can heat up to 300°C. Its work table is also
heated and has a printing area of 220x220x270
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mm. This allows you to print a wider range of
models using plastics such as PLA, ABS,
Wood, TPU, PETG, PA (nylon), and even
carbon fiber materials. It has an automatic work
table calibration system based on a built-in CR
Touch sensor, which automatically levels the
platform at 16 points on the height map. This
greatly simplifies the preparation process for
printing and improves the quality of the first
printed layer of the model. The motherboard
that controls the 3D printer is built on a 32-bit
microprocessor and low-noise drivers. This
allows the printer to operate with minimal
noise. It also has a 4.3-inch color touch screen
with support for multiple languages. Assembly
of the printer is simplified by the fact that it
comes 96% pre-assembled. It is equipped with
additional features: it has LED lighting for
monitoring the printing process in the dark, can
resume printing after a power failure, and has a
filament end sensor [8].

There are also several interesting options in
the class of professional 3D printers. One such
printer is the small Flashforge Adventurer 3
(Fig. 6). This is a popular model with a closed
body.

Fig. 6. Flashforge Adventurer 3 3D printer

The Flashforge Adventurer 3 3D printer is
designed as a ready-to-use solution, ideal for
beginners, home wuse, or educational
institutions. The printer features a minimalist
design and compact dimensions with printing
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parameters of 150x150x150mm. It is the
smallest representative of professional-grade
3D printers. The work surface has a flexible
platform for easy removal of printed models. Its
extruder has an easily removable nozzle for
easy replacement. The hotend has an automatic
filament loading system that makes it easier to
load the rod. The closed body of the 3D printer
ensures a stable temperature inside the printer
and makes printing safer, especially when using
ABS plastic. It can also print with other
materials such as PLA, PETG, and some
composite materials (e.g., with wood or metal
filler). It has many additional features: for
convenient monitoring of the printing process,
it can be viewed remotely via Wi-Fi and
supports cloud printing, allowing remote
control of the printer via the Internet. It comes
fully assembled and does not require complex
configuration. This allows you to start printing
almost immediately after unpacking and
installing the printer [9].

Other 3D printers with a similar design have
slightly larger printing dimensions. The most
common sizes are 300x300x400mm or
400x400x600mm.

Another interesting model is the Creality
CR-30 3DPrintmill ribbon 3D printer (Fig. 7).
It differs significantly from the other printers
discussed above.

Fig. 7. Creality CR-30 3D printer 3DPrintmill

This is a unique FDM printer that eliminates
the traditional limitation on print height by
offering an infinite Z-axis thanks to a roller
conveyor. The working print dimensions are
200 mm in model width, 170 mm in model
height, and virtually infinite in length. The only
limitation is the length of the plastic filament in
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the spool. This interesting design of the printer's
work table allows you to print extremely long
plastic models. It is also possible to print small
plastic models close to small-batch production.
In this mechanism, the plane of movement of
the hotend is provided by stable Core-XY
kinematics for accurate and reliable printing.
The extruder nozzle and its central axis are
positioned at a 45-degree angle to the platform.
This angle ensures good adhesion of the model
filament during printing. The nylon surface of
the conveyor allows finished products to be
automatically removed at the end of the
conveyor without human intervention. It uses a
powerful two-stage metal extruder “Sprite”,
which can print at temperatures up to 240°C.
Plastics such as PLA, PETG, and TPU are used
for printing. The 3D printer uses specially
developed CrealityBelt slicing software,
optimized for such conveyor printing. Thanks
to the continuous printing function, the printer
is suitable for small-batch production of large
quantities of identical parts without constant
supervision. Unlimited printing length is the
main feature of conveyor printers. The endless
belt printing platform allows you to create
objects of theoretically unlimited length [10].

The next class includes industrial-grade 3D
printers. They are designed for serial
production, large models, and continuous 24/7
operation. They support printing with high-
temperature and engineering materials such as
PEEK, ULTEM, nylon, and various
composites. Most of them have a large working
area for printing. Professional 3D printers are
suitable for engineers, designers, and various
prototyping applications, offering a medium
format and convenient features. When choosing
such printers, it is necessary to consider the
scale of the printing tasks and the materials
required for this.

One such 3D printer is the CreatBot F430
(Fig. 8) —a professional closed-type device with
two extruders, designed for high-temperature
printing and working with a wide range of
engineering and industrial plastics.
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CreakEon

Fig. 8. CreatBot F430 3D printer

High-temperature printing is a key feature of
this 3D printer. This is provided by an extruder
that can heat up to 420°C. This allows the use
of both standard (PLA, ABS, PC, TPU) and
industrial materials such as nylon, fiber-
reinforced materials (PA-CF, PA-GF), and other
high-performance composite polymers. The
printer is equipped with two extruders, allowing
you to print in two colors or use soluble support
materials, such as PVA plastic, to create
complex geometric shapes.

Some printers in this class can be equipped
with the IDEX system. IDEX (Independent
Dual Extrusion) is a single extrusion system
with two separate extruders that move
independently on the X-axis. This makes it
possible to use the system in certain printing
modes.

Copy mode: copy two identical objects
simultaneously, reducing waiting time by half.

Mirror Mode: print symmetrical models
simultaneously from a single file.

Printing with two materials: the ability to
combine, for example, durable nylon with
flexible TPU. Also, the ability to use water-
soluble plastics for supports, which also
prevents cross-contamination of the nozzle.

In addition, IDEX offers the cleanest
solution with two extruders, preventing cross-
contamination. It creates a clean transition
between the two materials, ensuring smooth
removal and avoiding stains and mixing along
the seam [11].
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The printer's solid body creates a closed
chamber heated to 70°C, ensuring a stable
printing environment. This 1is critical for
preventing deformation (shrinkage) when
printing large objects from temperature-
sensitive materials such as ABS or PC. The
steel printer body ensures high stability and
durability, allowing it to be used 24/7 for
professional tasks. The 3D printer also has
some interesting additional features. The printer
can automatically remember its current position
and save print data in the event of a sudden
power outage. Once power is restored, it will
resume printing from the last point it stopped,
leaving no marks on the model. The printer
monitors the availability of plastic rods and, if
the filament runs out, stops the printing process
and emits a warning signal to indicate that the
plastic has run out. It has an air filtration system
based on HEPA filters. It can adsorb vapor
impurities formed during printing with special
filaments such as ABS, nylon, and PC. Working
with the printer becomes much safer and more
environmentally friendly. The printing area can
be 400x300x300mm, which is ideal for creating
high-precision medium and large parts. The
table surface can be covered with a special PEI
film for 3D printing or Buildtak film. Thanks to
this, most materials have good plastic adhesion
to the platform. The automatic leveling sensor
uses an intelligent system to compensate for the
height of the Z-axis during printing, while
providing fully automatic leveling [12].

CONCLUSIONS

The article discusses various types of 3D
printers that use FDM printing technology.
They are divided into Cartesian coordinate
systems and delta printer systems. Each of these
systems is divided into specific classes
depending on the tasks performed by 3D
printers. After considering the different designs
and functionalities of wvarious printers, it
became necessary to design and assemble our
own 3D printer.

The plan is to choose a cube-shaped printer
as the basis. The printer class should combine
the functionality of professional printers with
the capabilities of industrial printers. It should
be able to print quickly and produce large
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models measuring 480x660x460 mm. It should
be able to print using various plastics, from
standard to special engineering plastics. Work
on assembling such a 3D printer is planned for
the future.
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Ormisaa KOHCTPYKILIL Ta MaTepiaaiB s
ApPYKY Ha 3D-npunrepax, siki ApyKyHOTb
1o texnoJjorii FDM

Kocmsnmun Iouxa', Baoum lanenxo’,
Anopiii Macniox®

V23 Kuiscorutl nayionanvnutl ynieepcumem
0yOisHuymea i apximexmypu

AHoTamisi. 3a OCTaHHI pOKH  PO3BHUTKY
TexHojoriid 3D-apyky no texHonorii FDM HaOynu
Benukoro momupenHs. FDM abo mojemtoBaHHS
METOJIOM  TIONIAPOBOTO  HAIUIABIEHHS —  Ie
HaNMONyNspHIIKK, JOCTYHHAN 1 MPOCTUH cHOCi0
3D-npyky Ha ceoromHi. Bin cTBOproe 00'ekrH,
HaKJIaJao4dul PpO3IUIABICHUM  TEpMOILUIACTUYHUI
npyTok ((pisaMeHT) map 3a mapoM Ha pPoOoUOMy
cTOIi, (POPMYFOUH JIETaNb 3TiAHO IHUPPOBOI MOJIEITI.
[IpunTep NpyKye BUKOPUCTOBYIOUH EKCTPYICP ¥y
SKOMY DO3IUIABJICHUH TUIACTHK BUIABIIOETHCS
yepe3 HarpiTe comio. Pyxarouuch 1o BiIOBITHUM
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BicsaM (opmye 2D-mapu. Lli mapu HakiagaoThCs
map Ha 1map crBoproroun 3D-06'ekt. st TexHOIOTIS
JIO3BOJISIE CTBOPIOBATH Pi3HI MPOTOTHITH MOJETCH,
(GyHKIIOHANBHI JeTaji Ta MEXaHI3MH 3 HHX.
BuxoprcToByrouM IMMPOKO TOCTYIHI Marepiaiin
(PLA, PETG, TPU), sxi He BHMaramTh
cnenupivHuX YMOB APYKY, TO3BOJIAIOTH APYKYBAaTH
y JOMallHiX, HaBYaJbHHUX 3aKJIaJax Ta Pi3HHUX
MaicTepHsIX. Jpyk crnemiaabHUMH iHXXEHEPHUMHU
IUIACTUKAMU BHUMAra€e II€BHAX YMOB JpyKy Ta
¢ynkuionany 3D-mpunTepa.

[npoke 3actocyBanHa 3D-apyKy 3 miacTuky
CTBOPIOE BEIIMKE PI3HOMAHITTS TPUHTEPIB IS
npyky. Ha cboroni icHye /1Ba pi3HOBHIY MEXaHIKH
npunTepiB. Ha cucteMi aekapToBUX KOOpAWHAT Ta
nensra MexaHika. KokHa 3  1mux — Mexasik
pO3MOAUIAETHCS  HA  TEBHI KJacw,  SIKi
pO3MOAiNAIOTECS  Bi cdepu 3acTOCyBaHHS Ta
¢yskmionany 3D-mpunrtepiB. Taki wkmacm 3D-
MIPUHTEPIB MOMUIAIOTECA HA 0a30Bi IJIT HaBYaHHSA,
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nonymnpodeciitHi, mnpodeciiHi Ta MTPOMHUCIIOBI
MIPUHTEPH.

VY nmaHiif crati po3nIANAIOTH Pi3HI KOHCTPYKINT
3D-npunTepiB, AKi APyKYyIOTh IO TexHONOTii FDM.
Posrsimators ix pisHumil ¢yHKmioHan Ta cdepy
3aCTOCYBaHHS, TaKMMH{ pIi3HI MarepiajioMm s
IpyKy. ABTOpHM TakOoX pO3IVISIIAIOTH BapiaHT
ctBopeHHs1 3D-mpuHTepa 3a BIACHUM TMPOEKTOM.
Taxuit 3D-npunTep y MaiiOyTHROMY 3a CBOIM
(byHKIIIOHATOM Ta  MOXJIHBOCTSMH TIOBUHEH
BiNOBiZaTH TOPOQECIHHO-IPOMHUCIOBOMY KJlacy
mpuHTEPIB. {15 MOXKITMBOCTI peamizarii APyKy, SK
craumaptanmu  (PLA, PETG, TPU) Tak i
CHCI[iaIbHUMU KOMIIO3UTHUMH IacTukamu (ABS,
Wood, PA-CF, PA-GF, PA, ueiinon).

KmouoBi caoBa: [enpra-npuarepu, 3D-
npuntepu, apyk, CoreXY, mpyTok, Marepial,

KOMIIO3UTHUM  TUJIACTUK, HEWJIOH, BYIVIELIEBE
BOJIOKHO, BHCOKOTIPOIYKTHBHI KOMITO3UTHI
IoJIiMepH, MOZEIh, pOOOYHIA CTiJ.
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AHoTanisi. Y po0OOTi HaBEOEHO METOAUKY
nabopaTopHUX  JIOCTI/KEHb TPOLECY Ppi3aHHS
IpyHTY JedopMaropoM i3 piKYUOK KPOMKOIO,
KiHEMaTHYHO ITOB’S3aHOIO 3 THEBMOAKYMYJIISITOPOM.
Sx Momens TPYHTY 3acTocoBaHO mapadiH, SKHN
JIO3BOJISIE ONTUYHO BUSIBIISITH HANpy>KEHI 30HU 3a
JOTIOMOTOI0  TTOJIsIpHU3alliiiHoro aHamizy. OmnucaHo
KOHCTPYKIIIfO nmabopaTopHoi YCTaHOBKH,
nedopmaropa Ta THEBMOAKyMYJISITOPA,
MOCIIIOBHICT MIATOTOBKH MapadiHoBOi Mopedi,
METOAMKY IIPOBEJCHHS EKCIEPHMEHTIB, a TaKOX
QITOPUTM OOpPOOKH EKCIICPUMEHTAILHUX JTaHUX.
3anpornoHoBaHO y3arajibHeHi perpeciiini
3aJI@KHOCTI  JUIi  ONUCY  BIUIMBY  DIIMOWHHU
3aHypeHHs, LIBHIKOCTI pyxy Jaedopmaropa Ta
THUCKY B ITHEBMOAKyMYIISITOpi Ha CHIJIy pi3aHHS Ta
nUTOMI eHeproBuTparu. HaBeneHo croBecHuit onmc
TATIOBUX TpadikiB 3aleKHOCTEH Ta MNPUKIAIN
piBHsHB perpecii. [loka3aHo, MmO 3acTOCyBaHHS
piKydoi KPOMKH Ha THEBMOAKYMYJISITOPI JTO3BOJISIE
3HM3WTH TIKOBI 3HAYEHHS CHIM pi3aHHA Ta
PO30CepeaNTH HAIIPYKEHHS B MO IPYHTY.

KurouoBi cyioBa: pizaHHs IpyHTY, napadiHosa
MOJIeNb, (hi3MdHE MOJENIOBaHHS, PiKyda KpOMKa,
ITHEBMOAKYMYJISITOP, €HEProCHIJIOBI  IapaMeTpH,
perpecis, ONTHYHA Bizyasi3alris.

BCTVYII

EdextuBHicTh po0OOTH  3eMiepuiiHHX 1
TIpHUYAX MaruH 3HAYHOIO Miporo
BU3HAYAETHCS XapaKTepPOM B3aeMOIii po6ouoro
oprasa 3 rpyHTOM. Bigmomo, 1110 poriec pizanHs
CYNPOBOKY€ETBCSI 3HAYHMMHU  JMHAMIYHUMHU
HaBAHTA)KCHHIMU Ta HEPIBHOMIPHUM
PO3MONIIOM CHJT Y3/I0BXK PIXKY4d0i KPOMKH, 110
MPU3BOANUTE JIO IIiIBUIIEHUX EHEPTOBHUTPAT,
BiOpaIliif 1 IHTEHCUBHOT'O 3HOLTYBaHHS pOOOYHMX
opratiB. lle miATBEpAKXyeETbCS YHCIEHHUMU
JOCIIPKeHHSMH, BUKOHAHKX JJI BiJBaJIbHUX
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Mukona MpucTtanno
Mpodbecop kadenpun
OyaiBenbHUX MaLlvH

AHpapin Moniwyk
acucTeHT kadeapu
OyaiBenbHMX MaLUvH

Irop NoHTa
acnipaHT kadeapu
OyaiBenbHMX MaLUVH

poboUMX OpraiB, KOBIIIB Ta CIEMIAJIbBHUX
nedopmatopis[1].

OpHuM 13 NEepCHeKTUBHUX  HAMpsMIB
MiJBUILEHHS €(EeKTUBHOCTI € 3aCTOCYBaHHS
JUHAMIYHUX poOOYUX OpraHiB, y SAKHX piKyda
KpOMKa 3J1HCHIOE 3BOPOTHO-NOCTYTMAIbHUN
a00 KONMMBaJIbHHUN PyX, a TAaKOXK OCHAIIYETHCS
MPUCTPOSIMH €HEPreTUYHOTO HAKOMUYEHHS Ta
nemrgyBaHHs — 30Kpema,
MTHEBMOAKYMYJISITOPAMHU. Taki pileHHs
JI03BOJISTFOTH TIEPEPO3NOAUTUTH HABAHTAKCHHS
B 4aci, 3MEHUIMTH NIKOBI CHJIM pi3aHHS Ta
TIOJIIIIIUTH YMOBH PYHHYBaHHS IPYHTY[2].

s OOIpyHTYBaHHS napameTpiB
nedopmaropa 3 PpDKY4YOH0 KPOMKOIO Ha
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MTHEBMOAKYMYJISTOpPI HeoOXinHI JaboparopHi

NOCHIDKEHHS 3 MOMIMBICTIO HE  JIHIIE

BUMIPIOBaHHA CHJIOBHX TIIOKa3HUKIB, a U

Bi3yasrizallii Halpy»XeHOro CTaHy IPYHTOBOTO

cepenoBuina B 30HI pizaHHsa. Came TOMY

JOIITBHO  3aCTOCOBYBATH MOJETI  IPYHTY,

npuaaTHi Uit onTUYHOI  ((OTOENacTUIHOI)

peectparmii  mosiB  HampyxkeHb. Ilapadin

BIIHOCUTBCSI IO TaKUX MarepiaiiB i IIMPOKO

BUKOPHCTOBYETbCS B EKCIICPUMEHTAIBbHIN

MEXaHiIli A7 MOJENIOBaHHS KBa3iKPUXKHX Ta

IUTACTUYHUX cepenoBuin. Kinacuyni miaxomnu no

MOJICTIIOBAHHS  MPOLECIB  pi3aHHSA  TIPYHTY

poOOYMMH OpraHaMu 3EeMIICPHIHUX MAIIHH

0azytorbess Ha pobortax FO.O. Berposa, B.JL
bamamuncekoro, JILA. Xmapu, Ta iHIMX, Je
c(hOpMyJIbOBaHO 3aKOHOMIPHOCTI (hopMyBaHHS

CTPYXKH, CHJ ONOpY Ta CHEPreTHYHHX

Butpar|3].

VY HayKOBHUX Mpallsix, BUKOHAaHUX 33 Y4acTiO

CIIBAaBTOPIB, PO3TISHYTO:

e HaBaHTAXEHHS Ha  poOoumii  opraH
BiJJBAJILHOTO THUITY, PO3MONLT CHJI Y3IO0BX
piKy4oi KPOMKH Ta BILUIUB [ii THHAMIYHOTO
eJIeMEeHTa Ha XapakTep HaBaHTaXeHHs([4];

e KOHCTPYKTHMBHI pIIIEHHS KOBIIB  JJIs
PO3pOOKU MEP3JI0T0 IPYHTY, 110 BPaXOBYIOTh

0cO0JIUBOCTI pyHHYBaHHS Mep3IuX
nopin[S];
e BIUIUB JIJUPYIOHUOi  PIXKY4Oi  KPOMKH

nedopMmaTopa Ha MpOIEeC pi3aHHs IPYHTY, 1€
MIOKa3aHO, L0 TONEpeJHE HAJpI3aHHA Ta
(hopMyBaHHS TPIMIUH JO3BOJISIE 3HUZUTH
CHJIOBI ~ HABaHTAXXEHHA HAa  OCHOBHY
kpomky[6];

e YIOCKOHAJIEHHsS peecTpalii cuil pi3aHHA B
J1a00paTOPHUX YMOBAX 1 CTBOPEHHS CTCH/IIB
JUIs BUMIPIOBaHHS CHJIOBHUX [apaMeTpiB
MPOIIECY pi3aHHS;

e pO3poOJEeHHS Ta NAaTeHTyBaHHS CTeHJa
peecTpariii 3yCwsib pi3aHHS, IO MICTHTh
crieniaai3oBaHui CHJIOBHMIpIOBaTbHUN
By3011[7].

PazoM 3 TUM y HasiBHUX IpaLsIX OCHOBHA
yBara 30cepe/pkeHa Ha CHIIOBHX MapaMeTpax Ta
KIHEMaTUYHUX 0COOIMBOCTSIX pobounx
opraiB. [lutanHs onTUYHOI Bi3yauizamil
HaNpy>XEeHOT0 CTaHy I'PYHTOBOT'O CEpPEIOBHILA B
30H1 pi3aHHs, 0cOOMUBO Ui Aedopmaropa 3
pKydO0I0 KPOMKOIO, 0B’ SI3aHOIO 3
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MTHEBMOAKYMYJISITOPOM, 3JIMIIAIOTHCS  MEHII
po3po0ICHUMHU.
BincytHicTh IeTaabHO
METOJIUKH, siKa O IMOoeTHyBaa:
e BHUKOpDUCTAaHHs mapadiHoBoi Mmoxeni
IpyHty,
e MOJNSpHU3ALIAHUI
(dbotoenacTuky),
e Ta OJHOYACHY PEECTPAIII0 CHJI pi3aHHS
¥ mapaMeTpiB MHEBMOAKYMYJISITOPA,
YTBOPIOE HAYKOBO-IIPAKTHYHY HIMIY, SKY
¥l 3a1OBHIOE JTaHa poOoTa.

OnHcCaHol

a”a3

OCHOBHI ITOJIOXEHHA

Mera  pobotu  —
OOTpYHTYBaTH  METOIUKY  JIabOpaTOpHHUX
JIOCTI/DKEHb ~ TpPOIeCy  pi3aHHS  IPYHTY
nedopMaTopoM 13 PLKYYOI0 KpPOMKOIO Ha
THEBMOAKYMYJISITOP1 3 BUKOPHUCTAHHSM
napadiHoBOi Mopeni TIPYHTY Ta ONTHYHOI
peecTpallii Hapy»XEeHOTO CTaHy.

Jlis  [OCSATHEHHA  IOCTaBJICHOI  METH
HEOOXiTHO BHPIIINTH TaKi 3aBIaHHS:

1. O6rpynryBaru BuOip mapadiny sk Momeni
IPYHTY JJIsl OITUYHOTO aHAi3y HAIPYKEHUX
30H.

2. Onucatn KOHCTpPYKI[ito aedopmaropa 3
PIKYUOI0 KPOMKOIO Ha IMHEBMOAKYMYJIATOP1
Ta  J1a0OpaTOpHOi  YCTaHOBKM  JJIs
JOCHIKEHD.

3. Po3pobuTH MOCIHIIOBHICTh NPUTOTYBaHHS
napa¢iHOBOi MoJeNi Ta HaJAIITyBaHHS
MOJISIPU3AIIAHOT ONITHYHOT CUCTEMHU.

4. Chopmysatu nporpamy
EKCTIEPIMEHTATBHUAX JOCTI/KEHb 3
BapilOBaHHAM IIMOMHM pPi3aHHS, HIBUIKOCTI

po3pobutu  Ta

pyxy  naedopmaropa Ta  THUCKY B
[THEBMOAKYMYJISTOPI.
5. 3anponoHyBaTu AITOPUTM 00poOKHu

EKCIIEPUMEHTAIbHUX JIaHUX, BKIIIOYAIOUU
BU3HAYEHHS CUJI pI3aHHA, TUTOMOI poOOTH
Ta TapaMeTpiB HAMpPYKEHOro CTaHy 3a
ONITUYHUMH CMYyTaMH.

6. IloOynyBaTu Ta mpoaHai3yBaTH perpeciiiHi
3aJISKHOCTI, K1 OMUCYIOTh BILUTUB OCHOBHUX
(dakTOopiB Ha CWJIOBI Ta EHEPreTHYHI
MTOKa3HUKH MTPOLIECY.

JlaGopaTtopHa ycTaHOBKa JIJISl JTOCJIIXKEHHS
npouecy pi3aHHA Mozei IPYHTY
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nedopMaTopoM 13 PLKYYO0 KpPOMKOIO Ha

ITHEBMOAKYMYJISITOPI BKITFOUYAE:

e TPYHTOBHI JIOTOK 3 MPO30PUMHU OOKOBUMU
CTiHKaMH (OpraHidHe CKJI0 abo 3arapToBaHe
CKJIO), W0 3a0e3MeuyloTh Bi3yaJbHHN
JOCTYII IO MOZEIII;

e MEXaHI3M IMepeMimieHHs nedopmaropa 3
IUTABHUM  PETYJIIOBaHHSM IIBHIKOCTI B
niamaszoni, Hanpukiazd, 0,01-0,10 m/c;

e nedopmarop 3  PiLKYUOHO  KPOMKOIO,
mapHipHo ab0 TMPYXKHO 3B’SI3aHOI0 3
KOPITYCOM 4Yepe3 ITHEBMOAKyMYJISITOD;

e CWJIOBHMIPIOBAILHUN BY30I1, SIKHU PEECTPyeE
TOPU3OHTAJbHY CHIy pi3aHHS F(?) Ta, 3a
HEoOXiTHOCT1, BEpTHKAIBHY CKJIaJIOBY N(?)

e TiJPOMHEBMATUYHHI KOHTYp, IIO BKIIIOYAE
ITHEBMOAKYMYJISITOD, 3aIipHy Ta
peryjIroBalIbHy apMaTypy, HaT4hK THCKY
Pa(t)

e cucTeMy 300py IaHHMX, SKa OJHOYACHO
pEECTpY€E CUTHAIM BiJl TEH30JATYHKIB,
JATYMUKIB TUCKY Ta MEPEMIIICHHS.

Puc. 1. JlaboparopHa ycTaHOBKa ISl JTOCIIiIXKCHHS
MIPOLIeCy pi3aHHS MOJAENI IPYHTY JehopMaropoM i3
PIKYyHOr0 KPOMKOIO Ha THEBMOAKYMYJISTOP1

Buxopucrani miaxomu 0  TOOYIOBU
CHJIOBHMIPIOBAIIBHOTO CTEHJIA Y3TOKYIOTHCS 3
paHilme  po3poONEeHUMM  PILICHHSMH  JUIS
peecTpariii 3ycwiib pizaHHsi[8].

PoGounii opran sBusie coboro aepopmarop
KJIMHOTIO/IIOHOTO THIY 3 OCHOBHOK PIKYYOIO
KPOMKOIO Ta, 32 HEOOXiTHOCTIi, JiAUPYHOUYOI0
KPOMKOIO, TII0 BUTIEpE/KAE OCHOBHY 1 (hopmye
NOTIepEeIHIN Hajpi3 y Moneni IPyHTY, SK 1€
MOKa3aHo B mornepeanix podorax[9] (puc. 1.).

Pixyya KpoMKa MIapHIpHO NpHETHAHA 0
KopItycy nedopmMaTopa Ta 3B’ s13aHa 3 HUM 4epes3
mHeBMOakyMmyisitop.  llpm  mpoxomxeHHi
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OUISTHOK 3 TIJBHIIEHUM OIOPOM pixyua
KPOMKa BIAXWISAETbCS, CTUCKYIOUH poboue
CepeoBHILE B AKyMYJISITOPI. [Micna
IIPOXOJKCHHS MEPEIKOIU 4acTHHA
HAKOMMYEHOI EHEeprii MOBEPTAETHCS B CUCTEMY,
3a0e31euyrouy BUPIBHIOBAHHS HaBaHTAXECHHS.

Puc.2. Jlebopmarop 3 pikydor KpPOMKOIW Ha
ITHEBMOAKYMYJISATOPI

OCHOBHMMHM pPEryJbOBAHUMHU IapaMeTpamu

€:
e  KYT 3arOCTPEHHS PiXKy40l KPOMKH 0L;
e KyT YCTAaHOBKM KPOMKH BiJIHOCHO
HaNpPSIMKY PYXY;
e  IIOYATKOBUM THUCK y
ITHEBMOAKYMYJISITOP1 pak,ly
e  JKOPCTKICTb ra3oBoi TPYKUHI
(xapakrepuctuka p(V) ).
Sk Momenb TPYHTY 3aCTOCOBYEThCS OIOK
napadiny pO3MipoM, HalpuKiIa,

LxBxH=0,8%0,2x0,1Mm.
[Tapadin BUOpaHoO 3 TaKUX MPUYUH:

e BiH € ONTUYHO YYTJIUBUM MarepiajioMm,
10 JO03BOJSIE PEECTPYBATH KapTUHU
130XpOM Ta 130KJIiH Y MOJISIPU30BAHOMY
CBITII;

e JIETKO WIAJAETHCA IUIABIEHHIO Ta
3aJIMBaHHIO B MOTPIOHY (opMmy;

e  HOro MexaHi4Hi XapaKTEPUCTHKH (Mexa
TEKY4OCT1, MOIYJb MPYKHOCTI) m00pe
BHUBYCHI Ta BiJITBOPIOBAHI.

[lepen BUNPOOYBaHHSAMU napadin
JIeTa3y€eThCsl, 3aJIUBAETHCS B JIOTOK y OJUH IIap
1 BATPUMYETBCS IO TIOBHOTO OXOJIOKSHHS IS

YHUKHEHHS BHYTPIIIHIX TPILHH.
JluHamomMeTpuyHU CTEH]I peectparii
CHJIOBOTO HaBaHTAXEHHS aBTOPCHKOT
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xoHcTpykuii KHYBA [2] noonpansoBano (puc.

Puc. 3. Monenb rpyHTy 3 napadiny

Ha OokoBux moBepxHSX TeH300anku |

HaKJIe€H] TEH30JaTUNKHU H1-114, 10
pPEECTPYIOTh JOTHYHY Cmily P, ska Jie Ha
aOpa3uBHUIA apMOBaHUI KpYT. Ha

TOPHU3OHTANBHIN TeH300aMIl 2 — TCH30JaTYNKH
5-/18, mo peecTpyroTh HOpPMalbHY CHiy N,
(puc. 4).

2 7
—
(@7— 78 ch'z7m‘ 22|\ ﬁ)) ‘
——w—lﬁ T a1 z74|
O o:]l
o I
L2

Puc. 4. Cxema posramryBaHHs TEH30IaTUMKIB Ha
JUHAMOMETPUYHOMY Bi3Ky

I'pynu  TeH30JaTYMKiB  BKJIIOUYEHO B
€JIEKTPUYHI MOCTOBI CXEMH, IIO TOKa3aHi Ha
pucynky 4. Cunma pi3aHHS TepeaeTbes
TEeH30JaTYNKaAM nedopmarrii SIKAX
TpaHchopMyrOThCs B 3MIHY ornopy
BUMIPIOBAJIbHUX €JIEMEHTIB, TaK Yy BCIX
MOCTOBHUX CXeMax 3 SIBISEThCS pPO30aaHC.

B ocHOBY MeTO/IB BUMIPIOBaHHS JATYUKAMH
OTIOpY TOKJIAJICHUI TEeH30METpHUUHUN e(deKT —
3MiHA €JIEKTPUIHOTO (TOOTO OMIYHOTO) OMOpYy
METaJIEeBOTO APOTY AATUHKA MPU HOTO MPYKHIN
nedopwmarrii [3].

JlaTyukd ~ HaKJIeEHI  HAa  TIOBEPXHIO
TEH30METpUYHOT Oanku, Mo AehOPMYETHCA,
MOJMIMEPHUM  KIIGEM  TIO CHeIiaNbHii
texHosorii. [Ipu nmpoxompkeHHi yepe3 naTdyuku
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CJIIEKTPUYHOTO  CTPyMy B pe3ylbTari
nedopmartii TEH30METPUYHOT Oayku
3MIHIOETBCSL OIIp JaT4uKiB. B pesymbrari
3MIHUTBCS HAIpyTa B €IEKTPUYHOMY JIAHIIFO31.
Ockinbku aedopmallis TPOMOpLiiHA CHUIIaM,
sIKi 11 BUKJIMKaIOTh, TO iM Oyae IpomopiliiiHa
3MiHa HAMIPYTU CTPYMY B €IEKTPHUYHOMY KOJIi.

Puc. 5. Cxema 3’¢IHaHHS TEH30METPUIHHUX
JaTYMKIB Y BUMipIOBaJIbHI MOCTH

JlaTuuku 3’€IHYIOThCSI B MOCTOBY cxemy. B
JTAHOMY BHUIIAJKy Ha KOXKHY TEH30METPUYHY
0ayouKky (PHCYHOK 5) HAaKJIEEHO MO YOTHUPH
JATYUKU, SKI OJHOYACHO BHUKOHYIOTH (DYHKIIT
poboUMX Ta KOMIEHCALIMHUX JaT4uKiB. Take
MIKITIOYEHHS TaTYUKIB TO3BOJISIE PEECTPYBATU
TUTBKH PI3HUIIO HANpPyTru Ha 0a30BIN AUTSHIL
0amoukH €I, 3aMKHEHIH MK JaTYUKaAMH.

CraHoBl 0anaHCy TEH30METPHUUHUX CXEM
BUMIPIOBaHHS JOTUYHOI Ta HOPMAaJIbHOT
CKJIAJIOBOI CHJI, IO [iI0Tb Ha aOpa3uBHUI
apMOBaHUI KpyT Ta BiNOBIAIOTh PIBHOCTI

(R +R3)Rx =(R, +R4)R3.
(R +R)R,=(R, +R)R,.

ne R;.s — omip TEH30[aT4MKiB (Tieui MOCTa
omnopy); R, — erajoHHuil omip; Ry -
BUMIpIOBAJILHUI oIip.

B KOMITJIEKT BHMIpIOBAJIILHOI amapaTypu
(puc. 6) BXxomuTh: ONMOK KHBIEHHs 1; xabemb
xuBineHHs 2: wmoxpyns ALl  (ananoro-
M (pOBHIl MEepEeTBOPIOBAY); IMIMCTHKAHAIBHUN
MIJICUITIOBAaY  Ta MIKPOKOHTPOJIEpHUNM OJIOK
KepyBaHHA 3; KaOeib Tmepefadi CHUTHAILY
(intepgeiic SCI — Serial Communication
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Interface) 4; Ta mepcoHambHUN KOMII OTEP
(mamami I1K) 5[12].

Puc. 6. KomrurektT BUMIprOBaIIbHOT anapaTypu

Curnan posbajaHcy MOCTa 3 BKIIOUYCHHSIM
TEH30/1aTYMKIB MiACHIIOETHCSA 32 JOMOMOTOI0
IHCTpYMEHTAJIbHUX orepamiiHux
MiJCHITIOBaYiB (pHC. 7), yBIMKHEHHX 32 CXEMOIO
nuQepeHIianpHoro macwioBada (puc. 8) 3
rorameHHsIM cuHba3Hux nepemkoal 13].

3aBISKU IIBOMY BIAETHCS IMJICHIIUTH TyXKe
MajJuil piBeHb ENEKTPUYHHX KOJHMBaHb 3
YHUKHEHHSIM 3pOCTaHHS MTApa3UTHUX IIYMIB Ta
NpSIMOI0  NEPEJaTOYHOK  XapaKTEPUCTUKOIO.
Takok, 3aBOSKH BKIIOUYCHHIO 3a TakoIo
CXEMOIO, BJA€ThCS YHUKHYTH Jpeidy Hy:ns,
SKAA TpPUTAMAaHHUN  3BHYallHUM  CXEMaM
orepariftHux migacuntoBavis[4, 14].

3a ymoBu R4 R7 = R5 R 6 nepenatouny
(GYHKILII0 MOXHA MIPEJCTaBUTH Y BUIIISAI:

R R
=7 1+_1+R_3 (UGXZ_UBxl)'

Puc. 7. ALIIT 3 G10KOM ITiACHUITIOBAYiB
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Puc. 8. Cxema qudepeHITiaTbHOTO TiACHITIOBAYA

BinMiHHOIO  0COONMBICTIO  PO3MISHYTOT
CXEMHU € TIOBHA HE3aJICKHICTh PETYITIOBaHHS

koe(dimieHTa MIACWICHHS BiJ BUKOHAHHS
YMOBH.

B sxocTi omepamiiHUX  ITICHIIOBaYiB
BUKOPHCTaH1 CydJacHi IHCTpYMEHTAabHI

niacuinoBayi BupoouunTea Analog Devices.

[TincwieHnii cUrHAT TOJAETHCS HA MOYIb
AIIl nmns momaneimmoi  006poOku. Ilpuan
Mpamioe B JIBOX pPEKUMaX 3 Koe(ilieHTOM
MiJCUJICHHS curHany 1 Ta 2.

B sxocti AUIl Buxopucranuii 10-TH
PO3PSIIHUN MOJYJb, IKUW BXOAHUTH JO CKIAIY
MikpokoHTposiepa cimeiictBa PIC (Peripheral
Interface Controller) (puc. 9).

Yac IIEPETBOPEHHS ALII JUTS
3aMpONOHOBAHOTO KOHTPOJIEpa BU3HAYAETHCS
3a opMyIIOL0:

T,,=N- 7110 + (11 - n)(zTosc)

5

ne Tup — yac aHajuoro-nugpoBoro
[IEPETBOPIOBAHHS Ha OAMH OIT (PEKOMEHJOBAHO

-6
1,6* 10 ); n — xunbKicTh po3psiaiB ALIL; Tosc
— TPUBAJIICTh OJHOTO TAaKTy CHHXPOHI3YIOUHX
IMITYJIbCIB.

fo (M

R232| .

|
|
0]
|

Hololing CAF
X

6 | Sart| R ® o
|

=

Puc. 9. 3aransHa cxema npuctporo s AL

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 4(17), 2025, 92-101



Mechanical and electric engineering

B cepemnboMy TmpM YacTOTi TaKTOBOTO
renepatopa 20 MI'1y yac mnepeTBOpeHHS IO

OJTHOMY KaHaJly ckjaznae 17,6* 10 ° .

[Ipy 1bOMY TOYHICTH TEPETBOPEHHS
3JICKUTDH Bl KPOKY KBAaHTYBaHHS , SIKMH CJIiJ
po3paxyBaTu 3a GOpMYIIOL0:

A = Urper
u 2n

ne Urer — oniopHa Hampyra (5B);

S 5
= > = > —49mB
“ 2% 1024 ? _

Intepdeiic RS232 mae HerumnoBi piBHI
Hampyr, TOMY JUIS Y3TO[DKEHHS 3 DIBHIMHU
iHTepdeiicy  MIKpOKOHTpoliepa  HEOOXiIHO
BUKOpUCTOBYBaTH nepersoproBay CONV .

Hudposuii curnan nomaerbcss Ha TIK mmsa
nomanpiioi  OoOpoOKM 32 JIOMOMOTOO
CHeIiaIbHO HAMMCAHOI MPOrpaMHu, IiJi Ha3BOIO
“Tenzo Cut” [5].

B pesynbrari BinOyBaeTbCs peecTparlis
CHTHAIIy B PEeaJbHOMY Yaci Ta BUBEACHHS HOTO
Ha eKpaH y Bunsi rpadika (puc. 10).

[Iporpama no3Bouise:

- OJHOYAaCHO pEeEeCTpPyBaTH JaHi 3 JIBOX
rpyn JaT4uKiB;

- TMpPUBOAUTH  JaHl  JIO
OpJUHATH 300paKEHHS;

- TNPOBOJUTH TapyBaHHsS, TOOTO IMepexin
B1J1 Op/AIMHATH 300pa)KEHHSI 1O CHJIH, 1110
JIIOTh Ha a0pa3uBHUN apMOBaHUH KpYT.

- 00poOnsiTh nmaHi (3HAXOAUTH CEpPEIHE
3HAUEHHS Ta CepeJHbOKBAJpaTUYHE
BIJIXWJICHHS Ha 33/1aHOMY IIPOMIXKKY);

- 30epiratu naHi B (aitni Ha OyAb-IKOMY
eTari peectpaitlii Ta 00poOKu;

- 30epiratu qaHiy BUIIIS/1 TAOTUII YHCel
Ul Tojanblioi  oOpoOKH  IHIIUMH
MporpaMaMu aHalizy TaOMUYHUX JaHUX
(manmpuknaza, Origin a6o Microsoft

3arajbHOI1

Excel).
Po3pobnene BUCOKOTEXHOJIOT1YHE
BUMIPIOBAILHO — PEECTPYIOUe OONa HaAHHS

J03BOJIIE IIBUAKO 1 0Oe3 TOBTOpIOBaHb 3
MEepUIOYEepProBUX JaHUX OTPUMYBAaTH TOYHI
OLIIHKM B3aeMoJii Aedopmaropa 3 rpyHTOM Ta
JTa€ MOXKJIMBICTH OOpOOJIATH X 3a JIOTTOMOTOO
CY4acCHOTO TPOTPaMHOr0O 3abe3NedyeHHs, M0
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1030aBUTHh  BIJ

00pOOKH TaHUX.

TPYAOMICTKOTO  TIpolecy

BWESS55BEHBEIHBEEEEE S
=
-

/f

MM&-_}J
] i MM‘\W
el

' 0 0 1000 1500 2000 250 2000 3500 400 4500 S000 5500 500 & 50

w| 4| _»| »]| START sToR oo | Conpaars |

Puc. 10. Burisin BiATBOpEeHOTO CUTHAY Ha €KpaHi

Jlis onTruHOI peecTparii Hanpy>KeHUX 30H
3aCTOCOBYETHCS MOJIIPU3AIIHHUN CTCH]I:

e JDKEpeno PIBHOMIPHOTO CBiTJIa
(cBiTmomiomHuii ~ abo  TaJOTrCHHUM
OCBITJIFOBAY 13 MAaTOBHM €KPaHOM),

e BXIJIHUU TOJSPHU3ATOP,

e aHAJI3aTOp, OPIEHTOBAHHUU ITiJl TIEBHUM
KyToM A0  mojspusartopa (s
OTPUMAaHHS 130XpOM a00 130KJIiH),

e 1udpoBa KaMmepa abo
BHCOKOIIBHIKICHA Kamepa TUIS
peecTparlii mpoiiecy B yaci.

[TinroroBka napadiHoBoi Mozeni

1. Tlapadin noapiOHIOETHCS Ta IIABUTHCS
y TEPMOCTINKIN €MHOCTI 110
OJTHOPIJTHOTO CTaHy.

2. PosmiaBnenuil nmapagiH 3aIUBa€ETHCS Yy
TPYHTOBHI JIOTOK IIIapOM 3aBTOBILIKH
20-30 mMm.

3. TloBinbHE OXOJOMKEHHS (HAMPUKIAM, Y
TepMmomadi 3 MOETAMHUM 3HUKCHHSIM
TEMIIepaTypy) 3MEHIIye BHYTPIMIHI
Halpy>XeHHsT Ta  TEHJCHIIO IO
YTBOPEHHS TPIIIHH.

4. Tlepen BunpoOyBaHHSIMH TIOBEPXHIO
napagiHoBoro OJ0Ky BHUPIBHIOIOTH Ta,
3a HEeO0OX1IHOCTI, HaHOCSITH
KOOpDAMHATHY CITKYy IS MOJANBIIOT
MIPUB’SI3KK 30H HAMPYKCHb.
HanamryBanHs ONTUYHO1 CUCTEMM.

1. Bmukaerncs JKEPEeTIo CBITIIA,
BCTAHOBITIOETHCS piBHOMIpHE
OCBITJIEHHS IUIOIIMHU  mapadiHOBOI
MOJIeTTi.
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aHaJIi3aTop
TIOJIOYKEHHS

2. llonspusarop i
HAJIANITOBYIOThCS  HA
«TEMHOTO TIOJISD).

3. Jlna xambpyBaHHs (oToemacTuaHOT

CHCTEMH  3aCTOCOBYETBCS  3Pa30K
napadginy 31 BIJOMHM HaIpPyXCHUM
CTaHOM (Hampukmam, BUTHYTA

HJ'IaCTI/IHKa) , 3a JOIIOMOIOI0 AKOI'O

BU3HAYAETHCA CTPEC-ONTUYHUN
KOe(DIIEHT fj.

4. HanamToByrOThCS napameTpu
BiJI€O3aIKCY (dacroTa KaJIpiB,
eKCIIO3UIIis1) 3 ypaxyBaHHIM IIBHIKOCTI
npotecy pizanssi[6].

[Iporpama E€KCIIEPUMEHTAIbHUX
IOCIIIKEHD

OCHOBHUMH KEPOBAaHUMH (PAKTOPAMHU €:

e TMOMHA pizaHHs A (Hanpukiaza, 10; 20;
30 mm);

e IBUIKICTb pyxy nedopmaropa Vv
(mampuknan, 0,02; 0,05; 0,08 m/c);

e  IIOYATKOBUH THUCK y
MTHEBMOAKYMYJISTOPI pax,Op
(manpuknan, 0,3; 0,5; 0,7 MITa).

[Inan EKCIIEpUMEHTY MOXKeE Oytu
peani3oBaHMi K TOBHUH (QaxkTopHuil abo
npoOoBU (aKTOpHUI TUTaH, IO JIO3BOJISIE
OLIHUTH SK OCHOBHI edekTu, Tak 1 ix
B3aeMoito[7].

[TocninoBHICTH
JOCITI Ty

1. BcranoBurm  3ajaHuii  THCK Yy
ITHEBMOAKYMYJISTOpPl Ta 3adikcyBaTH
M0ro 3Ha4YCHHS.

2. BcranoButu nedopmarop y modyaTkoBe
MOJIOKEHHS,  BU3HAYUTH  TIHOWHY
3aHypeHHs /.

3. VYBIMKHYTH cucTeMy 300py HaHHX Ta
BiJIC03aMUC ONTUYHOI KapTHHH.

MMPOBCIACHHA OKpEeMOTo

4. 3anyctutu MIPUBIA MeXaHI3My
nepeMilIeHHs nedopmaropa 3
HEOOX1HOIO IIIBUIKICTIO V.

5. Iix qac pyxy nedopmaropa

PEECTPYIOTHCS:
o cuna pizanss F(2)
o TepeMilleHHs S(1);
o THCK Yy TTHEBMOAKyMYJSATOPI
Par(t);
o ONTWUYHI 300pakeHHS (KaapH
ONITUYHHUX CMYT).
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6. Ilicnsa 3aBepILCHHS IPOXOY
nedopmaropa 1O  JOBXKHHI  JIOTKa
3yNHUHUTH MPHUBIiJ 1 30€perTH Bei AaHi.

7. 3a HeoOXximHOCTI Momenb mapadiny
JIOKAJIBHO HiAirpiBaloTh Ta
BIJTHOBJIIOIOTh TIOYATKOBY (OpPMY JUIS
MOBTOPHUX JIOCIIIiB.

MutTteBe 3HaueHHs CWIM pi3aHHA F(2)
OTPUMYETHCS 3 TEH30JAaTYMKIB. J[1s1 KOKHOTO
JOCITiTy BU3HAYAIOTh:

e MakCHMaJibHE 3HAYEHHS CUJIM Pi3aHHS:

Funax=maxtF(t);

e CCpEIHIO CWJIy pi3aHHS Ha IHTEpBai

CTabUIBHOTO PYXY:

_ 1%
F=—|Fdt
T! )

2

ne T=t>—t; — TPUBAIICTh CTAa0LIBHOTO
peKUMY;
e poOOTY pi3aHHS HA JUISHII JOBKHHOIO
L:

l T
A=— j F(s)ds

bh+,
ne b — mupuna gedopmaropa, 7 — mulOuHa
pi3aHHs, § — NOUEIX pyxy Jaedopmaropa B

napagiHoBomy OJIOILl.

Jlns  y3aralbHEHHS pe3yibTaTiB 3py4yHO
MIEPEXOAUTH 10 OE3pO3MIPHOI MUTOMOT pOOOTH

Bes nHeBMoakyMynsTopa
p =04 MMa
1000F — p=0,6MMa
p=0,8 MMa

800

600 -

400

Cuna pisaHHa F, kH (ymoBHI aaHi)

200

0.02 0.04 0.06 0.08 0.10
FnnbuHa pisanHs h, m

Puc. 11. 3anexHicTh cuii pizaHHs (YMOBHOI) Bij
TITHOMHU

KpuBa Mmae 3pocrarounii xapakrep — mpu
30inpIeHH] muouHK pizaHHs 3 10 1o 30 MM
MaKcHMMaJlbHa CUJIa pi3aHHs 3pOCcTae OUIbII HIXK
y nBa pa3u[8]. Ilpu mpomy, 3aBAsKu poOOTi
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MTHEBMOAKYMYJISITOPA, KA CWIIH
3MIAJDKYIOTHCSA:  aMIUTITyda KoluBaHb  F(t)
3MEHIIY€ETHCS, 10 BiOOpaKAEThCA AK OLIBII
mIaBHUM Tpadik y dYacli y TOpIBHSHHI 3
nedopmaropom 6e3 akymymsitopa[9].

=4
o
~
5

0.950

0.925

0.900

0.875

MNutoma poboTa pizaHHA A, BiAHOCHI 0.

o
w0
o
=]

0.825

0o 01 0.2 03 04 0.5 06
TWck y NnHeBMoakymynaTopi p, MMa

Puc. 12. BrumiB THUCKYy B NMMHEBMOAKyMYISITOpI Ha
CWJIy pi3aHHS

KpuBa mounHaeTbcss 3 MaKCHMaIbHOTO
3HAYEHHSI CWJIM pI3aHHA MPH MiHIMAIbHOMY
TUCKY B ITHEBMOAKyMYJIATOpi 1 TUIaBHO
3HIDKYETbCS 31 30UIbIIEHHSM p. Y Jiama3oHi,
Hanpukian, Big 0,3 mo 0,7 MIla, 3mMeHImeHHS
Finax MOxe craHoBuTH 15-35 % 3amexHo Bifx
mOuHu pizanHd. JIiHIT 1uig pi3HUX MIMOUH h
pO3TalloBaHi Maiike mapajienbHO, MNPUIOMY
npu OUTbIIIM MKMOMHI piBEHb CHJI BHUILMN Ha
MoCTiitHe 3MIIIEHHS. doroenacTUUHUM
anami3[10].

Jlis KOXKHOTO KaJpy BiJIe0 BH3HAYAIOTh
nopsafok  13o0xpom Ny  TOYkax, IO
BIJIIIOBIJAIOTh 30H1 KOHTAKTY Ta OKOJY PIXKyYoi
KPOMKH. 3TiHO 13 3aKOHOM (POTOENACTHKH,
PI3HHULIA TOJIOBHUX HAIPY)KEHb:

N
0,—0,= /e
At
3a  pesynpraraMu  OOpOOKHM  MOXKHA
alPOKCUMYBAaTH  OTPHMaHy  3aJICKHICTB,

HAIPUKIIA]], €KCIIOHEHIIHO0 (DYHKITIETO:

x
0, —0, =0exp| ——

0
’

7€ 0o— MaKCUMajbHa PI3HULS TOJOBHHUX
HampyXeHb OIS KPOMKH, lo — XapaKTepHa
JIOBXKMHA 3aTyXaHHs Halpy»XeHb, X — BIJICTaHb
B1JI pIKYy401 KPOMKH..
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e f; — CTpEC-ONTHYHUU
Marepiany napadiny;

e {— ToBHIMHA TmapadiHOBOI Momeni B
HaNpPsIMKY ITPOMEHSI.

TakuM  YHHOM, OTPUMYIOTH  KapTHHY
po3nonily o;—c2 y TUIOMHMHI pi3aHHa. Ha
OCHOBI TIOCJIJJOBHOCTI KaJpiB aHaII3yeThCs
€BOJIIOIIST 30H TMIiABUIICHUX HAMpyXeHb ¥
qaci[11].

Koe(imieHT

BUCHOBKU

1. Po3pobneno mertomuky nabopaTopHHUX
JOCHIDKEHb Pi3aHHs IPYHTY JAe(POpMaTOpoM i3
PLKYUOI0 KPOMKOIO Ha ITHEBMOAKYMYJISATOPI,
SIKa MOEHYE CUIIOBI BUMIPIOBAHHS Ta ONTHYHY
peecTparlilo Hampy>XeHOTo CTaHy napadiHoBOi
MOJIEJII IPYHTY.

2. O6rpynroBano BuOip mnapadiny sk
MOJICNII TPYHTY, IO 3a0e3ledy€e MOKIUBICTH
(hoTOENACTUYHOTO aHai3y 30H MiABUIICHUX
HaTpy>KeHb 1 BIITBOPIOBAHICTh MEXaHIYHUX
BJIACTUBOCTEH.

3. OnmucaHo KOHCTPYKIIIO J1a0opaTopHOi
YCTAaHOBKHM, BKIIOYHO 3  Je(pOpMaTopoM,
MTHEBMOAKYMYJISITOPOM,  CHIIOBUMIipPIOBaJIbHUM
BY3JIOM Ta ONTUYHUM CTEHJIOM.

4. 3amporoHOBAHO aJrOpUTM OOPOOKHU
eKCIIEPUMEHTAIbHUX JIAHWX, 110 BKJIIOYAE
BU3HAYEHHS CHJI Pi3aHHS, TUTOMOI poOOTH Ta
pI3HHII TOJIOBHHUX HANpyXeHb 3a 3aKOHOM
(dboToenacTukm.

5. Haseneno bopmu perpeciiHux
MOJIeNIel, SIKI ONUCYIOTh BIUIMB INIMOWMHU
pi3aHHs, IIBUAKOCTI pyxy aAedopmaropa Ta
THUCKY B THEBMOAKYMYJISITOPI Ha MaKCUMAIIbHY
CHJTy pi3aHHs Ta TUTOMI €eHEPrOBUTPATH.

6. Ilokazano (Ha piBHI y3araJbHEHUX
pe3ynbrariB), MmO 30iIbIIEHHS TUCKYy B
MTHEBMOAKYMYJISITOPI TPUBOIUTH IO 3HMKCHHS
MIKOBUX 3HAYeHb CUJIM pi3aHHs 10 15-35 % T1a
3MEHIICHHS] KOHILIEHTpAIlii Hamlpy>XeHb y 30H1
KOHTAKTY 3 MOJEJUIIO IPYHTY.

7. 3anmpomoHOBaHa METOAMKA MOXe OyTH
BUKOpPHCTAaHA Ui MOJAJBIIO]  ONTUMI3aLll
napameTpiB negopmMaTopiB, po3poOKH HOBHX
KOHCTPYKIil poOOYMX OpraHiB 3eMJIECPUHHUX
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MAaIlliH Ta TEPEeBIPKU YHCENbHUX MOJEIeH
MIpoLecy pi3aHHS IPYHTY.
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Methodology for conducting laboratory
studies of soil cutting with a deformer with a
cutting edge on a pneumatic accumulator

Mykola Prystaylo, Andriy Polishchuk,
Thor Gonta

Abstract. The paper presents a methodology for
laboratory research into the process of soil cutting
by a deformer with a cutting edge kinematically
connected to a pneumatic accumulator. Paraffin was
used as a soil model, which allows optical detection
of stressed zones using polarization analysis. The
design of the laboratory setup, deformer and
pneumatic accumulator, the sequence of preparation
of the paraffin model, the methodology for
conducting experiments, as well as the algorithm for

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 4(17), 2025, 92-101

processing experimental data are described.
Generalized regression relationships are proposed
to describe the influence of the depth of immersion,
the speed of the deformer movement, and the
pressure in the pneumatic accumulator on the
cutting force and specific energy consumption. A
verbal description of typical dependence graphs and
examples of regression equations are given. It is
shown that the use of a cutting edge on a pneumatic
accumulator allows to reduce the peak values of the
cutting force and to disperse the stresses in the soil
model.

Keywords: soil cutting, paraffin model, physical
modeling, cutting edge, pneumatic accumulator,
energy-power parameters, regression, optical
visualization.
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Methodology for determining the parameters of a belt-type formwork
module for vertical reinforced concrete structures
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Abstract. The article presents a comprehensive
methodology for determining, analysing, and
optimizing the parameters of a belt-type formwork
module used for constructing vertical reinforced-
concrete elements within group mechanized
systems. Particular attention is given to the
mechanics of interaction between the flexible
forming belt and early-age concrete, where the key
factor is the tangential separation force governed by
the roller diameter, belt width, module height,
temperature regime, and concrete strength
development kinetics. The proposed analytical
model demonstrates that the localized tangential
detachment zone formed during module lifting
significantly = reduces energy  consumption,
minimizes peak loads on the concrete surface, and
decreases the likelihood of defects—advantages
that distinctly differentiate belt-type systems from
traditional panel formwork.

A mathematical model of the technological flow
for a set of formwork modules was developed using
mixed-integer linear programming (MILP). This
model enables optimization of lifting frequency, the
number of active modules, rational roller diameters,
and concrete placing intervals while considering
production constraints and environmental effects.
Variational and statistical simulations, incorporating
temperature  fluctuations, concrete  grades,
rheological changes, and stochastic deviations of
the technological process, confirmed the system’s
stable performance under various operating
conditions. The graphical results demonstrate a
potential 18-35% reduction in concreting duration,
a 2-4-fold decrease in separation forces, and a
notable increase in formwork turnover.

The findings form a scientific basis for designing
next-generation mechanized formwork complexes
capable of ensuring higher productivity, improved
forming quality, and enhanced adaptability to
external conditions. The proposed methodology
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also creates prerequisites for the development of
digital twins of construction processes, the
implementation of SCADA-based automated
monitoring, and the integration of BIM solutions
into the control architecture of group belt-type
formwork modules.

Keywords: group formwork modules, belt
formwork, panel formwork, tangential separation,
formwork roller, monolithic pylons, technological
cycle, optimization, MILP, BIM, SCADA,
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monolithic construction technology, concrete
hardening, automation of formwork systems.

INTRODUCTION

Modern monolithic construction
technologies are characterized by increasing
requirements for productivity, controllability
and accuracy of the processes of forming
vertical reinforced concrete structures. The use
of traditional panel formwork systems is
accompanied by significant labor costs, high
tear-off forces, limitations on the speed of
reuse, as well as dependence on climatic
conditions and the intensity of concrete
hardening.

In response to these challenges, technologies
of group mobile formwork modules are actively
developing. These systems enable cyclic and
safe formation of pylons based on a modular
principle. A key feature of such systems is the
use of a flexible forming element that detaches
tangentially from the concrete surface at the
lower part of the module. This fundamentally
changes the mechanics of the formwork—
concrete  interaction,  reduces  energy
consumption, improves surface quality, and
increases formwork turnover.

However, until now there has been no
scientifically grounded methodology for
determining the optimal roller diameter—an
essential component of the module that
governs:

o the detachment force of the belt from

the concrete surface;

o allowable limits of lifting acceleration;

o the quality of the formed concrete
surface;

o technological stability of the cycle with
varying temperatures and hardening
rates.

To ensure safe and automated operation of
modules, it is necessary to develop a
scientifically sound approach that would take
into account:

o the physics of forming tape bending;

 lifting kinematics;

e dependence of concrete strength on

temperature;

o adhesion characteristics of the surface;

e production variability of conditions
(through statistical modeling).

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 4(17), 2025, 102-112

All these factors substantiate the relevance
of this study and confirm the need for a unified
methodology to determine the parameters of
mobile formwork modules.

Goal To develop a comprehensive
engineering methodology for determining the
optimal roller diameter of the forming element
in modular vertical formwork, taking into
account temperature conditions, concrete
hardening parameters, geometric
characteristics of the formwork, and
requirements for minimizing detachment
forces.

To achieve the set goal, the following
scientific and technical tasks were formulated
and solved in the work:

1. Analytical modeling of detachment

force.

2. Consideration of temperature
conditions and hardening kinetics.
Statistical modeling.

4. Comparative analysis of modular and
panel formwork.

5. Integration of the methodology into the
optimization proces.

(98]

THE PURPOSE OF THE WORK

The object is a technological process of
forming vertical monolithic structures using
group mobile formwork modules.

The subject is the mechanics of detachment
of the flexible forming element and the param-
eters of the roller system ensuring minimal en-
ergy load under stable concreting cycles.

The study employs:

e analytical modeling of the tear force
through the energy equations of bending
and adhesion;

e mechanics of composite tapes to deter-
mine the effect of R on the curvature k =
1/R;

e carly-age concrete strength models ( time
— temperature maturity );

e statistical modeling (Monte Carlo) with
10* scenarios;

e numerical optimization (for different
temperatures);

e comparative structural and mechanical
analysis of modular and panel formwork;
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e technological analysis of the impact of
optimal R on the rate and turnover of
formwork.

Traditional panel formwork systems (Fig. 1,

a) are the most common means of forming
vertical monolithic structures in civil and
industrial construction. Their design scheme is
based on the use of rigid frame or plywood -
steel panels, which are installed on the design
geometry using spacers, tie elements and
fasteners. The formation of the concrete surface
occurs under conditions of complete
compression of the concrete by the panel over
the entire height of the structure. After the
concrete hardens, the formwork is dismantled,
cleaned and moved by crane or manual means
to the next grab.

A characteristic technological feature of
panel systems is the vertical tear-off force that
occurs along the entire height of the panel (2-3
m). During dismantling, there is a significant
bending of the panel and an uneven distribution
of adhesive forces, which requires the
application of a noticeable force manually or
using crane equipment. This can lead to defects
in the concrete surface, local delamination or
damage to the edges. In addition, the panel
system has limited turnover, significant weight,
high labor intensity of assembly and
disassembly operations and dependence on the
rate of hardening of the concrete, which makes
it difficult to accelerate the concreting cycle.

In contrast, the belt-type modular formwork
proposed in this study (Fig. 1b) is a new
technological solution based on the use of a
flexible forming element (formwork belt) that
moves around supporting rollers. During the
module’s ascent, the belt detaches tangentially
from the concrete surface at the lower part of
the formwork, creating a localized detachment
zone whose radius is determined by the roller
diameter.

Such a scheme fundamentally changes the
mechanics of the process:

o the separation zone is small (5-12 cm),
unlike 2—-3 m in panel formwork;

104

o the separation occurs smoothly and
evenly, with minimal effort;

o the bending of the tape compensates
for contact adhesion, reducing energy
consumption;

o the quality of the concrete surface is
improved due to the absence of sharp
tear-off pulses;

e reduces dependence on manual
operations and the need for a crane;

o Formwork turnover increases and
overall concreting cycles are reduced.

The belt system technologically better meets
the requirements of continuous and sequential
mechanization, allows for the formation of
vertical structures with overlaps and integrates
with automated lifting mechanisms. This makes
it promising for use in group modular
complexes capable of providing high
productivity in  multi-storey  buildings,
especially with the modular principle of
construction.

The structure of the process of concreting a
vertical structure with a belt-type modular
formwork is given in Table 1.

Therefore, to determine the parameters of
the belt-type modular formwork, we will define
the force of separation of the belt-type from the
placed concrete as the determining factor [1-6].

In the first stage, we will find the optimal
radius R(or diameterD = 2R formwork roller,
in which:

» the force required to tear the tape off the
concrete surface F' (R, t)is minimal (or
has a sufficient safety margin),

e at the same time, technological
requirements are met (allowable lifting
time {y;f¢, permissible cycles, module
dimensions),

e The dependence of the adhesion of the
separation on the degree of hardening of
the concrete f.(t), which depends on
the temperature (maturity method), is
taken into account.

SMART TECHNOLOGIES:
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“Mwith nut

ity
¥

Fig. 1. Technological equipment for monolithic concreting: a — panel formwork [7] ; b — belt-type

modular formwork [8]

Table 1. Structure of the process of concreting a
vertical structure with a belt-type modular
formwork

Installanon of Installation guldes
the guide frame elements, check Vertlcallty

. Fastening on  anchor
Installation .
supports, connection 1.95
modules .
hydraulic systems
Reinforcement  Stacking fittings '310
sections inspection position ’

Mixture feeding , vibration

Concretin, .
& , compaction control

0.58 per 1 m?

and

Exposure Preparing for the climb ~ 0.40

curing control

Hydraulic drive operation

Module lift .
synchronism control

>0.88

Self-cleaning
ribbons

Cleaning from sticking
tension check

Adjustment widths pylon
angle of inclination

’0.25

Regulation

parameters L=

Disconnection modules ,
moving to a new onel.85
section

Dismantling the
system

Approach: energy/mechanical — we use the
classical division into two component
separation forces:

1. the energy of adhesion failure of the
concrete-tape bond (adhesive part),

SMART TECHNOLOGIES:
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which increases with the age of the
concrete;

2. the contribution of the bending of the
tape around the roller (the bending
component ), which increases with
decreasing R.

The total tear force per unit width (N /m)is

approximately:

P(R,t) = &O) + (Gc(O) + 3

2R2
where G (t)— the fracture energy per unit
width (J/ mz) depends on the age and curing

temperature of the concrete; B— the bending
stiffness of the tape (N -m); @) =

1 .
——— the correction factor for the contact
1—cos @

angle (takes into account that the separation
occurs at a certain angle of rotation. Total force:
F(R,t) =p(R,t)- W,
where Wis the width of the belt-type modular
formwork (m).

Methodology parameters

Required:

o W —width of the belt / forming surface
(m).

o H— formwork height (m) or module
height.
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e t— time from pouring to the moment of
separation / lifting (hours).

e T(T) — temperature regime of
concrete (°C) as a function of time.

e Ryax Rmin— permissible limits of
the roller radius according to the design.

e F,4x — maximum available tear-off
force of the mechanism , N.

o fe2g — design grade compressive
strength of concrete at 28 days, MPa.
Material /design parameters:

o L, Uyis the elastic modulus of the tape
material and Poisson's ratio.
o t,— tape thickness , m.
e 0O— contact angle (radians). For
“tangential” contact, 30 °...60 .
o Communication parameters K g» @ for
the functionG (t).
Nominal technological:
o lyeg— desired time to rise (maximum)
, hours.
o fre g— Mminimum concrete strength for
safe lifting/loading , MPa .
To take into account the temperature effect,
we use the maturity method (Nurse — Saul) .
Maturity level:
M(t) = Xi=1(T: — To)At;,
where Tjis the average temperature of concrete
in the interval At;, °C ; To— base temperature
, °C.
Let us denote it M,g as the measure of
maturity at 28 days under standard conditions.
The relationship between strength and
maturity, empirical relationship [9-18]:

M
Mg

fo(t) = fras()P,

where [is the exponent (usually (0,4)—0,8), for
ordinary concretes about (0,5).

In the absence of real temperature data, a
simple time approximation can be used [9-18] :

(0 = fezs

where ais an empirical parameter (hours or
days).
106

The maturity method makes it possible to
link the temperature in the hardening mode with
the rate of strength gain - this is the basis for
determining the moment of safe lifting in
various weather conditions.

The fracture energy when the tape is pulled
away from the concrete surface G (unit: J/m?)
correlates with the tensile/rupture strength of
the concrete (e.g., ideal tensile strength f7).

Let's assume:

Ge(t) = kg fe(t) - 6,

where
o fi(t)— tensile strength of concrete (
MPa ) at the moment ¢(can be
calculated from f.(t)the empirical
dependence),
e O,— characteristic  displacement

(delamination) upon adhesion failure
(m) — experimental parameter of order

107> — 10 3m,

e k g— coefficient that takes into account
the surface type, roughness, and
external adhesion conditions.

It is practically convenient to use the
proportion (empirical) [14] :
fe(®) = cefe (),
where Cpand Yyare empirical constants (for
example, for most concretes f;(t) = 0,1f,).

The tape has a bending stiffness per unit
width [9-18] :

__Et}
12(1-92)

unit: N m (per 1 m width). Here E}is the elastic
modulus of the tape, t;is the tape thickness in
m, U;and is the Poisson's ratio of the tape.
The effect of bending on the energy of
separation (per unit width) is approximately:
Eband (R) ~ %

This shows a rapid increase in the energy
component as (R) decreases.

SMART TECHNOLOGIES:
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If the tape bends at an angle Oat the
beginning of the tear, then its geometry
coefficient is determined by [9-18]:

1
1-cos @’

D(0) =

When 6 — Othis factor is large (a certain
conservatism), when it 8 = 1ris exactly 1/2. In

practice, the value@ is chosen based on the
actual contact profile (typically (30 °—90 °). If

the system is “tangential” (small @), @it

increases significantly p: the separation
becomes more energy-intensive .
Tearing force per unit width:

p(R,t) = ©(O)(Gc(t) + ), Nim.
Total tear-off force:

F(R,t) = p(R,t)W,N.

Assumption: we neglect the friction of the
tape on the surface of the pressure plate.
When selecting R, the following two
conditions must be satisfied:
1. Concrete strength sufficient for
lifting/loading (design limit):

fc(tlift) = freg-
2. Mechanical capacity of the mechanism
lifting: the breakaway force must not

exceed the available capabilities:
F(R, tlift) < Factmax-
Also, a safety margin condition is desirable
S:

Fact.max

F(Rtype) €T
Sreq =1,2...1,5.

Let {jjf¢be the estimated lifting time
(depends on the organization of work and the
ambient temperature [1-4] ). We are looking for
R € [Rin) Rmax], which  satisfies  the
constraint and optimizes the criterion. Possible
options for the objective function:

Option A — minimizing the pull-off force:

SMART TECHNOLOGIES:
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min
Runin < R < Rpax © (R, tuise),

under restrictions:

fe(tier) = freqr F(R tyife) <
Fact.max-

Option B — minimizing cycle time under
force limitation (adaptation): choose the
minimum &;;¢¢(i.e., faster rise) provided that

there exists Rsuch that F(R,tyr) <

F 0t max- Here Rcan be an arbitrary parameter
or a given one.
Option C — multi-criteria optimization:
minimize the total indicator @ * Tpppq +
F

7 , where Th,;.oq— technological time
act.max

(depends on {5y, and «, f— weighting
factors.

In a simple implementation, we note
analytically: F (R, t)decreases with increasing

Rthrough B /2R?— hence from the point of
view of the bending component it is better to

choose the largest possible R, but design

constraints and the influence on G, (t)(due to
increased contact) may change the solution.

In panel formwork, the separation is
performed normally to the entire area (height 2—
3 m), and the separation force acts over the
entire contact surface.

We assume that the force is determined by
the adhesion energy per area S=W - HS, and the
effective “arm” of separation is proportional to
H/2:

Fgo(H, t, T, W) = aG.(t,T)WH,

where a~1.5-2.0 is the correction factor for the
non-ideality of separation (due to uneven
adhesion).

The implementation of the methodology was
performed in Python for: panel and strip
formwork, strip width 1, 1,2, 1,5 1,8; panel and
module height up to 1,6 m, 2 m, 3 m; strip
material — rubber; panel material — metal;
formwork module width 1,2 m, concrete
hardening temperature 10, 20, 30°C.

The graphical results presented in the
methodology demonstrate the typical nonlinear
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behavior of the pull-out force F(R) for the strip
surface of the formwork (Fig. 2-5).

7 4

800 e

700 +

600 -

500 4 — W=1.0m™m

—— W=15m

— W=18m™m

-=- F_act_max
F_act_max/S_req
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o
s

tear-off force F.H
w
o
o

200 4

100 A

0.(I)5 0.I10 0.I15 . 0.'20 O.éS 0.|3O
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Fig. 3. Graphical representation of the change in the tear-off force of the formwork module tape when changing
the concreting width for 20 °C.

108 SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 4(17), 2025, 102-112



Architecture and construstion

B0 e e e e e e

700 A

600 A
T
@ 500 - — T=10°C
% — T=20°C

— T=30°C

¥~ 400 - o iy
= - act_max
Q F_act_max/S_req
. 300 A
T
L

200 A

100 A

o T T T

0.05 0.10 0.15

0.20

roller radius. v
Fig. 4. Graphical representation of the change in the tear-off force of the formwork module of the shield when

the ambient temperature changes for a module width of 1.

6 m, a displacement time of 8 h.
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Fig. 5. Graphical representation of the change in the formwork shield separation force when changing the
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The graphical results presented in the
methodology demonstrate the typical nonlinear
behavior of the pull-out force F(R) for the strip
surface of the formwork.

When the roller radius R decreases, the
separation force is:
increases sharply for R <200-250 mm,
moderately decreases with increasing R
to 300400 mm,
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approaches the asymptotic region for R
> 450-500 mm.

With a small value of the roller radius, the
tape must bend under a much larger curvature,
which: increases the bending resistance
moment, increases the energy component of the
separation, and creates a peak contact stress in
the lower zone of the concrete.
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The graph of the R opt (T) dependence
shows a monotonic decrease in the optimal R
with increasing temperature.
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That is, at high temperatures, concrete gains
strength faster, respectively, the adhesion
component Gy(t) increases, and the permissible
F _max is not achieved even at lower R.
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Fig. 7. Monte Carlo simulation of the dependence of the optimal belt roller radius on ambient temperature

Used in the methodology for estimating
uncertainties allows us to determine: the
randomness of temperature fluctuations
+5...10 °C; variations in concrete strength at an
early age; possible deviations of the tape
thickness +10%; errors in measuring the contact
angle 0 (Fig. 6,7).

In the diagram (Fig. 7), a «cloud» of F(R)
scenarios can be observed: for small R (100—
150 mm), there is high dispersion — indicating
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system instability; for R > 300 mm, the curve
stabilizes and the spread of scenarios decreases.
Such analysis shows the reliability of the
solution when changing hardening conditions,
allows you to choose a diameter with the
maximum technological margin, and allows
you to design equipment for the “worst case
scenario.” Therefore, the range R = 300450
mm demonstrates the minimum risk of
increasing tear-off forces.
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CONCLUSIONS

the obtained analytical data show a radical
difference in the mechanics of separation: for
modular strip formwork, the separation zone is
local, in the lower part, the “shoulder” of the
separation force is minimal (depends on the
radius of the roller), the value of the force F is
70—150 N. For panel formwork, separation
occurs along the entire height of the panel (23
m), the “shoulder” of the force is H/2 (tens of
times larger), F is 400-700 N, i.e. 3-8 times
larger.

Therefore, panel formwork has linearly
increasing forces with height, while in a
modular system the forces act pointwise and for
a short time - therefore the formwork removal
process is "soft", does not disturb the concrete
surface, allows for early lifting, and is less
critical to adhesion heterogeneity.

Graphical dependencies confirm that the
optimal roller diameter is not just a design
parameter, but a critical element of
technological safety and efficiency of mobile
modular  formwork. This parameter is
influenced by a combination of: temperature
conditions, concrete hardening dynamics, belt
bending mechanics, roller geometry, and lifting
mechanism features.
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MeTtonuka BU3HA4YEeHHS apaMeTpiB
CTPiYKOBOI0 ONAJYOHOI0 MOILYJISI LISt
OyniBeJbHUX BEPTHKAIBHUX 32113006 TOHHHX
KOHCTPYKIii

Bonooumup Pawxkiscokuil’, Onexcauop Maxuns’,
Ipuna Jly6osur’, FOpiii 3acyv’

1234 Kuigcokuti nayionanohuil ynieepcumem
0yOisHuymea i apximexmypu

AHoTanisi. Y cTaTTi NpeACTaBICHO PO3TOPHYTY
METOJIMKY BU3HAYEHHS, aHAJI3y Ta ONTHMIi3allii 1ma-
paMeTpiB CTPIYKOBOIO OMATyOHOr0 MOAYJIS, 110 3a-
CTOCOBYETBCS JUIsl (POPMYBaHHSI BEPTUKAILHUX 3a-
3006 TOHHUX KOHCTPYKIIIH Y CKJIaJi TPYTIOBHX Me-
XaHi30BaHUX cucteM. Oco0iaMBY yBary NpuaiIeHO
MeXaHilll B3aEMOJIIT THy4Koi (GopMyBaibHOI CTpi-
YKy 3 OETOHOM Ha paHHIX CTalifix TBEPAiHHSA, Iie
KIIOYOBUM (PaKTOpOM € JIOTHYHE BipUBHE 3Y-
CHJLIIA, SIKE 3aJIeKUTh BiJI AiaMeTpa Ta KoH]iryparii
POJMKOBOI CUCTEMH, IMUPUHH CTPIYKH, BUCOTH MO-
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IyJsl, TEMIIEPaTypHOTO PEXHUMY Ta KiHETHKH Ha-
0opy MiITHOCTI. 3apPONOHOBaHa MOJAETH IEMOHCT-
PYe, 110 JIOKali30BaHa 30HA TAaHTEHI[IAIbHOTO BizO-
KpEMJICHHS CTPiuKH 3a0e3Meuye CyTTEBE 3HUKEHHS
EHepPTroBUTpAT, MiHIMI3aIlif0 MKOBUX HABAHTAKCHD
Ha OCTOH 1 3MEHIIEHHS HMOBIPHOCTI AC(EKTIB ITO-
BEPXHi, II0 BUT1THO BUPI3HSIE CTPIYKOBY OMAIyOKy
cepes TPaAULIHHUX IUTOBUX CUCTEM.

CrBOpeHO MaTeMaTH4YHy MOJENb TEXHOJOIid-
HOTO MTOTOKY KOMILIEKCY MOJYJIiB Ha OCHOBI 3MiIIa-
HOTO LJIOYMCIIOBOTO JIHIHHOTO NpOorpamMyBaHHS
(MILP), sixa mo3Bossie BU3HAYATH ONTHMAJbHI ma-
pamMeTpu Y9acTOTH MiTHOMY, KiTBKOCTI MOJYINIB Y
po0OTi, palioHANILHUX JiaMeTpiB POJIHKIB Ta 4aco-
BUX IHTEpBaIiB OCTOHYBaHHS BiIIOBIIHO JI0 BUPO-
OHMYUX | TEXHOJOTIYHUX 0OMexeHb. Bapiariiiai Ta
CTaTUCTUYHI PO3PaxyHKH, BUKOHAHI 3 ypaxyBaH-
HSIM TEMIIepaTypHUX KOJIMBaHb, MapoK OCTOHY, pe-
OJIOTIYHHMX 3MiH 1 CTOXaCTHYHUX BiAXWIEHb IIPO-
[Iecy, MATBEPININ MOXIIUBICTh CTaOIBHOTO (yH-
KI[IOHYBaHHSI CHCTEMH 3a pi3HUX yMoB. ['padiuni
3aJIe)KHOCTI JAEMOHCTPYIOTh TIOTEHIIIIfHE CKOpO-
YeHHS TpUBaIOCTi OeToHyBaHHs Ha 18-35 %, 3Hu-
JKEHHsI BipMBHUX 3yCWiIb y 2—4 pa3u Ta MiABHU-
HIeHHS 000pOTHOCTI POPMYBaTHLHUX MOJTYJIiB.

Pesynprat JOCHIIKEHHSI CTAHOBJIATH HAYKOBE
HiATPYHTS UIsl POEKTYBAHHSI MEXaHi30BaHHUX OIla-
MyOHUX KOMIUIEKCIB HOBOTO TTOKOJIIHHS, 10 37aTHI
3a0€3MeYNTH IiIBUIICHY NPOAYKTUBHICTH, SKIiCTh
(hopMyBaHHS Ta aJalTHBHICTH 710 30BHIIIHIX YMOB.
3amponoHoBaHa METOAHMKA TAKOXK CTBOPIOE Tepe/l-
YMOBH ISl TOOYZI0BH NU(POBUX IBIHHUKIB TEXHO-
JIOT1YHHUX TIPOLECIB, BIPOBAIKEHHS CHCTEM aBTO-
Matu3oBaHoro MoHitopuary SCADA Ta inTerparii
BIM-pimens y npoiiec KepyBaHHS IPYTIOBHMH CTpi-
YKOBUMH MOJYJISIMH.

KurouoBi ciioBa: rpynoBuii onaryOHUN MOAYITb,
CTpPIYKOBa OMay0OKa; IIMTOBA ONayOKa; JOTHUHUH
BIIpUB; POJHMK OMATyOKW; MOHOJITHI IiJIOHH;
TEXHOJIOTIYHHMHM UK, onTtuMisamis;, MILP; BIM;
SCADA; TexHOJOriss MOHOJITHOrO OyIiBHHUIITBA,
TBEPIiHHSA OCTOHY, aBTOMAaTH3allisl OMaayOHHX
CHCTEM.
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